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Robust Optimization
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Abstract This tutorial discusses two aspects in operations research foundations that have often
proven formidable to beginning students: dynamic programming and duality. Although
mathematically inclined students may immediately pick up on these very elegant and
powerful concepts, the intuition behind these ideas is often unusual and confusing to
beginners. This tutorial begins by discussing an effective method for teaching dynamic
programming concepts to undergraduate students in an entertaining and accessible
manner. This background permits an application-oriented discussion of duality, which
can in turn be used to teach emerging topics in interdiction and robust optimization.
These topics allow one to touch upon some of the nuances of linear programming
duality concepts, such as left- and right-hand shadow prices. The integrated manner
in which these topics are presented may allow students to learn the concepts in a
more coherent manner and better understand the scope and limitations of modern
mathematical programming approaches.

Keywords dynamic programming; duality; interdiction; robust optimization; shortest path

1. Introduction

In discussing optimization concepts with students who recently completed a beginner’s
course on deterministic operations research (OR), two concepts that consistently rank among
the most daunting seem to be duality and (if covered) dynamic programming (DP). Both,
in their own ways, tend to regard ideas that are counterintuitive and confusing for students.
This tutorial chapter serves two purposes. The first is for instructors to consider additional
ideas to embed within their courses, or new ways of presenting existing material. This chap-
ter suggests ideas for making the core ideas behind these concepts natural to the students
before presenting them in detail. Integrating these concepts allow students to gain a deeper
understanding of the material. The second purpose of this tutorial is to serve as an intro-
duction to interdiction and robust optimization for an audience having only a superficial
understanding of the topics covered here. Hence, those readers who are not yet comfortable
with one or both of the topics may use this chapter to augment their understanding of the
topics covered herein.

Virtually all introductory OR courses—with good reason—begin by modeling and solving
problems in which all variables are determined simultaneously. Hence, when DP is introduced
and taught as a recursive procedure, students are essentially asked to envision a wholly
different algorithm. In addition, this approach is often either (a) taught in a completely
disparate manner from the preceding OR materials or (b) skipped altogether to avoid such
a dramatic shift in the focus of a class. As for duality theory, modern OR textbooks do a
wonderful job in explaining economic interpretations of dual variables, for instance. However,
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the student is often focused on solving a mathematical optimization problem for several
months, looking for (primal) variable values and costs, before he or she is confronted with
this strange inverse problem that “complements” the original problem. This abrupt change
tends to cause a struggle in class. Moreover, the full power of duality theory in solving
practical problems is often concealed from students.

This chapter focuses on strategies for improving students’ intuition for key DP and duality
concepts, and using those concepts naturally to expand course content beyond that tradi-
tionally taught in introductory OR classes. We begin in §2 by discussing games that can be
cast as dynamic programs, which lend themselves particularly well to teaching core DP con-
cepts. Those concepts can then be extended to cover more complex optimization problems,
including those that arise in contemporary research problems. In §3, we cover interdiction
problems and modern approaches for formulating interdiction problems, especially via the
use of duality. Particular emphasis is paid to interpreting the final interdiction model that
is obtained in practical terms, thus enhancing a student’s knowledge of duality interpreta-
tions and usages in real-world optimization challenges. A similar approach is taken in §4
in the study of robust optimization models. This tutorial closes in §5 with a summary and
recommendations for further reading on this topic.

2. Dynamic Programming Games and Challenges

Some segments of class are naturally motivated toward solving production and lot-sizing
problems, and others may naturally gravitate toward the solution of binary knapsack prob-
lems, making them both very natural illustrations of dynamic programming algorithms.
However, a greater percentage of students seems to pay close attention to strategy games,
especially those taking place between a class and an instructor taking great pleasure in
defeating the class in these games. Section 2.1 focuses on these games and illustrates how
they can be used in a “pre-DP” module to motivate recursive algorithms. Section 2.2 exam-
ines the study of Dijkstra’s algorithm (Ahuja et al. [1], Dijkstra [18]) via dynamic program-
ming and draws a relationship between duals obtained from alternative linear programming
formulations of the problem and those labels gleaned from corresponding Dijkstra’s imple-
mentations. Finally, §2.3 presents a challenge that illustrates the need to judiciously select
state variables for dynamic programs, when the states (or stages) are not obvious, as they
are in many textbook applications.

2.1. Games

An excellent, and very simple, example of these games is described as follows. A set of 21
sticks exists in a pile, and two players take turns removing sticks from the pile. Each player
must take one, two, or three sticks from the pile in his or her turn. Whoever takes the last
stick wins the game. (The game can be played starting with any number of sticks, though
the eventual winner may change depending on this starting value. Also, the lessons remain
the same if the rules dictate that whoever takes the last stick loses the game.) This example
can found, for instance, in Winston [35], and is a special case of the famous game of Nim.

The vast majority of students will attack the problem forward, much as one might when
playing a game like chess. A novice player may think of what happens when the first player
(leader) takes one, two, or three sticks: The follower will respond by taking one, two, or three
sticks. One may then need to assess the leader’s possible reactions, but, already, 27 (= 33)
variations of this game are being considered. The situation is rendered hopeless at this point,
and the student makes a decision based on heuristic criteria. (If the game is presented late
in a lecture, the students may choose three sticks to expedite the conclusion of the game!)
However, the game becomes very natural when played backward. With one, two, or three
sticks remaining, it is obvious that the game can be won by simply taking all remaining
sticks. But if a player faces a situation with four sticks remaining, regardless of how one got
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to this point, they cannot win (against a rational, optimally behaving opponent): Any move
made puts the opponent in a winning position. Hence, seeing only four sticks remaining is
equivalent to losing the game.

From this point, consider what happens if five sticks remain. The player has the option
of leaving the opponent with four sticks (which is a losing position), three sticks (a winning
position), or two sticks (a winning position). Hence, it is possible to win with five sticks
remaining by taking one stick and putting the opponent in a losing position. At this point,
students implicitly understand what the “state” is: A snapshot of the game (or more gener-
ally, of the optimization problem under study) that contains all relevant information needed
to make subsequent decisions. The only state variable required for this game is the number
of remaining sticks. By the same logic as above, if there are six or seven sticks remaining,
the player can win, and if there are eight sticks remaining, the player loses against a rational
opponent. This pattern can then be extracted to see that losing states are exactly those that
contain a multiple of four remaining sticks.

This game has limitations in that (a) its objective function is binary (win or lose), (b) one
does not explicitly see stages, (c) determining the state variable is rather obvious, and (d) the
optimal policy (reduce the opponent to having a multiple of four remaining sticks) is simple.
However, it serves the purpose of illustrating the usefulness of attacking problems backward
and gets the student thinking about recursion as a method to solve optimization problems.
The following variations allow the students to expand on these basic DP notions.

2.1.1. Multiple Heaps (Nim). Now, consider the symmetric game, but with a few
modifications. One, there exist several heaps of sticks. For instance, five sticks may be in
one heap, four sticks in another heap, and three sticks in another heap. (We refer to this
game as (5,4,3).) Each player selects at least one stick in every turn and can choose to
remove as many sticks from one heap as they would like. It is not possible, though, to remove
sticks from multiple heaps. One game could proceed with player A removing all three sticks
from heap 3, followed by player B removing three sticks from heap 2. The game can now
be described as (5,1,0). Player A would then want to take four sticks from the first heap:
player B is forced to take a single stick from either heap, and player A wins by taking the
final stick.

The primary lesson in this game is that multiple states are required to properly execute the
dynamic program. A second concept introduced here places a premium on working backward
in a disciplined manner. (Additionally, it is useful to track the states in a compact manner.
There is no need, for example, to maintain six states for each combination of (3,2,1); one
can simply insist that the states that describe the game are listed in nonincreasing order
of sticks in a heap.) Hence, the state of a game is the number of sticks present in each
heap. Initially, we can start with a trivial losing state of (0,0,0), from which it is clear that
(k,0,0) is a winning state, for each possible value k= 1, . . . ,5. One can work backward and
determine that, e.g., (1,1,0) is a losing state (the only legal move puts the opponent into
a winning state). It is then possible to determine several other winning states, which are
those states from which it is possible to force the opponent into the losing state of (1,1,0).
By this logic, (1,1,1) and (k,1,0) are both winning states, for all k= 2, . . . ,5.

The key point at this phase is that a dynamic program must proceed in a manner where
some state (a1, a2, a3) is examined such that every possible move from this state puts the
opponent in a state that has been previously examined by the algorithm (and such that we
know whether or not those states are winning or losing states). Several such sequences follow
this pattern. Perhaps the simplest method examines all states starting with (a1, a2, a3) =
(0,0,0). The next state examined is (a1 +1, a2, a3), unless a1 = 5. In that case, if a2 < 4, then
the next state examined is (a2 + 1, a2 + 1, a3), and if a2 = 4, then the next state examined is
(a3 + 1, a3 + 1, a3 + 1). This pattern continues until state (5,4,3) is examined. Most states
are winning states, and so it suffices to list only the losing states. Table 1 lists all nontrivial
losing states.
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Table 1. Losing states in the
(5,4,3) Nim game.

(1,1,0) (2,2,0)
(3,3,0) (4,4,0)
(3,2,1) (5,4,1)

A similar example can be used in the case for which the player who takes the last stick
loses; all of the states in Table 1 remain losing states except for (1,1,0); states (1,0,0) and
(1,1,1) become losing states instead. In either game, the player going first can win by first
removing two sticks from the last heap.

2.1.2. Asymmetric Players. Consider now the same one-heap game as discussed origi-
nally, starting with n sticks in a single heap with the player taking the last stick the winner.
In this variant, player A must take between one and kA sticks, and player B must take
between one and kB sticks, where kA < kB. Clearly, player A is at a disadvantage, but to
what extent? For what values of n does player A lose no matter which player goes first?
Again, the concept being tested in this game is one of state variables. As would be clear
when the students attempt to formulate a strategy for this game, it is important to know
not only how many sticks are remaining, but whose turn it is in the game.

To illustrate, it is useful to define a win/loss function, which is a precursor to dynamic
programming value functions and the recursions commonly used to define them. Let fi(s)
equal W if player i can win on his or her turn when s sticks remain, and L otherwise,
when the player would lose to a rational opponent. Initially, for i = A, B, it is clear that
fi(s) =W for s= 1, . . . , ki. A good question to ask next, before proceeding to work out an
example, is the following: If kB = 3 and s = 12, then how should player B make its next
decision? (Which states should player B consult to determine how many sticks he or she
should take?) The answer would be that player B examines fA(11), fA(10), fA(9), noting
that a choice of one, two, or three sticks leaves its opponent in those states, respectively.
Player B takes k? sticks, where fA(12−k∗) =L, if such a k? exists. In that case, fB(12) =W
(player B can indeed win). If no k? exists, then fB(12) =L. The point should now be made
that, after initialization, states fA(s) and fB(s) are made in increasing order of s (with
memory of what decisions should be made in each “winning” state).

Interestingly, a pattern emerges quickly in this game. Because kA <kB, fA(kA+1) is deter-
mined to be a losing state for A, because fB(s) = W for s = 1, . . . , kB (i.e., player B would
win regardless of player A’s action). Also, we must have fB(kA + 1) = W at initialization,
because kB ≥ kA + 1 implies that B can take all kA + 1 sticks to win the game. Now consider
fA(kA + 2). All states enumerated thus far for player B have been winning states, and so
player A would lose regardless of action; hence, fA(kA + 2) =L. But fB(kA + 2) =W neces-
sarily, because even if kB <kA +2, taking one stick leaves player A with kA +1 sticks, forcing
player A to lose (because fA(kA + 1) =L) and player B to win. At this point, the instructor
may use induction (if the students will not protest too stringently) or simply work out a few
more stages of this game to show that fA(kA + t) = L and fB(kA + t) =W for any positive
integer t: Player A always puts player B in a winning state (all states are winning states
for B), and player B can always put player A in a losing state by taking a single stick, until
it has no more than kB sticks remaining, at which point player B takes all remaining sticks.

2.1.3. More than Two Asymmetric Players. A fun and complex variant of the pre-
vious game involves several players, each of whom is allowed to take a different number of
sticks. When a particular player cannot win, he or she favors another player and puts that
player in a position to win. For instance, suppose that there are three players starting with
12 sticks (in one heap). Player A can take one or two sticks; player B can take one, two, or
three sticks; and player C can take one, two, three, or four sticks in each turn. If player A
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Table 2. Values for fi(s) in the three-player asymmetric sticks game, with the number
of sticks to be taken given in parentheses.

Sticks (s) Player A Player B Player C

1 A (1) B (1) C (1)
2 A (2) B (2) C (2)
3 B (1) B (3) C (3)
4 B (1) C (1) C (4)
5 B (2) C (1) A (3)
6 C (1) A (1) A (4)
7 A (1) A (1) C (1)
8 A (1) A (2) C (2)
9 A (1) A (3) C (3)

10 A (1) C (1) C (4)
11 A (2) C (1) A (1)
12 C (1) A (1) A (1)

cannot win, he or she attempts to put player B in a position in which they could win (if
possible). If player B (or player C) cannot win, he or she attempts to put player A in a
position in which they could win (if possible). An interesting question for player A is the
following: Does the advantage that players B and C favor player A over each other (if they
cannot win themselves) overcome the disadvantage of being able to remove only one or two
sticks at each turn?

Similar to the two-player asymmetric game, the state space includes the player and the
number of sticks remaining. However, in this case, the value function fi(s) needs to reflect
which player will win the game, rather than simply whether or not the player i will win.
Here, we simply let fi(s) equal the letter (the identity) of the player who will win the game.
For instance, fA(s) = A for s= 1, 2, fB(s) = B for s= 1,2,3, and fC(s) = C for s= 1, 2, 3, 4.
The remaining value functions for each player/state combination are evaluated in increasing
order of s. For s = 3,4, player A must let player B win, and for s = 4, player B must let
player C win. When s = 5, player A chooses who will win between players B and C, and
takes two sticks to let player B win. Player B must let player C win when s= 5. Player C
chooses to let player A win instead of player B when s= 5 by taking three (or four) sticks.

Interestingly, the implication is that fB(6) = A (player B prefers players A to C), and
therefore player A can win when he or she has seven sticks remaining: Take one stick, and
leave player B with no way to win the game. Player B cannot win with six sticks remaining,
but can take one stick to ensure that player C cannot win. Player C, choosing between
players A and B, takes three (or four) sticks to allow player A to win. A summary of this
game is given in Table 2. Educationally, this game forces students to remain disciplined
when computing each value function for each state. In computing fi(s), they must examine
all actions that the next player (say, j) may make and force player j to make the game end
as well as possible for player i. (This game repeats states 6–11 in states 12–17, and every six
states thereafter.) Note that player B cannot win if the game starts with six or more sticks.

2.2. Shortest Path by DP/Duality

Although the sticks games in §2.1 teach the concepts of recursion and state variables, stu-
dents are unlikely to have a satisfactory understanding of value functions that represent
costs, or recursive functions that define them. These ideas can be easily embedded in the
solution of shortest path problems having nonnegative costs. The notation for the shortest
path problem is given as follows. Let N = {1, . . . , n} be the set of nodes, where node 1 serves
as the origin and node n serves as the destination. Let A be the set of arcs in the problem,
where cij is the cost of using arc (i, j)∈A in the path. The forward star of node i, FS(i), is
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the set of arcs that leave node i, i.e., FS(i) = {j ∈N : (i, j)∈A}. The reverse star of node i
is the set of nodes that enter node i, i.e., RS(i) = {h ∈N : (h, i) ∈ A} for all i ∈N . Defin-
ing xij = 1 if the path uses arc (i, j) ∈A, and 0 otherwise, the mathematical programming
formulation that we use is given by

min
∑

(i, j)∈A

cijxij (1a)

s.t.
∑

j∈FS(i)

xij −
∑

h∈RS(i)

xhi = bi ∀ i∈N, (1b)

x≥ 0, (1c)

where b1 = 1, bn = −1, and bi = 0 for all other i ∈N\{1, n}. (Note that all vectors are in
bold font.) Constraints (1b) in particular state that the net flow out of node i (flow out of
node i minus flow in to node i) must equal 1 when i= 1, −1 when i= n, and 0 for all other
nodes.

One can either proceed with a forward or backward recursion. Assume for now that
backward recursion is being used, and denote f(i) as the shortest path cost from node i to
the destination node. An effective way of introducing the concept is to present a situation
similar to that shown in Figure 1. Here, the goal is to compute f(1). If f(2), f(3), and f(4)
are already known (and we assume that FS(1) = {2,3,4}), then f(1) = min{c12 +f(2), c13 +
f(3), c14 + f(4)}. In the example of Figure 1, we have that f(1) = 17 and that any shortest
path starting at node 1 traverses through node 2. The concept is that even with the rest of
the network hidden from view, if f(i) is known for i= 2,3,4, determining which way to go
from node 1 is straightforward.

The emphasis in this section is less on the instruction of Dijkstra’s algorithm and more on
its use in presenting the value function recursion that is so common in dynamic program-
ming. After having established that f(n) = 0 and

f(i) = min
j∈FS(i)

{cij + f(j)} ∀ i∈N\{n}, (2)

in general, the only remaining challenge is to determine the order in which the f(i) can be
determined. One suggestion is to present acyclic networks first, which do not require the
use of permanent and temporary labels and which follow the simple dynamic programming
rubric given in the sticks games in §2.1; that is, one can order the nodes (again using
the backward dynamic programming approach) in a list L in an order such that for every
(i, j)∈A we have that j appears in L before i.

Figure 1. Shortest path recursion example.

f (2) = 10

f (1) = ?

2

31

4

f (3) = 16

c13 = 4

c12 = 7

c14 = 9

f (4) = 9
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Alternatively, the same procedure can be run in a forward manner, in which f(i) is the
shortest path cost from node 1 to node i, for i∈N . Denoting the duals in this case as f ′(i),
(2) is revised as

f ′(i) = min
h∈RS(i)

{chi + f ′(h)} ∀ i∈N\{1}, (3)

with f ′(1) = 0. Each f ′(i) would then be computed by examining the nodes in a list L′,
ordered such that for every (i, j)∈A, i appears in L before j.

Remark 1. As a side note, reintroducing cyclic networks (still with all nonnegative costs)
at this point tends to force students to think about how the dynamic program would have
to be adjusted, because no topologically ordered list L as described above will now exist.
After struggling with this issue for a few minutes, the insight offered in Dijkstra’s algorithm
that the smallest “temporary” label must be correct tends to make a bigger impact on the
students. For classes that are inclined to delve into simple complexity issues, it is possible
to introduce why the shortest path problem is slightly easier to solve on acyclic graphs than
on cyclic graphs at this point.

A more interesting note, though, connects the optimal labels used in the shortest path
algorithm to sets of optimal dual variable values for (1). Associate dual variables πi with the
flow-balance constraints (1b). The primal formulation (again assuming nonnegative costs) in
fact has one too many constraints, because the flow-balance constraints are linearly depen-
dent. The constraint that is removed affects the optimal dual variable values; how and why
this happens is an enlightening lesson for students, and is also important to gaining insights
to the interdiction and robust optimization models discussed in §§3 and 4.

First, suppose that the last flow-balance (for i = n) constraint is removed. The dual to
(1) is given by

max π1 (4a)

s.t. πi−πj ≤ cij ∀ (i, j)∈A, (4b)

where the π variables are unrestricted. Writing (4b), for each i∈N , as

πi ≤ cij +πj ∀ j ∈FS(i), (5)

along with the observation that at optimality πi will take its largest possible value, estab-
lishes the equivalency of f(i) and πi, and of (2) and (5). This establishes that the dual
variable values match exactly the labels from the DP (or Dijkstra’s) algorithm traditionally
given for the shortest path problem. A similar exercise demonstrates that labels obtained
from forward recursion match those obtained by taking the dual of (1) in which the flow-
balance constraint is omitted, and in which the variables are negated so that its dual seeks
to maximize πn subject to πj −πi ≤ cij , for all (i, j)∈A.

However, the shortest path problem affords the opportunity to reinforce the concept of
dual interpretations, and to demonstrate the difference between left-hand shadow prices
(LHSPs) and right-hand shadow prices (RHSPs). Suppose that we continue to assume that
the last flow-balance constraint is removed from the problem, and recall that a right-hand
shadow price for a constraint gives the rate of change in the optimal objective function value
when the right-hand side of the constraint increases. If one continues to treat the duals πi as
the shortest path cost from node i to node n, then there exists a very natural interpretation
of πi as the right-hand shadow price for flow-balance constraint i. Initially, that b1 = 1 and
bn =−1 indicates that one entity exists at node 1, which seeks to terminate at node n. If the
right-hand side of constraint i∈N\{1} is increased by some ∆> 0 (say, ∆ = 1 for simplicity,
although in fact any positive ∆ is valid in this case), then there now exists an additional
“traveler” at node i. The key concept is that the absence of the flow-balance constraint for
node n implies that this additional traveler must terminate at node n. Hence, the problem
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Figure 2. Varying shadow prices for shortest path problem.
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is the same as before, but one must additionally transport some traveler from node i to
node n, which is done at a cost of πi = f(i).

A natural question then follows: What if one seeks the left-hand shadow price of a con-
straint? Do these left-hand shadow prices correspond to an optimal dual solution to the
shortest path problem? In this case, it is instructive to follow the previous analysis in reverse
order. First, what would the left-hand shadow price imply about the change in the model? If
the right-hand side of constraint i decreases by one, then this implies that we have simulta-
neously changed bn to equal 0, as implied by the summation of flow-balance constraints over
i= 1, . . . , n− 1. As a result, decreasing the right-hand side of constraint i by one effectively
revises the destination node of the problem from node n to node i. Thus, the left-hand
shadow price for constraint i is simply given by the shortest path cost from node 1 to node n,
minus the shortest path cost from node 1 to node i. It is then possible for the students to
verify that (a) the left-hand shadow prices can be used as optimal values for π, and (b) for
each node i on a shortest path from node 1 to node n, the right-hand shadow price for node
i’s flow-balance constraint matches the left-hand shadow price for node i.

Figure 2 provides an example of the left-hand and right-hand shadow prices (denoted
LHSP and RHSP, respectively). Note that a more advanced class might additionally ask the
question of whether or not a mixture of left-hand and right-hand shadow prices could exist
in a dual optimal solution. The answer is yes. For instance,

π = (4,−8,3,0,5,3,1,3,0)

is an optimal dual solution. However, setting π equal to any combination of left-hand and
right-hand shadow prices does not necessarily yield a dual feasible solution. One such infea-
sible solution would be given by setting π4 = 8 (its right-hand shadow price) and π8 =−5
(its left-hand shadow price), because the dual constraint π4 ≤ 5 +π8 would be violated. For
the example given in Figure 2, there are 12 optimal extreme point dual solutions, which is
less than the 32 combinations of right-hand and left-hand shadow prices for nodes 2, 4, 5,
6, and 8.

2.3. DP for Network Interdiction

In the previous examples, students will be challenged to understand recursion functions
and to incorporate as many state variables in their recursion as necessary. These lessons
lead in naturally to the more traditional DP examples for solving combinatorial problems
in pseudopolynomial time, such as knapsack and capacitated lot-sizing problems (CLSPs).
(Demonstrating the DP recursion for the capacitated lot-sizing problem will also help to
augment the interdiction discussion in §3.2 (see Remark 3).) Although most DP modules
stop at this point, it is useful to demonstrate one further example that forces students to
think carefully about what state variables one might use in a more complex DP.

The example presented in this subsection can motivated as a quarantine problem. Consider
an undirected graph G(N,E), where N = {1, . . . , n}, and examine the goal of containing
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an outbreak of some kind (e.g., an actual contagion, a computer virus, or the detection of
some intruder that may seek to escape capture in a large network). Assigning a checkpoint
to a node stops the spread of contamination through that node, and hence one can equate
placing a checkpoint on that node to deleting the node itself.

The problem at hand is to determine the fewest number of checkpoints to place on nodes
(i.e., the fewest number of nodes to delete) so that any contamination is limited to no more
than some τ nodes. It is assumed that a deleted node cannot be contaminated, and that
a contamination spreads along graph edges until blocked by a deleted node. Therefore, we
require that after all nodes are deleted, the largest remaining component in the graph is
no more than τ nodes. (A component is a subgraph for which every pair of nodes in the
subgraph is connected by a path consisting of edges in E.) For students interested in further
reading on this problem, see Shen and Smith [25, 26] for a full treatment of this and several
related problems. In a more general scheme, this node deletion problem belongs to a broader
study of critical node problems (Grötschel et al. [21], Shier [27]). See also the work of Albert
et al. [2], who examine robustness of complex graphs.

An example instance of this problem is given in Figure 3, where the goal is to delete the
fewest number of nodes so that the largest possible contamination is no more than τ = 3.
The optimal solution depicted in that figure contains four deleted nodes. In general, the
node deletion problem is strongly NP-hard (Yannakakis [37]), but certain special subgraphs
can be solved in polynomial time via dynamic programming. This subsection focuses on the
solution to this node deletion problem on tree graphs (connected graphs having no cycles),
such as the one depicted in Figure 3.

The difficulty in prescribing an optimal DP on trees is that there is no obvious starting
point—no “beginning” or “end” to the tree. But if pressed, most students will realize that
the algorithm needs to proceed either from the root node to the leaf nodes of the tree, or
vice versa. To build intuition, students may see that although they have no sense of whether
nodes at or near the root should be deleted, they never need to delete a leaf node (assuming
that τ ≥ 1). Hence, the “bottom” of the tree, near the leaf nodes, is a natural starting point.

The overall paradigm is therefore to determine “promising solutions” to subtrees rooted
at certain nodes and then merge those subtrees up the tree. A promising solution is one that
might be a part of some optimal solution to the entire problem. All other solutions either
cannot be a part of an optimal solution or, if they are, could equivalently be substituted by
a promising solution already enumerated. The process terminates at the root node of the
entire tree, at which point an optimal solution can be recovered. For instance, in Figure 3,
one might enumerate all promising solutions to the subtree rooted at node 7 (i.e., the tree
induced by nodes 7, 12, and 17) and all promising solutions to the subtree rooted at node 8

Figure 3. Example node deletion instance with τ = 3, where deleted nodes are shown in gray.
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Figure 4. Three subtree solutions to the node deletion problem with τ = 3, where nodes to be
deleted are shaded gray.
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(i.e., the tree induced by nodes 8, 13, 18, and 19). Those solutions could then be merged
along with node 4, which serves as the parent node to 7 and 8. As a result, all promising
solutions to the subtree rooted at node 4 would now be obtained.

A key step therefore lies in determining what consists of a promising solution for a subtree.
To aid in this discussion, consider the three solutions presented in Figure 4 for some subtree
rooted at node 1, where node 1 is a child of some other node in the tree (i.e., node 1 is
not the root of the entire tree). It is convenient to define the open set of a subtree as the
set of nodes belonging to the same component as the subtree’s root node; e.g., the open set
of solution (a) is {1,3}, that of solution (b) is ∅, and that of solution (c) is {1,3,4}. All
three solutions in Figure 4 are feasible, because the largest component remaining after the
deletion of gray nodes is of size three in all solutions. In fact, if nodes 1–11 compose the
entire tree’s node set, then solution (a) is optimal: It has an objective of two, and there is
no solution that deletes only a single node without leaving a component of size larger than
three. Otherwise, solution (a) is simply one promising solution, but may not be part of an
optimal solution to the node deletion problem.

The fact that deleting nodes 2 and 4 is possibly not optimal may not be obvious to
students tackling this problem, and so to motivate why this might be the case, consider what
would happen if two copies of this network exist (one having nodes 1, . . . ,11, and the other
having nodes 1′, . . . ,11′), joined by a root node r. Figure 5 illustrates this graph. Suppose
that r is not deleted, and that both copies of the network use the solution in which nodes 2
and 4 (2′ and 4′) are deleted. In this case, nodes 1, 3, 1′, 3′, and r form a component of size
five. Therefore, there may be an advantage to considering solutions in which the subtree

Figure 5. Infeasible solution stemming from the use of two subtree solutions having a nonempty
open set.
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root node (e.g., 1, or 1′) is deleted, even if it results in an extra deletion (and thus in an
increase of one in the objective function). Hence, solution (b) is promising as well.

Now, consider solution (c). Both solutions (a) and (c) involve the deletion of two nodes,
but the subtree root (node 1) in solution (a) belongs to a component of size two, whereas
the subtree root in solution (c) belongs to a component of size three. Hence, consider the
situation in which nodes 1, . . . ,11 form a subgraph, and that some node r serves as the
parent of node 1. If node r is not deleted, then appending node r to solution (c) creates an
open set of size four, whereas appending node r to solution (a) creates an open set size of
only three. Intuitively, solution (a) is at least as good as solution (c); this can be quickly
shown by proving that if solution (c) is part of an optimal solution to the entire tree, then
solution (a) must be as well. Therefore, a feasible subtree solution need not be designated
as promising unless it uses fewer node deletions than another promising solution, or has a
smaller open set size than another promising solution.

The work done to this point has been to establish the direction in which the DP recursion
should work and which state variable must be retained (the open set size). The DP can then
be solved in stages from the leaf nodes to the root. Denote fi(oi) as the fewest number of
deletions required on the tree rooted at node i that generates an open set of size oi, where
oi ≤ τ , and yields a largest component size of no more than τ . Initially, each leaf node i can
either be deleted (so that fi(0) = 1) or not (fi(1) = 0); if the students have determined that
leaf nodes never need to be deleted, then only fi(1) = 0 is necessary to retain as part of an
optimal solution.

For nonleaf nodes, the recursions are based on whether or not node i is deleted. Let Si

be the set of child nodes for node i. If oi = 0, then

fi(0) = min
∑
v∈Si

fv(ov) + 1. (6)

Here, the term
∑

v∈Si
fv(ov) includes the number of nodes deleted in all subtrees of i, and

the “+ 1” term accounts for the deletion of node i itself (which led to the empty open set).
Note that there are no restrictions on the open set sizes of the child trees that are merged
with node i: Because the open set sizes of the child subtrees are not more than τ , and those
open sets do not merge when i is deleted, their sizes are irrelevant.

The recursion for the case in which 0< oi ≤ τ is similar, but accounts for the fact that
child subtree open sets do merge when node i is not deleted.

fi(oi) = min
∑
v∈Si

fv(ov) (7a)

s.t. oi =
∑
v∈Si

ov + 1≤ τ. (7b)

The objective (7a) is identical to (6), without the deletion of node i. Constraint (7b) states
that the open set size at node i will be the sum of child tree open set sizes plus one, because
all open sets merge with node i to form a new open set for the subtree rooted at i.

Several implementation issues remain, which are of varying importances depending on the
course being taught. For one, identifying an optimal solution once the recursion reaches the
root node, r, must be done by backtracking. The minimum of fr(s) over all s is the optimal
objective function value. If this minimum value occurs at s = 0, then node r is deleted;
otherwise, it is not. In either case, the choices for ov that led to the optimal value, for each
v ∈ Sr, must be retained to backtrack and identify the full solution.

Next, whereas (6) is a straightforward computation, computing fi(oi) via (7) is more
complex. Ideally, this would be performed by merging the first subtree with the root node
first. Then, the second subtree would be merged with the combined solutions to node i and
its first subtree. Hence, in this manner, one subtree at a time is merged with its parent, which
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ensures the polynomiality of the algorithm. Note also that after the merging operations, at
most two solutions need to be retained: fi(0) and (if it exists) the smallest oi such that
fi(oi) = fi(0)− 1.

Remark 2. To tie this exercise back to the study of duality, one could easily modify
(6) and (7) to include τ as a state variable rather than a parameter. The idea would be to
define fi(oi, τ) as the fewest number of nodes to be deleted so that the open set size of the
subtree rooted at node i is oi and no component size exceeds τ . At the end of the procedure,
it is then possible to determine the fewest number of nodes to be deleted to restrict the
largest component size to be no more than τ , for each τ = 1, . . . , n. This function is neither
nonconvex nor nonconcave (in general), as opposed to the convex cost function when the
right-hand side of a minimization problem is treated as a parameter. This behavior may
be appropriate in comparing parametric combinatorial optimization problems to parametric
linear programming problems.

3. Interdiction Models and Insights

Interdiction models often analyze scenarios that involve two competing entities, where one
entity seeks to maximize the minimum cost incurred by the other (or, e.g., minimize the
maximum profit obtained by the other agent). These problems are often cast over networks,
although the underlying mathematical optimization principles often do not require the pres-
ence of network structures. These problems again afford the opportunity for students to
solve puzzles in a “game” format in class and challenge them to integrate their knowledge of
mathematical modeling, network flows, and duality to correctly formulate these problems.
In the case of two-stage problems, on which we will focus here, an “attacker” acts first to
remove some critical resources from the other player or to affect the other player’s objective.
The other player, which we call the “defender,” then optimizes its objective function given
the resources remaining after the attacker’s action. A general statement of these problems
is given as

min
x∈X

max f(x)>y (8a)

s.t. Dy≤ h(x), (8b)

y≥ 0, (8c)

where x (y) represents the vector of attacker (defender) actions, f(x) is the defender’s objec-
tive function (which is itself a function of the attacker’s action), h(x) is the available resource
vector for the defender (also depending on the attacker’s action), and D is a constraint
coefficient matrix that restricts the defender’s decisions. (Note that all vectors used here are
column-vectors, and > denotes the transpose operator.) This particular model is also known
as a Stackelberg [34] (leader–follower) game. Some settings also regard the case in which
the defender is able to fortify some of its resources in a preliminary stage to mitigate the
maximum amount of damage that the attacker can inflict.

Section 3.1 shows how some formulations can be modeled using ad hoc constraints
designed to capture the defender’s behavior. In particular, we revisit the node deletion prob-
lem presented in §2.3 on a general graph and consider the interdiction of a shortest path
problem using insights from the duality concepts presented in §2.2. The dual interpretation
of the shortest path interdiction problem motivates a general approach for formulating these
problems using duality in §3.2.

3.1. Interdiction Using Ad Hoc Constraints

As a mixed-integer programming (MIP) modeling exercise, it is possible in certain cases
to naturally formulate interdiction models as a single mixed-integer program. We consider
three such examples in this subsection: facility interdiction, node deletion, and shortest path
interdiction.
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3.1.1. Facility Interdiction. Consider the following facility interdiction problem, orig-
inally studied by Church et al. [16]. There exists a set F of facilities, which serve a set N
of demand points. Each demand point is assigned to its closest facility (e.g., as customers
may select a closest store). Whereas each demand point must be assigned to exactly one
facility, a facility can be assigned to any number of demand points. The defender’s goal is
to minimize the sum of weighted distances from each demand point to its assigned facility.

The interdiction problem at hand is to remove a subset G⊂ F of facilities, where |G| is
restricted to be no more than a given integer r, so that the defender’s optimal objective
function value is as large as possible. Define the following data for this facility interdiction
problem (in addition to F , N , and r): Let ai denote the weight of node i ∈ N , and let
dij denote the distance between node i ∈ N and facility j ∈ F . A reasonable way to get
students to address this problem is to start by asking what the decision variables are for the
attacker and what they are for the defender. The attacker must determine which facilities
to delete, and hence binary variables xj , for all j ∈ F , equal 1 if the attacker removes facility
i ∈ F , and 0 otherwise. The defender must determine which facilities to assign to which
nodes, and so binary variables yij , for each i∈N and j ∈ F , equal to 1 if and only if node i
is assigned to facility j.

Students can then begin approaching this problem from the attacker’s perspective. The
objective of the attacker is to maximize total assignment cost, i.e.,

max
∑
i∈N

∑
j∈F

aidijyij . (9a)

The attacker’s constraints require that no more than r facilities are removed, and the
defender is constrained to assign every node to one facility, as required by the following
constraints: ∑

j∈F
xj = r, (9b)∑

j∈F
yij = 1 ∀ i∈N. (9c)

However, a formulation consisting only of these constraints (and bounds on the x and
y variables) is insufficient, because the defender is not constrained to make an optimal
recourse decision. Thus, the challenge is to stipulate a set of constraints that forces the
defender to choose optimal y-values, given removed facilities as determined by x. Fortunately,
the assumption that the defender can assign as many nodes to a facility as desired simplifies
the problem considerably.

As a hint to steer students in the right direction, define Tij as the set of all facilities
that are farther than facility j ∈ F from demand point i∈N (i.e., Tij = {k ∈ F : dik >dij}).
Consider a node/facility pair i, j. For each k ∈ Tij , the insight should be that yik must be
zero, unless facility j is interdicted (xj = 1). This statement is simply written as yik ≤ xj ,
for each i∈N , j ∈ F , and k ∈ Tij . Noting that if xj = 0, then none of the facilities in k ∈ Tij
can be assigned to node i, the stronger constraints∑

k∈Tij

yik ≤ xj ∀ i∈N, ∀ j ∈ F (9d)

force the y variables to correspond to the follower’s actions. The overall formulation is
given by

max
∑
i∈N

∑
j∈F

aidijyij (10a)

s.t. constraints (9b)–(9d), (10b)

yij ∈ {0,1} ∀ i∈N, ∀ j ∈ F, xj ∈ {0,1} ∀ j ∈ F, (10c)

where the binary restrictions on y can be equivalently relaxed by enforcing 0≤ yij ≤ 1.
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3.1.2. Node Deletion. We now revisit the node deletion problem on general graphs
G(N,E) and formulate another interdiction model using the same process as above. There is
no literal “defender” in this problem, but the problem of limiting the maximum component
size can be cast as a Stackelberg game: The attacker deletes nodes (with a minimization
objective), whereas the defender seeks to find the largest component possible in the graph.
If that largest component exceeds τ , then the solution is not feasible; otherwise, the solution
is feasible.

Following the same process as above, the objective is again clear. Let xi, ∀ i ∈ N , be
binary variables that equal 1 if and only if node i is deleted. The objective is to simply
minimize

∑
i∈N xi. However, defining constraints on the maximum component size is not

straightforward. Perhaps the most elegant approach defines variables yij = 1 if nodes i and j
belong to the same component after the attacker has deleted nodes. Note that

∑
j∈N yij is

the number of nodes in the same component as node i. Hence, one set of constraints enforces
the conditions ∑

j∈N
yij ≤ τ ∀ i∈N. (11a)

However, a similar challenge now arises as before: Whereas the attacker wishes to push
down the y-values toward zero, constraints must be in place from the defender’s perspective
that force yij to equal 1 when i and j belong to the same component. A starting point is
to realize that yii = 1 always, for each i. The challenge is then reduced to the following: For
each edge (i, j) ∈E, derive constraints that require yik = yjk, for each k ∈N , unless either
node i or j has been deleted. A further hint is to translate this condition to the following:
Both yik− yjk ≥ 0 and yjk− yik ≥ 0 whenever edge (i, j) survives the attack, and otherwise
the constraints should be ignored. To ignore the constraints, their right-hand sides can be
set to any number less than or equal to −1. This gives rise to the following set of constraints:

yik − yjk ≥−(xi +xj) ∀ (i, j)∈E, ∀k ∈N ; (11b)

yjk − yik ≥−(xi +xj) ∀ (i, j)∈E, ∀k ∈N. (11c)

The overall model is

min
∑
i∈N

xi (12a)

s.t. constraints (11a)–(11c), (12b)

yij ∈ {0,1} ∀ i, j ∈N, i 6= j, yii = 1 ∀ i∈N, xi ∈ {0,1} ∀ i∈N. (12c)

This model is more difficult for students to work out without instructor guidance, but it
has value in expanding students’ imagination on what kinds of interdiction problems can
be captured with (linear) MIP formulations. This model is also straightforward to extend
to the case when the objective is to minimize the maximum component size, subject to a
budget on the number of nodes the attacker can delete. (Introduce an auxiliary variable
z, representing the maximum component size, and minimize z. Then, constraints enforce
z ≥

∑
j∈N yij , for each i∈N .) This extension thus helps to illustrate several modeling tricks

that may be of use to students in formulating other complex problems.

3.1.3. Shortest Path Interdiction. In this problem, we reconsider a network G(N,A)
having arc costs cij . However, in this case, if an interdictor has attacked (i, j)∈A, the cost
of using (i, j) is increased to cij +dij . The defender will select a shortest path given the arc
costs after the attack has been made; hence, the attacker’s goal is to maximize the defender’s
shortest path cost. As in the facility interdiction problem, we assume for simplicity that
the attacker is simply constrained to attack no more than some integer r arcs. Similar to
the node deletion problem, though, the approach also requires a clever selection of follower
variables to complete the formulation.
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For this problem, suppose that we bring back the dual variables πi for the interdiction
problem and adopt their interpretation as right-hand shadow prices, i.e., πi is the short-
est path cost from node i to node n (the destination), given costs as determined by the
attacker. Thus, πn is defined as 0, and π1 represents the defender’s shortest path cost. The
interdiction problem thus maximizes π1 and makes the restriction that no more than r arcs
can be attacked. To ensure that the π-values match the defender’s shortest path costs as
appropriate, we merely need to ensure that πi − πj ≤ (cost of using arc (i, j)): A rational
defender would never pay a cost of more than πj + (cost of arc (i, j)) to move from node i
to node n. This implies that the shortest path interdiction model can be formulated as

max π1 (13a)

s.t. πi−πj ≤ cij + dijxij ∀ (i, j)∈A, (13b)∑
(i, j)∈A

xij ≤ r, (13c)

xij ∈ {0,1} ∀ (i, j)∈E, (13d)

πi unrestricted ∀ i∈N\{n}, and πn = 0. (13e)

Note that (13b) takes exactly the form of the dual feasibility constraints. In the next section,
we demonstrate that encountering the defender’s dual formulation in these MIP formulations
is not merely a coincidence.

3.2. Duality as a Tool for Formulating Interdiction Models

The preceding three formulations required modeling analysis for each specific problem, some
of which involved nonintuitive defender decision variables. Rather than formulating defender
variables and constraints for each interdiction problem on an ad hoc basis, formulation (13)
hints that we may be able to employ duality methods to automatically formulate interdiction
problems.

To this end, consider the following generic interdiction problem. The attacker’s variables
are given by x and are constrained to belong to the set X. Often in linear models, X =
{x: Gx ≤ g, all x binary}, so that the attacker decisions must be binary valued and con-
strained to lie within some polyhedron. The generic (linear) interdiction problem can be
stated as follows, where for convenience we assume that x and y are both n-dimensional
vectors:

min
x∈X

max

n∑
j=1

(cj − djxj)yj (14a)

s.t. t>i y≤ hi−w>i x ∀ i= 1, . . . ,m, (14b)

y≥ 0, (14c)

where all constraint vectors ti and wi are n-dimensional, cj and dj are scalars for all j =
1, . . . , n, and hi is a scalar for all i = 1, . . . ,m. Let T be the matrix composed of rows
t>1 , . . . , t

>
m, and denote the jth column of T as tj , for j = 1, . . . , n. Taking the dual of the

defender’s maximization problem yields the following problem, where duals µ are associated
with (14b).

min
x∈X

min

m∑
i=1

(hi−w>i x)µi (15a)

s.t. µ>tj ≥ cj − djxj ∀ j = 1, . . . , n, (15b)

µ≥ 0. (15c)
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Now, because both the attacker and defender problems are written as minimization prob-
lems, the formulation can be stated as the following (single) optimization problem:

min

m∑
i=1

(hi−w>i x)µi subject to constraints (15b), (15c), and x∈X. (16)

Unfortunately, the objective is nonlinear due to the multiplication of x and µ variables in
the objective, unless all of the wi vectors are zero (as they would be, for instance, in the
previous shortest path model). Fortunately, given bounds (perhaps implied) on µ variables,
it is possible to linearize all such quadratic terms if all x variables are binary valued. Suppose
that µi ∈ [li, ui], for i = 1, . . . ,m. We replace each quadratic term µixj with a continuous
variable vij and constrain this variable by

vij ≤ uixj , (17a)

vij ≤ µi + lixj − li, (17b)

vij ≥ uixj +µi−ui, (17c)

vij ≥ lixj . (17d)

These standard linearization inequalities can be derived by noting that li ≤ µi ≤ ui and
0≤ xj ≤ 1, and therefore the following four inequalities hold: (µi− li)xj ≥ 0, (ui−µi)xj ≥ 0,
(µi − li)(1− xj) ≥ 0, (ui − µi)(1− xj) ≥ 0. Expanding those terms in the inequalities and
substituting vij where appropriate yields inequalities (17a)–(17d). To see that these inequal-
ities force vij = µixj , note that if xj = 0, then (17a) and (17d) force vij = 0. If xj = 1 on
the other hand, (17b) and (17c) force vij = µi, as desired. An important note is that the
linearization trick here is applicable so long as at least one variable in each quadratic term
is forced to take on its lower or upper bound, but no value in between (which is most com-
monly observed when a variable is restricted to be binary). In the above example, if µi and
xj are both allowed to assume variable values that are strictly within their lower and upper
bounds, then the constraints given in (17a)–(17d) remain valid, but do not force vij = µixj .

Hence, there is a three-step “recipe” for formulating these interdiction problems. Step one
is to naturally formulate the problem as a two-stage min-max (or max-min) problem.
Step two is to dualize the inner problem (the defender’s problem). Step three is to combine
the attacker and defender optimization problems and linearize any quadratic terms arising
in the objective function. It is instructive to see how this process works in the context of
facility location example given in §3.1, and also how it might work on a production planning
model. (The node deletion example is slightly more involved and is omitted here; see Shen
and Smith [26] for more details. The shortest path interdiction problem follows immediately
by taking the dual of the defender’s problem, because no linearization step is necessary due
to the presence of x variables only in the defender problem’s objective.)

3.2.1. Revisiting the Facility Interdiction Problem. The next exercise is ideal for
illustrating the three-step process above; moreover, with additional analysis regarding dual-
ity interpretations and max-min structures in linear MIP formulations, we can recover the
original formulation derived in §3.1. First, we start with a natural max-min formulation,
where wij is the defender’s decision variable that equals 1 if and only if node i∈N is assigned
to facility j ∈ F :

max
x∈X

min
∑
i∈N

∑
j∈F

aidijwij (18a)

s.t.
∑
j∈F

wij = 1 ∀ i∈N, (18b)

wij ≤ 1−xj ∀ i∈N, ∀ j ∈ F, (18c)

w≥ 0, (18d)
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where X represents the attacker’s feasible region, and (18c) restricts the defender to uti-
lize only those facilities that have not been attacked. Associating λi with (18b) and −µij

with (18c), the dual of the defender’s problem is given by

max

{∑
i∈N

λi−
∑
i∈N

∑
j∈F

µij(1−xj)
}

(19a)

s.t. λi−µij ≤ aidij ∀ i∈N,∀ j ∈ F, (19b)

µ≥ 0. (19c)

Note, however, that (18c) is redundant whenever xj = 0, being implied by (18b). Therefore,
the right-hand shadow price of (18b) is zero whenever the xj variable present in this con-
straint is zero. Thus, one may suspect that µij(1− xj) = 0 for every i, j pair. (A separate
analysis directly on (19a)–(19c) proves that if µij(1 − xj) > 0 at optimality, an alterna-
tive optimal solution exists in which λi is reduced by µij , and µij takes a value of zero.)
Therefore, it is valid to restrict µij(1− xj) = 0 for every i, j pair, which implies that we
can simply omit the term

∑
i

∑
j µij(1− xj) in the objective. To force µij to equal zero

whenever xj = 0, we state constraints µij ≤Mxj , for all i and j. However, at optimality, the
µ variables always take their largest permissible values (which in turn allow λ variables to
become large). Hence, we can substitute µij =Mxj , and the resulting formulation is

max
∑
i∈N

λi (20a)

s.t. λi ≤ aidij +Mxj , (20b)

where M is some very large constant. At this point, however, we see that λi is the smallest
value of aidij , from among all j ∈ F : xj = 0. Hence, if one defines binary indicator vari-
ables yij , which equal 1 if and only if both xj = 0 and dij ≤ dik for all k ∈ F : xk = 0, the
objective (20a) becomes

max
∑
i∈N

∑
j∈F

aidijyij ,

and y is defined exactly by constraints (9c) and (9d) as before.

3.2.2. Production Planning Problem. Consider a planning problem on T periods. In
period t = 1, . . . , T , each item can be produced at a cost of ct, there exists a demand of
dt items (which must be satisfied without backordering), and excess items can be stored
for use in future periods at a cost of ht per unit stored. The defender’s objective is to
meet all production requirements at a minimum cost. The attacker wishes to modify the
defender’s data to maximize its minimum production cost. Several variations of attacks can
be considered; here, we examine the case in which the attacker can cause demand to increase
by δ units in r different periods.

Define xt to be the attacker’s binary decision variables, which equal 1 if and only
if the attacker increases demand in period t. The attacker’s actions are defined by
X = {x:

∑T
t=1 xt ≤ r, xt ∈ {0,1} ∀ t= 1, . . . , T}. The defender’s decision variables are given

by yt, the amount of items to produce in period t (which are immediately available to satisfy
demand in that period), and st, the amount inventory held over after period t. Following
the three-step process as before, we have that the defender’s problem is given by

min
∑
i∈T

(ctyt +htst) (21a)

s.t. yt + st−1− st = dt + δxt ∀ t= 1, . . . , T, (21b)

s,y≥ 0, (21c)
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where s0 is defined to be 0. Associating dual variables µt with (21b), the dual to (21)
becomes

max

T∑
t=1

(dt + δxt)µt (22a)

s.t. µt ≤ ct ∀ t= 1, . . . , T, (22b)

µt+1−µt ≤ ht ∀ t= 1, . . . , T, (22c)

with π being unrestricted, and where µT+1 ≡ 0. The final step is to combine the attacker
and defender optimization problems. The feasible region will combine restrictions enforcing
x ∈ X with (22b) and (22c). But to achieve this, we must have simple lower and upper
bounds on the µ variables. In this case, (22b) provides upper bounds directly on these
variables, which makes sense from a shadow-price perspective: If demand increases by one
in period t, then it could be satisfied by simply producing another item in period t at a
cost of ct. Therefore, the shadow price for constraint (21b) corresponding to period t should
never exceed ct. Logically, a lower bound is 0: The minimum cost to supply all demand is
a nondecreasing function of dt. (This could also be shown by revising (21b) as a greater-
than-or-equal-to constraint, which does not affect the optimization model but implies that
µ-values should be nonnegative.) With these bounds, the overall formulation can be stated
as follows, where vt is a variable that linearizes xtµt:

max

T∑
t=1

(dtµt + δvt) (23a)

s.t. constraints (22b), (22c), x∈X, (23b)

vt ≤ ctxt and vt ≤ µt ∀ t= 1, . . . , T, (23c)

vt ≥ ctxt +µt− ct and vt ≥ 0 ∀ t= 1, . . . , T. (23d)

In fact, because the objective seeks to make vt as large as possible, (23c) suffices to enforce
the linearization of vt = xtµt, and (23d) can be omitted.

Remark 3. Note that if production problem places some limit pt on the total number of
items that can be produced in each period, (23b) would be altered such that µt can actually
exceed ct. In this case, it is necessary to derive insights about the model to determine the
largest dual values that can arise per period. Another interesting problem arises when there
exist fixed costs to produce in any period. For the capacitated case (i.e., the CLSP), though,
this normally entails the introduction of binary variables to the defender problem, which
precludes the dualization of the defender problem. Formulating an interdiction turns out to
be far more difficult in this case.

For an advanced class, though, one can actually integrate dynamic programming lessons
very well into this challenge. The CLSP can in fact be solved by DP, and moving from
the DP algorithm for the CLSP to an equivalent shortest path problem (containing a pseu-
dopolynomial number of variables and constraints) is straightforward. Now, the defender’s
problem can indeed be represented by a (large) linear programming problem, and the fore-
going analysis can be applied.

4. Robust Optimization Models

The formulation of optimization problems under uncertainty is another modern mathemati-
cal programming area that has received substantial interest over the past decade. Stochastic
and robust optimization define two primary branches that address the presence of uncer-
tainty in mathematical optimization. At the risk of oversimplifying the distinction between
these fields, stochastic programming models are typically associated with the optimization
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of expected costs, whereas robust optimization models tend to optimize over worst-case real-
izations of uncertain data. The latter idea is related to the interdiction problems discussed
in §3, in that the problem solver wishes to, e.g., minimize the maximum cost that could
result from uncertain data. The latter approach also guarantees that the chosen decision
remains feasible under any possible outcome of data.

Because the min-max (or max-min) structure of robust optimization models arises in
robust optimization models as it does in interdiction models, we discuss it as a natural exten-
sion accessible to students taking a first course in mathematical programming. The scope
of robust optimization research extends far beyond model formulation, and we point the
interested reader to related research on a broad range of robust optimization studies men-
tioned in §5. For this chapter, we limit the robust optimization discussion to that required
to correctly formulate robust optimization problems with uncertain data occurring in the
objective.

Consider the following linear programming problem, having deterministic data:

min c>x (24a)

s.t. Ax≥ b, (24b)

x≥ 0. (24c)

In (24), A is an m×n matrix and all other variables and data have conforming dimensions.
For brevity in this discussion, we assume that c is the only uncertain data, though this
analysis can be extended to uncertainty arising in A and b as well (see Remark 4). Although
the exact value of c is not known, a robust optimization model assumes that it must lie in
some uncertainty set C. The problem is to now find a value for x that is feasible to (24b)
and (24c), such that the worst-case objective function value, i.e., the largest value of c>x over
all c∈ C, is as small as possible. Compared to the interdiction models discussed previously,
the defender now commits to a decision first, and the attacker, with full knowledge of the
defender’s action, makes its decision last. Hence, a min-max game is again being played, and,
again, dualizing the inner (attacker) problem permits us to formulate a single minimization
problem.

To approach this problem in the classroom, a rudimentary uncertainty set can be given as
follows, where c is assumed to be n-dimensional, δj is a positive constant for each j = 1, . . . , n,
and B is a parameter whose interpretation we return to shortly:

C =

{
c: c̄j ≤ cj ≤ c̄j + δj , ∀ j = 1, . . . , n, and

n∑
j=1

cj − c̄j
δj

≤B
}
. (25)

Equivalently, c belongs to C if and only if it can be written as a solution to the following
system of inequalities, where zj is a variable for all j = 1, . . . , n:

cj = c̄j + δjzj ∀ j = 1, . . . , n; (26a)
n∑

j=1

zj ≤B; (26b)

0≤ zj ≤ 1 ∀ j = 1, . . . , n. (26c)

Note that zj measures how far cj goes from its smallest possible (nominal) value of c̄j to its
largest possible value of c̄j + δjzj .

The motivation behind robust optimization models such as this is important to explain
and natural for the class to understand. If c were simply constrained to lie in the region
constrained by (26a) and (26c), then there is a unique worst-case vector regardless of x,
attained by letting zj = 1, ∀ j = 1, . . . , n. However, this would imply that each cost com-
ponent randomly and simultaneously took on its largest possible value, which, although
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possible, is often exceedingly unlikely. The parameter B helps to control the extent to which
a decision maker hedges his or her decision against worst-case outcomes. The case of B = 0
is exactly the deterministic model, whereas the case of B = n is the case in which all cost
data simultaneously take their largest possible values.

A confusing point in class often arises when trying to formulate the min-max robust opti-
mization problem as a single linear programming problem. Logically, one can substitute cj
as in (26a), and the objective function (24a) is revised to minimize c̄>x +

∑n
j=1 δjzjxj ,

where c̄ represents the vector of c̄j-values. However, if one simply includes (26b) and (26c)
alongside the original problem constraints, then it is the defender who is making the choice
of z, and not the attacker. Hence, all zj = 0 at optimality and the original problem (24)
is solved. In fact, a class demonstration may help to underscore this point. One effective
way of demonstrating the fallacy of this approach is to formulate the problem incorrectly
and ask the students if they can anticipate what the z-values will be. After obtaining an
all-zero solution (or in any event, one in which the z variables do not reflect the worst-case
realization of c from C), the students should see that the defender is incorrectly allowed to
set the z variables.

As a challenge to determine the correct way to set z variables, the answer once again lies
in duality. The optimization problem at hand can be written now as

min
{
c̄>x + Ψ(x)

}
s.t. (24b) and (24c), (27)

where Ψ(x) is the optimal objective function value of the attacker’s problem, given by

Ψ(x) = max

n∑
j=1

δjxjzj (28a)

s.t.

n∑
j=1

zj ≤B, (28b)

0≤ zj ≤ 1 ∀ j = 1, . . . , n, (28c)

where the x-values in (28a) are known and can be treated as data in the solution of this
problem. Note that Ψ(x) can be thought of as an “additional cost” incurred beyond that
anticipated by the deterministic objective in (24a), which the attacker seeks to maximize.

Because (28) is a linear program, Ψ(x) can also be obtained as the objective function
value to the dual of (28), given as follows, where λ is associated with (28b), and µj is the
dual associated with the upper-bounding inequalities in (28c):

min

{
Bλ+

n∑
j=1

µj

}
(29a)

s.t. λ+µj ≥ δjxj ∀ j = 1, . . . , n, (29b)

λ≥ 0, µj ≥ 0, ∀ j = 1, . . . , n. (29c)

Hence, the defender seeks to set λ and µ in a way that minimizes the extra cost term Ψ;
this minimum cost must correspond to the worst-case additional cost that can occur due
to the attacker’s actions. Now, it is possible to state one single linear programming model
as follows:

min

{
c̄>x +Bλ+

n∑
j=1

µj

}
(30a)

s.t. constraints (24b), (24c), (29b), and (29c). (30b)

This problem is the robust counterpart of (24), given C. Note that it remains a linear program,
and will remain a linear program so long as C is itself polyhedral.
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Remark 4. Before proceeding with an illustrative example, it is important to comment
on how uncertainty in the A matrix and b vector would be handled in a robust setting. The
concept is that x must be feasible to all constraints, regardless of the actual outcome of A
and b.

Perhaps the simplest way of explaining this idea is to imagine that the attacker plays
the following game. Let ai denote the ith row of A, and let U be the uncertainty set to
which A must belong. The attacker first determines if there is any outcome of (a1, b1) so
that a>1x < b1, i.e., so that x violates the first constraint. If not, the attacker considers
(a2, b2) instead, trying to make x infeasible to the second constraint, and so on for each
constraint. Note that the analysis can, perhaps surprisingly, be done independently for each
row. Hence, there is a notion of rowwise independence in stating U , i.e., U can be stated as
all possible sets of (a1, b1), unioned with all possible sets of (a2, b2), and so on.

A robust formulation therefore ensures that for every row i of the constraint set, x is
feasible for any (ai, bi) that belongs to U . For instance, consider the case in which uncertainty
is confined to A and b is deterministic (the case in which b is uncertain as well is an easy
extension). Define aij to be the row i, column j element of A. Suppose that the uncertainty
set is similar to (26), with (26a) replaced by aij = āij− δijzj , ∀ j = 1, . . . , n, and in which the
right-hand side of (26b) is given by the parameter Bi. In this case, constraint i becomes

ā>i x≥ bi +

n∑
j=1

δijzjxj ,

where āi is the vector [āi1, . . . , āin]>, and the summation on the right-hand side of this
expression is optimized as in (28) (or (29)). Hence, constraint i becomes

ā>i x≥ bi +Biλ
i +

n∑
j=1

µi
j , (31)

and the additional constraints

λi +µi
j ≥ δijxj ∀ j = 1, . . . , n, (32)

are added to the model along with nonnegativity restrictions on the λi and µi variables.

We now proceed with an illustration of robust optimization in the context of shortest path
programs, which once again carries interesting duality interpretations. Confining uncertainty
to the objective function, and using exactly the uncertainty set embodied by (26) (with
all data and variables indexed by arcs (i, j) ∈A), the robust equivalent formulation of the
shortest path problem is given as

min

{ ∑
(i, j)∈A

cijxij +Bλ+
∑

(i, j)∈A

µij

}
(33a)

s.t.
∑

j∈FS(i)

xij −
∑

h∈RS(i)

xhi = bi ∀ i∈N, (33b)

λ+µij ≥ δijxij ∀ (i, j)∈A, (33c)

x≥ 0, λ≥ 0, µ≥ 0. (33d)

Note here that δij plays the role of dij used in the shortest path interdiction model. In fact,
students should now define the precise difference between these two models: Robust models
allow the attacker to observe the defender’s decision (i.e., the defender’s shortest path) first,
whereas interdiction models require the attacker to determine which arcs are interdicted
first, thus allowing the defender to choose a path as a recourse to the interdicted arcs.
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The goal is now to interpret the terms Bλ and
∑

(i, j)∈A µij in the objective, so that they
make sense to the student, rather than simply being introduced as dual variable values that
somehow “fall out” of the robust formulation analysis. First, observe that the attacker can
optimize its problem by the following simple sorting algorithm: Let P be the set of arcs used
by the defender (P = {(i, j) ∈ A: xij = 1}), and set zij = 1 for the B largest values of δij
among those in P . For this discussion, we say that arc (i, j) is interdicted when zij = 1.

Now, consider the interpretation of λ: This is essentially the amount by which the attacker
could increase the defender’s cost if it were allowed to interdict an additional arc (in the right-
hand shadow price interpretation), or the amount of decrease in total cost if the attacker
were constrained to interdict one fewer arc (in the left-hand shadow price interpretation).
Let costs θ1 ≥ θ2 ≥ · · · ≥ θ|P | be the cost data resulting from sorting δij , (i, j) ∈ P , in
nonincreasing order of their values. For simplicity, assume that 0<B < |P |.

In the left-hand shadow price interpretation of λ, decreasing the budget B by one forces
the attacker to interdict one fewer arc. The resulting change in cost would be θB . In the
right-hand shadow price interpretation, the next arc to be interdicted by the attacker would
change the cost by θB+1. Hence, λ= θB or θB+1, depending on whether λ is interpreted as
a left-hand or right-hand shadow price, respectively. In either case, having determined λ,
it is easy to determine µ-values. The objective seeks to minimize µ-values, and hence (33c)
forces µij = max{δijxij −λ,0}; that is, µij equals 0, unless (i, j)∈ P and δij >λ.

Suppose that we adopt the left-hand shadow price interpretation of λ (= θB), and consider
the right-hand shadow price interpretation of µij . (A parallel exercise can adopt the right-
hand shadow price of λ and seek to interpret left-hand shadow prices of the µ-values.) If (i, j)
is not currently being interdicted by the attacker, then clearly µij = 0 by complementary
slackness. Otherwise, suppose (i, j) is being interdicted by the attacker. If zij ≤ 2 instead
of being forced to be no more than 1, then the attacker would set zij = 2, which would
replace the attack on the least valuable interdiction currently being made. The net impact
on the defender’s objective function is δij − θB , which corresponds exactly to the definition
for µij given above. Therefore, because the cost of every interdicted arc is at least λ= θB ,
its cost can be written as λ plus the nonnegative term (δij − λ). Equivalently, the sum of
interdicted costs is given by λB+

∑
(i, j)∈A µij , which matches exactly the objective in (33a).

Constraints (33c) and nonnegativity restrictions on λ and µ serve to enforce the definition
of µij = max{δijxij −λ,0}.

5. Summary and Further Reading

The purpose of this tutorial has been to suggest the instruction of dynamic programming and
duality material within foundational operations research classes in a more intuitive manner,
and to expand course material to encompass contemporary interdiction and robust opti-
mization modeling concepts. The end goal in the dynamic programming module is to help
students develop a natural skill in solving problems by recursion, rather than introducing
recursive equations that tend to confound beginning students. This material can be linked
to duality study as well, especially through problems such as shortest path optimization
that can be solved and interpreted via dynamic programming or linear programming. The
educational goal behind the study of duality is twofold: improve students’ understanding of
what dual variables mean and how they are practically important in solving real problems.
The competition theme of the problems presented here tends to pique students’ interest in
the material and help them understand the concepts at a higher level.

This paper is also intended as a tutorial for those wanting to learn the basics of
the foregoing material, but is not meant as a literature survey in this area. The list of
dynamic programming references in the literature is quite extensive. In addition to the
textbook introduction in Winston [35] referenced earlier, recent works by Sniedovich [32]
and Bertsekas [9, 10] are comprehensive volumes providing a contemporary and thorough
coverage of dynamic programming theory and practice.
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As for modern network interdiction studies, the work of Wood [36] is an essential start-
ing point for the technical basics that underscore the field. The survey articles by Brown
et al. [13, 14], Smith [28], and Smith and Lim [30] provide starting points for readers wanting
to learn more about the area. For three-stage games in which the defender acts first to for-
tify networks against an attacker, a few representative works of interest include Church and
Scaparra [15], Scaparra and Church [24], and Smith et al. [31]. Interdiction under uncertainty
is another area that has received substantial interest in the last few decades; see Cormican
et al. [17] and Janjarassuk and Linderoth [22] for two approaches to these problems.

Robust optimization, conceived as described above with continuous uncertainty sets, was
pioneered by Ben-Tal and Nemirovski [3, 4, 5, 6], El-Ghaoui and Lebret [19], and El-Ghaoui
et al. [20], but the earliest such study in this area dates back Soyster’s [33] work in 1973. The
uncertainty model used in the present chapter follows the “budgeted uncertainty” idea of
Bertsimas and Sim [11]; see also Ben-Tal and Nemirovski [7] for robust counterpart formula-
tions in the presence of alternative (nonpolyhedral) uncertainty sets. A recent tutorial chap-
ter by Bertsimas and Thiele [12] was published in this tutorial series in 2006, and the book
by Ben-Tal et al. [8] summarizes a decade’s worth of progress in this field. Nemirovski [23]
provides a thorough discussion on robust optimization theory, whereas a more introductory
article on basic robust optimization principles can be found in Smith and Ahmed [29].
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