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Abstract. This paper proposes a holistic sequential change detection framework for partially
observable high-dimensional data streams with exponential-family distributions. The frame-
work first proposes a general composite decomposition for exponential-family distributed
data by projecting its natural parameter onto normal bases and abnormal bases, which enables
efficient inference for sparse changes. Then, the inference results are used for detection scheme
construction, and different types of test statistics can be compacted in our framework. Last, by
further designing the test statistic as the reward function in the combinatorial multi-armed ban-
dit problem, a Thompson sampling-based sensor allocation strategy is constructed to select the
most anomalous variables. Theoretical properties of the detection framework are discussed.
Finally, examples of Gaussian, Poisson, and binomial distributed data streams are given in
numerical studies and case studies to evaluate the performance of our proposed method.
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1. Introduction

Sequential change detection has received a considerable
research focus in the last two decades (Tartakovsky
2019). Generally, for a process with p-dimensional vari-
ables, X € R?, sequential samples are observed, and it
assumes X1, Xo, .. .,XT'EifO and X;y1, Xeao, ... "jfl, where
7 is an unknown change point. f, is the before-change
distribution, which is usually assumed known or can
be well estimated from historical reference samples,
whereas f; is the postchange distribution, which is gener-
ally unknown. In this problem, it is desired to detect the
change as quickly as possible or minimize the change
detection delay while maintaining a predefined false
alarm rate. In recent years, as the process to be monitored
becomes increasingly complicated, an increasing number
of variables are of interest and to be monitored, and, con-
sequently, the dimension of X; becomes extremely
higher. Compared with traditional multivariate change
detection, two particular challenges specific to monitor-
ing high-dimensional data streams have attracted exten-
sive attention. First, high-dimensional data pose pressure
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for modeling their correlation structure, which is known
as the curse of dimensionality. As a solution, different
types of dimension reduction methods have been pro-
posed and incorporated into the detection schemes, such
as principal component analysis (Zhang et al. 2018), dic-
tionary learning (Lu et al. 2016), matrix decomposition
(Yan et al. 2014), etc. The second challenge is the sparse
structure of change. The change can only be in a quite
small subset of p variables—that is, f; differs from f; in
only a small portion of dimensions. This increases the
difficulty of change detection dramatically because the
sparse change can easily be submerged by the random
noise. To deal with this, sparse learning methods, such as
sparse principal component analysis (Zhang et al. 2018)
and smooth-sparse decomposition (Yan et al. 2017, 2018),
are highly recommended to be combined into sequential
change detection.

Besides the two challenges above caused by high
dimensions, another fundamental obstacle to efficient
high-dimensional change detection is sensing resource
constraint. In many applications, for each time point,
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only m variables, m < p, can be accessible because of lim-
ited sensing resource constraint, such as in the following
three scenarios. (1) The number of sensors may be limited
due to high allocating or purchasing costs. For example,
in military operations, unmanned vehicles are commonly
used for intrusion detection. However, the high cost
of these vehicles often limits the number that can be
deployed, forcing practitioners to strategically choose areas
with high suspicion of insecurity to monitor. (2) Only a
limited number of sensors can be set at the “ON” mode
due to limited battery life. For example, in environmental
monitoring, such as monitoring landslides, earthquakes,
volcano eruptions, etc., the cost of replacing sensors’ bat-
teries is often high in the harsh environment, so only a lim-
ited number of sensors can be set at the “ON” mode due
to the limited battery life. (3) Only partial data collected at
each acquisition time can be used for real-time analysis
due to the limited transmission bandwidth or the compu-
ter’s memory. For example, when monitoring anomalies
in streaming images or videos, the high resolution rate
and high acquisition rate put pressure on the transmission
bandwidth and also the computer’s memory, which makes
it difficult to analyze such data in real time. In a word,
these resource constraints make it impossible to obtain full
observations of all variables at each time point. It results
in the partially observable sequential change detection
(POSCD) problem, whose solution requires not only a
powerful change detection scheme that can deal with
partially observable data, but also an adaptive sensor allo-
cation strategy to identify which variables should be
observed for the next time point, such that the change
information can be observed maximally.

For the adaptive sensor allocation strategy, we aim to
sequentially select the subset of variables with the maximal
change information, so as to minimize the average detec-
tion delay. This is intimately related to the combinatorial
multi-armed bandit (CMAB) problem, which is exten-
sively studied in reinforcement learning and online learn-
ing. Under the classic setting of a CMAB problem, a bandit
is faced with a system of p arms (i.e., variables), and each
arm’s reward follows an unknown distribution with an
unknown mean. At each round, the bandit needs to select
a subset of m arms to play and observes their joint reward,
where m <p. The goal is to maximize the total expected
reward in a fixed number of rounds. In the POSCD prob-
lem, the reward function should relate to the system
change information, given that we would like to maximize
the chance of detecting the system change by selecting the
variables related to the change. One of the main challenges
in CMAB is to balance the trade-off between exploration
and exploitation (Agrawal and Goyal 2012, Chen et al.
2013). Exploration encourages us to explore more variables
by selecting those arms with large abnormal variance,
which means their parameters are not learned precisely so
far based on their past collected observations. Inversely,
exploitation encourages us to select those arms with large

abnormal mean, but little abnormal variance, which means
they are expected to locally maximize the change informa-
tion based on their past collected observations.

In the last five years, increasing works have been pro-
posed for the POSCD problem. However, there are still
many research gaps to be filled. First, most of the current
works either assume that the variables are independent
or that they can only deal with low-dimensional cases.
They cannot be extended to high dimensions due to the
curse of dimensionality. Even if applying them brutally,
they cannot deal with the sparse change as well, leading
to their poor detection power. Second, most existing
works assume Gaussian distribution for X;, whereas
there are many cases far from Gaussian distribution in
practice. For example, the number of emails arriving at a
mailbox per day conforms to Poisson distribution; The
operation time consumed by a worker in a manufactur-
ing workshop is often exponentially distributed; On the
quality inspection line, the number of defective products
in a batch generally follows binomial distribution. As
such, weaker assumptions than Gaussian distribution
should be more desirable to depict and monitor X;.

To fill the research gap, we develop a general Bayesian
learning framework for high-dimensional POSCD, which
is applicable to general exponential-family distributed
data. In particular, a nonlinear form of composite decom-
position is first developed for general high-dimensional
exponential-family distributed data representation. It de-
composes the data onto normal bases and abnormal
bases, and the coefficients on those bases are estimated
via Bayesian sparse learning. Built upon it, various test
statistics can be incorporated for change detection. By fur-
ther treating the test statistic as the reward function in
CMAB, a Thompson sampling strategy can be implemen-
ted for adaptive sensor allocation with the balance of
exploration and exploitation. Theoretical properties of the
proposed framework are discussed accordingly. Three
specific data distributions in exponential family—that is,
Gaussian distribution, Poisson distribution, and binomial
distribution—are discussed in numerical experiments.

The remainder of the article is organized as follows. In
Section 2, we review the literature on some related topics
to the POSCD problem. Section 3 develops our general
framework for change detection with partial observa-
tions and variable selection strategy. Section 4 introduces
its implementation procedures more specifically, includ-
ing the Bayesian online variational inference for abnor-
mal parameters, the construction of test statistics, the
sensor selection strategy based on Thompson sampling,
and some theoretical properties. Taking Gaussian, Pois-
son, and binomial distributions as examples, Section 5
and Section 6 present simulation studies on synthetic
data and three real-world case studies, respectively, to
further illustrate the efficacy and applicability of the pro-
posed methodology. Some conclusive remarks are given
in Section 7.
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2. Literature Review
2.1. Partially Observable Sequential
Change Detection

POSCD is an emerging topic that has not been fully
addressed. Previous research has focused mainly on
assuming the data’s distribution to be the most common
Gaussian distribution. The most pioneering work, Liu
et al. (2015), proposed a local likelihood ratio test for
each observed variable and also added a compensation
parameter for each unobserved variable to represent their
changed probabilities. It treats different dimensions as
independent variables and selects variables indepen-
dently according to their local statistics. However, not
considering the correlation between variables leads to
certain information loss because although a variable is
not observed, its information can still be inferred based
on its correlation with other observed variables. So, later,
Wang et al. (2018) constructed kernel functions to repre-
sent the spatial correlation of variables according to their
locations. Therefore, this correlation is constrained to spa-
tial distribution represented by kernel function, which
cannot be applied to more extensive instances. Consider-
ing the general high-dimensional variables with spatio-
temporal correlation, Gomez et al. (2022) addressed the
POSCD by regarding the data with unobserved variables
in a time window as a streaming tensor and decompos-
ing it into a low-rank component and a sparse com-
ponent. This decomposition enables the values of the
unobserved variables to be approximated by estimating
the low-rank component. Meanwhile, the abnormal in-
formation contained in the sparse component can be
learned. Then, a p-greedy adaptive sampling strategy is
designed. That is, for  percentage of time points, the
observable variables are selected randomly. For the other
1 — B percentage, the observable variables with the larg-
est abnormal information are selected. However, this
cannot give a theoretical guarantee of optimal sampling
because f3 is designated greedily. There are some works
exploiting the relationship between POSCD and CMAB
and trying to establish the theoretical properties for
POSCD algorithms with the help of the CMAB frame-
work. For example, Zhang and Hoi (2019) related POSCD
to CMAB problems, proposed an adaptive sampling
strategy based on the upper confidence bound (UCB)
algorithm, and gave the regret bound between the opti-
mal set and the selected set following their algorithm.
However, because the construction of UCB needs to com-
pute the inverse of covariance matrix of variables first, its
computation complexity is too high to apply to high-
dimensional data. Later, Zhang and Mei (2020) applied
the Shiryaev-Robert-Pollak procedure to monitor the
change of the process of independently and identically
distributed variables and introduced Thompson sam-
pling to sample those changed variables. However, it
applies the Thompson sampling strategy not by sampling

the parameter from its posterior distribution, but from
a distribution that converges to the posterior in the
limit condition when the change probability in the geo-
metric prior converges to zero. It also imposes inde-
pendence assumption on variables, which may lead to
certain information loss, as we mentioned earlier. Fur-
thermore, it assumes that the changed magnitude is
known in advance to construct its test statistic, which is
unrealistic. As we stated before, all these works assumed
that the observations were from Gaussian distribution.
However, in reality, there are many data streams follow-
ing non-Gaussian distributions, such as Poisson distri-
bution, binomial distribution, etc. For non-Gaussian
distributions, Xian et al. (2018) extended the work of Liu
et al. (2015) by constructing an antirank detection statis-
tic. But it also assumes that variables are independent
from each other, which is not efficient for change detec-
tion in correlated variables, as we stated before. To
tackle this problem, Xian et al. (2021) revised the rank-
based statistic of Xian et al. (2018) by automatically aug-
menting information for unobservable variables based
on the observed ones and, accordingly, allocating the
monitoring resources to the most suspicious variables.
However, these two methods both need to tune the
compensation parameters for those unobserved vari-
ables, and their sampling strategies cannot guarantee
optimal sampling. Furthermore, except Gomez et al.
(2022), all the current existing works do not address the
challenge of detecting sparse changes and, hence, have
limited detection power for high-dimensional cases.

2.2. Sparse Change Detection for High-
Dimensional Data Streams

In the traditional fully observable scenario, for high-
dimensional change detection, representation-learning-
based methods, such as dimension reduction or low-rank
approximation, have been used for better modeling high-
dimensional data (Yan et al. 2014, Lu et al. 2016). To
further address sparse changes, many works also incor-
porated the idea of sparse regularization or variable selec-
tion into the detection statistic (Wang and Jiang 2009, Zou
and Qiu 2009, Mei 2010). However, they assumed that
the correlations between variables were known in ad-
vance or could be estimated from historical data. Or,
more simply, they imposed independence assumption
on variables and just used identity matrix as the correla-
tion matrix. As a result, these methods lose their effi-
ciency for complexly structured data, such as profile
data, image data, spatio-temporal data, etc. More re-
cently, for modeling and monitoring multichannel profile
data with sparse changes, Zhang et al. (2018) proposed a
sparse functional principal component analysis (PCA) to
extract the prominent features in these high-dimensional
profiles, and, at the same time, the sparse PCA scores
were used to construct a detection statistic for online
monitoring. For image data with sparse changes, Yan
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et al. (2017) decomposed image data on smooth bases and
sparse bases, which were designed for normal regions
and abnormal regions, respectively. Then, the coefficients
on the sparse abnormal bases were learned to indicate
the occurrence of anomaly, based on which the LASSO-
based detection statistic was constructed. However, they
are all for Gaussian-distributed high-dimensional data
and cannot be applied to more general distributions. To
release this assumption, for continuously distributed non-
Gaussian high-dimensional variables, Zhang et al. (2020)
first projected data onto several subspaces using random
projection for dimension reduction and then constructed
a local nonparametric control chart based on the spatial
rank test for each subspace. Finally, these local charts
were fused together for decision making. Mukherjee
and Marozzi (2021) proposed nonparametric monitoring
schemes based on specific distance metrics. For discretely
distributed non-Gaussian data, Li et al. (2018b) proposed
a change detection method for high-dimensional categori-
cal data by relating the high-dimensional data to arrays of
low-dimensional features and then classifying these fea-
tures into multiple groups to discover various anomalous
patterns. However, all these methods can only be applied
to fully observable scenarios, and their extensions to par-
tially observable cases are still of no trial.

2.3. Combinatorial Multi-armed Bandit

Another related research field is sequential variable selec-
tion for adaptive sampling. As we stated in Section 1, this
is intimately related to the CMAB problem. So far, a num-
ber of studies have been done on sampling strategies for
the CMAB problem, or the multi-armed bandit problem,
which is a special case of CMAB, assuming that only one
arm is chosen at each time point, instead of a set of m
arms, and the rewards of different arms are independent.
One commonly used sampling strategy is the upper confi-
dence bound (Chen et al. 2013). Its basic idea is to compute
the mean and variance for each arm and, consequently,
get its confidence interval. Then, the arms whose confi-
dence intervals have the largest upper bounds are
selected. In this way, UCB can balance exploration and
exploitation efficiently. Another strategy is Thompson
sampling, proposed by Thompson (1933). It is a random-
ized Bayesian algorithm. Priors on the parameters of each
arm are first imposed, and their posteriors are updated
based on the reward of the played subset of arms. Then, a
random sample is drawn from these posteriors and is
treated as the true parameter for each arm. Based on it, the
arms able to achieve the maximal expected joint reward
are selected to play for the next time point. Its empirical
performance and theoretical properties have been care-
fully exploited in Kaufmann et al. (2012) and Agrawal
and Goyal (2012). Built upon these two classic strategies,
some works also studied how to identify the best top-K
arms (Bubeck et al. 2013, Jun et al. 2016) or the outlier
arms (Zhuang et al. 2017, Ban and He 2020). However,

these methods assume that the system is static—that is,
the true reward distributions of arms do not change
sequentially—and they target the identification of a single
arm or top-K arms. Yet, for our POSCD problem, the
reward distributions of arms can change at an unknown
time point, and the goal is identifying the system change.
We aim to detect this change at the system level, but do
not intend to identify which arm is different from others
at the arm level. Recently, there are some works that pro-
pose the idea of a nonstationary multi-armed bandit by
assuming that the reward of each arm is not stationary
and can change at unknown time points. Adaptive sam-
pling policies as extensions of the UCB (Cao et al. 2019,
Zhou et al. 2020) or Thompson sampling (Ghatak 2020,
Cavenaghi et al. 2021) are proposed to identify the time-
varying best arms to minimize the total expected regret.
However, their goal is still best arm identification instead
of system-level change detection. As such, their sampling
policies cannot be applied to our case.

3. General POSCD Framework
This section gives a general description of the proposed
framework for the POSCD problem. In particular, we first
introduce our model formulation with composite decom-
position for high-dimensional exponential-family distrib-
uted data in Section 3.1. Then, we construct the connection
between variable selection and CMAB in Section 3.2. Built
upon the connection, we introduce how to apply Thomp-
son sampling for adaptive sensor allocation in Section 3.3.
In this paper, for notation simplification, for a vector «,
we denote ez as the subvector selected by Z, which is the
index set of the selected dimensions. Similarly, we denote
Ay as the extracted submatrix of A composed by the
extracted rows by Z. For example, if A € R"“, then Ay €
R™. a; denotes the ith component of a vector a. A;; de-
notes the (ith, jth) component of a matrix A. A;. denotes
the ith row of a matrix A. A; denotes the jth column of
a matrix A. Let 1,, denote a column vector with all m
components equal to one. The notation @ represents the
element-wise division, and o represents the element-wise
product.

3.1. High-Dimensional Data Composite
Decomposition

Consider a system consisting of p variables, whose obser-

vations at each time point f are denoted as X; = (X,

. ,Xpt)’ € RP*1, We assume X; has the same distribution

type for i=1,...,p, which belongs to the exponential

family—that is,

Bl M), o,0)), =1
W

Here, 1, is the natural parameter (canonical parameter),
and ¢, is the scale parameter, which is assumed not to

p(Xit|n;) =exp <
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change over time. a(-), b(-) and ¢(-) are known functions
for every specific distribution in the exponential family.
There is a link function g(-) relating the natural parameter
N to 1z = E[Xy], such that g(rtz) =1, or 1t =g (1)
Denote m, = (1, -, npt)' € RV, such that the joint dis-
tribution can be represented as p(X;|m,) = Hf’zl p(Xit 1)
We further introduce the correlation of X; by the correla-
tion of n,, following the general decomposition formula-
tion for the exponential family (Chiquet et al. 2018, Li
et al. 2018a). In particular, for high-dimensional represen-
tation, we assume the natural parameter 1, is linearly
expanded on a before-change feature space with k;, bases
B, = (bblr- . -rbbkb), € RpXkb—that is,

n,=B,0;, Vt<r, )

where 6; € R**! are the coefficients. In this paper, we
further assume 6; N (09,%0), Vt. Here, B, can either
be learned by historical reference samples via matrix
decomposition algorithms or be set as notable spaces,
such as spline space (Meier et al. 2009), Fourier space,
kernel space (Qiu et al. 2010), etc. 6y and X can also be
estimated from historical before-change samples, and the
estimation procedure is added to Online Appendix E.

When X; occurs sparse changes after unknown time 7,
1, would change. Consider that many sparse change pat-
terns may occur in the system, and the chance that each
change pattern happens is pretty small. We may further
define an anomaly dictionary with a set of abnormal
bases B, = (b, . . ., bu,) € RV B, can either be set by
domain knowledge from practitioners if certain specific
change patterns are of interest or be learned from col-
lected historical anomaly data via the dictionary learning
approach. Then, a composite decomposition approach
can be formulated to describe the postchange distribu-
tion with sparse change patterns (Zhang et al. 2016, Yan
et al. 2017)—that is,

1, =B,6; +B,0, Vt>r, (©))

where 6, € R**! are the postchange coefficients. Combin-
ing (2) and (3), we can define the change point model as

Hy:0,=0, t=1,...,71,
{ @
Hi:60,=¢ t=1t+1,...,
where £ is the unknown change magnitude with non-
zero values. In a real online change detection scenario,
because 7 is unknown, our goal is to construct a se-
quential change detection scheme for (4) based on the
partially observed subset of X;t=1,2,.... Here, we
introduce a sensing indicator variable z; = (zy,.. ., z,,t)',
such that z; =1 if and only if X is observed at time point
t, and the sensing constraint can be expressed as
Zle zy =m, Yt. Denote Z(f) to be the vector of indices
corresponding to the observed dimensions for X;. Xz €
R™! represents the observed data for time point t. We

would like to construct a detection scheme for (4).

In this paper, we restrict our attention to the scenario
with only one change point. Once the change occurs after
7, it would keep. This restriction is very common in liter-
ature, especially in statistical quality control (Montgom-
ery 2007). The detection scheme is decided by a stopping
time T and a test statistic A;. The stopping time is defined
as the time point that A, first exceeds a predefined detec-
tion threshold h—that is, T = inf,{A; > h}. Thus, T=n
means that there exists a change among the first n time
points. Two fundamental metrics are used to evaluate
the performance of such a detection scheme for online
change point detection: Average Run Length (ARL) be-
fore a false alarm occurs under normal condition—that
is, ARL=E[T|t=oco]—and Average Detection Delay
(ADD) after a change occurs under abnormal condition—
that is, ADD = E[T — 7|T > 7,7 < oo]. In practice, condi-
tional on a fixed ARL, which controls the false alarm rate,
a desired change detection scheme manages to achieve as
small of an ADD as possible.

3.2. CMAB Formulation for Change Detection

We formulate our change detection procedure with
adaptive sampling under CMAB framework. In our
problem, there are p variables (i.e., arms) in the system.
According to our formulation, the ith arm has mean
¢ (B0, + By, ;.0;). Each time the bandit pulls a set of m
arms and gets a reward, which is the joint function of the
observations of the set of arms. The goal is looking for a
sampling policy that can select arms to maximize the
expectation of the total reward. Because our goal is to
select the most possibly changed dimensions, a good
reward function should include the information of
change—that is, 8,. Denote Rg, (X)) as the reward func-
tion of selecting an arm subset Z(t) under the parameter
0,. The reward function Rg,(Xz()) is desired to satisfy
the following two requirements. First, under a normal
condition (6, = 0), for any subset Z(f), this reward should
be small. Second, under an abnormal condition (6, # 0),
we desire that when the selected set Z(t) approximates
the true anomalous set more, the reward should be
larger. This is consistent with the formulation of the
hypothesis test statistic. That is, for any subset Z(t), if
there is no change, the test statistic would be small; When
there is a change, the test statistic would be large and
become larger as the included changed dimensions or
change magnitudes increase. Evidently, we can select
proper hypothesis test statistics as the reward functions
in CMAB, such as the commonly used test statistics,
including the likelihood ratio test, Bayes factor, etc.

3.3. Adaptive Sampling via Thompson Sampling

Built upon the reward function, at each time point, we
aim to select a subset Z(f) to maximize the expected
reward—that is, the chance of detecting the change.
Because 6, is unknown, one way is to select arms that
can maximize the reward function Ry (Xz()), based on
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the estimated 0, so far, which is exploitation. Meanwhile,
the estimation uncertainty in 0, should also be consid-
ered, which is exploration.

Thompson sampling is the most commonly used
method to balance exploitation and exploration for CMAB
problems, which has superior empirical performance and
abundant theoretical properties in the literature (Agrawal
and Goyal 2012, Kaufmann et al. 2012, Durand and Gagné
2014). The idea of Thompson sampling is selecting a set Z
with probability

/H(Z — argmax IR, (xz>]>;a(oa)doa, ©)

where 7(0,) is the posterior distribution of 6,. Intuitively,
the indicator function I(-) in (5) focuses on exploiting a best
Z,and the integral over all #(6,) explores all possible 6.

In summary, the change detection procedure with
adaptive sampling under CMAB framework can be gen-
erally formulated as follows:

1. For the current time 7, construct the composite
decomposition of Xz,). Based on the historical
observations—that is, Xz, t=1,...,n—estimate the
posteriors of 8, and 0, iteratively until convergence;

2. Select and compute the test statistic Ag,(Xz())
based on the estimation of parameters; If Ag, (Xz(,)) > h,
where 1 is the change threshold, a change alarm is
triggered;

3. Otherwise, set the test statistic as the reward
function—thatis, Rg,(Xz) = Ag,(Xz)—and decide Z(n + 1)
using the Thompson sampling strategy.

We also draw a flowchart in Figure 1 to show this pro-
cess more clearly.

Figure 1. Flowchart for the Proposed Algorithm at Time n

Z(n+1)

4. Specific Implementation Procedure

In this section, we will discuss how to implement the
above three steps in detail. First, we talk about the online
inference of 0, in the Bayesian framework in Section 4.1
and Section 4.2. Then, we introduce some popular test sta-
tistics for change detection in Section 4.3. Treating the test
statistics as the reward function, we introduce the detailed
Thompson sampling strategy in Section 4.4. Some theoret-
ical properties are last discussed in Section 4.5.

4.1. Bayesian Estimation for 6, with Spike-
Slab Prior

Because Thompson sampling relies on the inference
of posterior distribution of 6,—that is, p(6,)—we pro-
pose an online Bayesian estimation framework for 5(6,)
based on sequential samples. First, we need to decide its
prior distribution. Considering the changed dimension is
sparse, 0, would be a sparse vector. Hence, we propose
to impose a Bayesian sparse prior on 6, by assuming
that each component of 6, follows a spike-slab distribu-
tion independently. This prior has been commonly used
as a Bayesian prior for sparse vector estimation and vari-
able selection (Ishwaran and Rao 2005, Roc¢kova 2018). In
particular, the prior distribution of 6, has the form of

Po(0a,;17j) ~ N(O,707 + (1 —17)v?),

po(r;) ~ Bernoulli(w;), j=1,...,k,. (6)
Here, binary variables r = (r4,.. ., r,) are introduced to
indicate whether the corresponding components in 0,

are nonzero. Each 7;,j=1,...,k;, is a Bernoulli random
trial governed by common success rate p(r; = 1) = w;. If

Data streams

Select Z(n+ 1)
by Thompson
sampling by Alg. 2

Whether

Ay > h? Trigger alarm
B ?

Select and compute

Xpt=12,.. Observe X,
t=1,..,n
A
Composite
decomposition of
Xz by Eq. (1)
and Eq. (3)
A
Update Update
posterior of 8, maximum a
by Eq. (10)- posteriori of
(12) 0,, by Eq. (13)

Until convergence

the test statistic Ag,
by Eq. (14)-(17)
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1;=0, the prior po(6,,;) follows the Gaussian distribution
with zero mean and variance vo?, with v < 1—that is,
the “spike”—which demonstrates that the probability
po(0,,;=0) almost equals one. Otherwise, po(0,,;) fol-
lows the Gaussian distribution with zero mean and vari-
ance ojz—that is, the “slab”—which demonstrates that
the probability po(0,,; # 0) is large.

For p(0,), to better estimate the changes with small
magnitude in 6,, supposing the current time point is 7,
we borrow the idea of the exponentially weighted mov-
ing average in Montgomery (2007) and calculate 5(6,)
with the previous n samples Xz, t =1,...,n. Consider
that samples in recent time points are more likely to rep-
resent the current system state and can help better detect
the changes than samples in the past time points. Thus,
we would like to impose more weights on the later time
points in the estimation. As such, we enforce time-
decayed weights A, = (A,1,...,A,,)" on the n samples, in
the sense that A, < --- < Ay, and get the weighted
posterior distribution of 6, as

n
P(0n,1|Xz1), -, Xzm) «po (00, ) [ [ Xz [ 00,0 (7)
t=1

In this paper, we use the exponentially decayed
weights—that is, A,y = (1 — A" with a small positive
value A € [0.05,0.25].

4.2. Online Variational Inference

However, consider that (7) does not have a closed-form
solution due to the complex hierarchical structure of the
spike-slab prior distribution of ,. Hence, we propose an
efficient variational Bayesian (VB) inference for 6,. The
core idea of the variational Bayesian approach is to
approximate (7) via another simpler distribution family,
defined as 7(0,,1) = H;Zl ﬁj(Qu, j+1), by minimizing their
Kullback-Leibler divergence—that is, KL[p(0,,1)||p(6,, ¥
[Xz), - - -, Xzm)]- Here, p(0,,r) is fully factorized as k,
independent distributions, which originates from the
famous mean field assumption in VB to make the deriva-
tion of the Kullback-Leibler divergence tractable. Al-
though p(6,,r) cannot capture the posterior dependence
across 0,;,j=1,...,k,, it can approximate each of their
marginals well. VB has a theoretical guarantee that
p(0,,;) can converge to the Gaussian distribution, which
is centered at the true value of 6, ; in total variation dis-
tance, j =1,...,k,, which is the frequentist consistency of
VB methods (Wang and Blei 2019). In this paper, to cap-
ture the sparsity of 0, well, we restrict p j(Gu, j,1j) tobe a
spike-slab distribution as well—that is,

ﬁj(ea,mj) ~ N(rju,;, rjsj2 +(1— rj)vs]?),
fﬂ].(rj) ~ Bernoulli(c;). 8)

Solving the best approximated posterior distribution
]5]-(6,1,]',1’]‘):f?j(ea/]‘lrj)ﬁj(rj) indicates to find {[,lj,Sj,ij}

that minimize the Kullback-Leibler divergence. This
minimization cannot be solved directly because the
Kullback-Leibler divergence is hard to derive directly.
To simplify it, the evidence lower bound (ELBO) of
Inp(Xzq), .- ., Xzm)—that is, J(7)—is derived from the
Kullback-Leibler divergence:

J(®)
=Inp(Xz(1), .-, Xz(m)) = KL[P(0,,1)| (00,7 Xz1), ... Xz))]

= Eﬁ ZA”tlnp(XZ(t) 10,) +1ni7(9a,r) - hlﬁ(oa,r)]

t=1

n
= Z/\nt((xz(t) @a(dz ) (Ba,zn (o ) + By, 7 60;))
=1

k 2 2 2

S T Cna T g,
+Z<2 5 2+21na]2+<hqw, Ing; 20%)0(]
+(In(1—wj) —In(1—a;))(1 - a;))

n
= A1, By [b(By, 2100 +By, 2 0r) @ a(pyr)]
t=1

+15,c(Xz(0), bz p))- )

Denote &= (a1,...,ax,), p= (g, 1 ), 8= (51,-...5¢,) -
a(-), b(-), and c(-) impose on every dimension. ¢ =
(¢1,-..¢,)". Then, minimizing the Kullback-Leibler di-
vergence can be converted to maximizing /(7). By taking
the partial derivatives of J(p), it yields coordinate gradi-
ent updates:

8;(;?) = ,Z:l: Aut(Xzy @ a(dz) By, zinjcts) — OZ? - ;j],’
(10)
% = i Aut(Xzy @ a(‘f’z(t)))/Ba,Z(f)jHj) +Inw; — y_JZZ
aj t=1 2Gj
—Ina; —In(1 —w)) + In(1 — ;) —j—i,
11)
AP _ s, 1 od (12)

(95]' a 012 S]' (95] '
In the above equations, for notation simplification, we
define d = Z’;:l Antl,’nEfz [b(Ba,Z(t) 0, + Bb,z(t)et) @ a((bz(t))].
Then, update {p, s, a} using the gradient ascent method.

Based on p(0,|r) and p(r), we can further update the
posterior estimate of 6, using Bayes” rule. Because we
assume 0, is identically and independently distributed
for different 1, the likelihood function p(Xz(,)|0,) is only
related to the current observation Xy,). Here, for simple
implementation, we adopt the maximum a posteriori
(MAP) estimation method. Although we assume p(0,,)
~ N(6y, %) as a universal prior for the exponential fam-
ily (Petterson et al. 2009), conjugate priors for specific dis-
tributions are also compatible. Then, the posterior of 6,
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can be obtained as p(0y)op(Xz(,| 0y, 0.)po(0y). Then,
the MAP estimation—that is, 0,,—can be achieved via
that gradient ascent method as well with

dInp(6,) _

0, = 30" (8, — 60) + B} 5, (Xz()

+ By, 20 01) @a( b)), (13)

- b/(Bn,Z(n)Ma

where U'(-) is the first derivative of b(-). Taking Gaussian,
Poisson, and binomial distributions as examples, the spe-
cific forms of (10)—(13) are derived in Online Appendix
A. The architecture of the full estimation procedure is
shown in Algorithm 1. It is worth mentioning that other
prior distributions, such as the spike-slab Laplace prior
(Rockova 2018), and other corresponding Bayesian esti-
mation procedures, such as Markov chain Monte Carlo
(MCMC) (George and McCulloch 1997), would also be
used for the inference of 0, and be compatible with the
whole detection framework, based on the practical
demand.

Algorithm 1 (Variational Bayesian Inference for 6, and
6,) )
Input: Data ~Xz(t),t =1,...,n,0,t=1,...,n—1
Initialize m, a, s, 0, according to prior knowledge.
repeat

forj= .k, do
Update gradlents 'gif), aéff ), agf ) via (10), (11),
and (12).
Update p;,s; and a; using gradient ascent
method.
Update gradient —7— '91“’”(0") via (13). Update 0, using
gradient ascent method

until Converge;
return u,s, @, 0,

4.3. Choices of Test Statistics
As mentioned in Section 3.2, as long as a test statistic can
guarantee that for any subset Z(f), if there is no change,
the test statistic would be small, whereas if there is a
change, the test statistic would be large and become
larger as the included changed dimensions or change
magnitudes increase, this test statistic can be compatible
in our framework. In this paper, we consider the four
most commonly used test statistics as follows: simple
likelihood ratio test, general likelihood ratio test, Bayes-
ian factor, and posterior Bayesian factor. However, other
test statistics, such as the Lagrange multiplier, the Wald
test, the sequential probability ratio test, and so on, can
also be good candidates.

The simple likelihood ratio test (SLRT) can be derived
by formulating the hypothesis test as Hp:0,=0,

Hi : 60, = p,, where p, = p o aw is the MAP estimation:

p(Xz(w | H1)

p(Xzm | Ho)

= (Xz(n) @ (7)) By, ziy ity — 1,
(b(Bp, 7010 + By, 20 11,) @ apz,1))
+17,(b(By, 71) 0,) @ a(())- (14)

Ag R (Xzn) = 2In

The generalized likelihood ratio test (GLRT) with expo-
nentially weighted moving average can be derived by
formulating the hypothesis testas Hy : 6, = 0,H; : 0, # 0:

n Xz |Hi)
ACRTX ) = 9 mae S POz 1 HD)
0, ( Z(n)) 0, ; nt (XZ(f) |H0)

n
= ZAnt((XZ(t) ®a(¢z(t))),Ba,Z(t) 0,

t=1
— 1/, (b(Bp, 7 0; + By, 2 00) @ (b 5y))

+1,,(b(By, 7 01) @ (b)), (15)

where 0, maximizes the weighted log-likelihood ratio—

that is, > ;4 Antm%which can be estimated

using Newton’s method in Hardin and Hilbe (2012).

The Bayes factor (BF) is a test statistic in Bayesian
framework. It can derived by formulating the hypothesis
test as Hy: 0, =0,H; : 0, ~ po(0,), where py is the prior
of 0, (in our case, it is the spike-slab distribution in (6)):

pXz|Hr)
Xz | Ho)
_ ZrER pO(r)fp(XZ(n) |0,, én)p()(oa |1)de,
P(Xz(m) 101)

ABF (Xzm) =

7

(16)

where R is the value set of r.

The posterior Bayes factor (PBF) is similar to the BF,
but considers using the estimated posterior of 6, as
Hi: 0, ~ p(6,), where p(0,) is the posterior estimated
via Algorithm 1:

Xz(m | H1)
APBFX " Xz
Kzw) = p(Xz() | Ho)

— Ere]R p(r)fp(XZ(n) | 0,, Gn)p(e |l')d6
p(Xz(n) |0,

17)

Frequentist tests, such as SLRT and GLRT, are easy to
compute, applicable to a wide range of models and data
types, and provide a rigorous significance test for
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comparing models. But they have limitations for not con-
sidering the uncertainty of parameter estimations and,
thus, cannot provide reliable results with small sample
size. To make those up, Bayesian tests, such as BF and
PBF, combine prior or posterior information, which may
come from the prior knowledge of experts or historical
data, to consider the uncertainty of parameters and, thus,
have more robust performance, especially when 6, may
even change over time. However, computing the mar-
ginal likelihoods in BF or PBF is always complex, and
their performance is quite sensitive to the prior or poste-
rior estimation. Improper designation of the prior or
inaccurate estimation of the posterior may ruin the effi-
ciency of Bayesian tests. Taking Gaussian, Poisson, and
binomial distributions as examples, the specific forms of
the four test statistics are shown in Online Appendix B.
For each of these test statistics, we can set a detection
threshold / according to a predefined confidence level
(false alarm rate) and define that if Ag,(Xz(,)) > h, the test
statistic triggers a change alarm. Otherwise, decide next
Z(n+1) and wait for X,,,1.

4.4. Thompson Sampling for Variable Selection
Now, we discuss how to select the sampling index set
Z(n + 1) for the next time point. As discussed in Section
3.2, the test statistic can be regarded as the reward func-
tion in CMAB. Then, based on the estimated p(6,),
Thompson sampling in (5) can be applied to choose
Z(n +1). In particular, instead of computing (5) analyt-
ically, Thompson sampling actually implements a
practical sampling procedure. First, it samples a 6]
from p(6,) for exploration and then selects Z(n + 1) by
maximizing the expected reward for one time step for
exploitation—that is,

Zn+1)= argmzaxIE[Agn (X2)167]. (18)

Balancing exploration and exploitation well, Thompson
sampling achieves a good property that the average per
period regret between the optimal Z and Z(n + 1) con-
verges to zero as 1 goes on (Russo et al. 2018). Note that
for some exponential-family distributions, if complex test
statistics are used, their E[Ag,(Xz)|0;] can be very com-
plex and have nonlinear items of X, which makes it very
hard to derive the expectation of Ag,(Xz). In this case,
we can further approximate the expectation using a sto-
chastic way by first drawing a 0 ~ 7(0,,r). Then, draw
X* from its probability distribution X* ~ p(X|n =B, 0] +
B, 6y), where 0, is the prior mean of 6;. Then, use Ag, (X})
as an approximation of E[Ag,(Xz)| 0} ].

Remark 1. Note that for some exponential-family dis-
tributions with complex test statistics, such as PBF for
Poisson and binomial distributions, Ag,(X}) would be
p
m

a nonlinear function of Z. Then, all the subsets

need to be evaluated for selecting the best Z in (18).
This is a common problem for many CMAB strategies
(Chen et al. 2016), where they usually assume that an
oracle computer center can evaluate all the combina-
tions and do not need to worry about the computation
cost. However, in practice, enumerating all possible
combinations of the arms may still be undesirable, espe-
cially when the number of arms is large. Fortunately,
Af,aLRT(X}) or ASHLRT(X}) can always be decomposed as
the linear sum of X7, i=1,...,p, for exponential-family
distributions and take SLRT as an example, which is sim-
ilar for GLRT:

AgRT(X3)
=(X;0a(d,)) Ba,zp, —1,,(b(By, 200+ B, zp,) @a(d))
+1;,(b(By,2600) @a(dy))

1
= Z@(X;‘Ba,i:m —b(By,::00 + Ba, 1) + b(Bp, 1:00)).
i€Z i

Consequently, we can select each component of Z in a
sequential way by ranking

1 *
A?LRT = @(xl Ba,z’:ua - b(Bb, i:60 + Ba, i:”a)

+b(By,:600), i=1,...,p,

from the largest to the smallest and select the top 1 items
and avoid enumerating all possible sets of Z. Conse-
quently, the complexity of the sampling process reduces
from O(p™) to O(p(k, + ky) + plogp)) and makes it desir-
able to apply to extremely high-dimensional data. As
such, we highlight the sampling procedure based on
SLRT in Algorithm 2.

Algorithm 2 (Thompson Sampling Procedure Based on
SLRT)
Input: ﬁ(ea/r)/ a((b)/ Ba/ Bb/ 00-
Output: Z(n+1)
Sample 6, ~ p(0,,1). Draw X* from its probability
distribution—that is,
X* ~ p(X|n = B,0’ + B, 6y).
Compute AT = 745 (XiBy, i, — b(By, .60 + By i.pt,)
+b(Bb,i:00))/ i=1,... P-
Rank the A?RT, fori=1,...,p from the largest to the
smallest, and select the top m indexes as Z(n + 1).

Hereafter, we name our proposed Exponential
Family-Bayesian Spike-Slab Composite Decomposi-
tion change detection scheme based on SLRT as EF-
BSSCD(S), based on GLRT as EF-BSSCD(G), based on
PBF as EF-BSSCD(P), and based on BF as ORACLE
(because in the following numerical studies of this
paper, we use the true distribution of 6, as the prior
distribution in BF, which actually is not feasible in
reality. So, it is predictable that BF will perform the
best—that is, oracle—detection performance).
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4.5. Theoretical Properties

Considering the computational merit of SLRT as dis-
cussed above, in this paper, we discuss the theoretical
properties of EF-BSSCD(S) under asymptotic conditions
for general exponential-family distributions. However,
note that other test statistics, such as GLRT and PBF, also
have similar theoretical results following the similar proof
procedure, though their detailed derivations are not
included in this paper due to space limitation.

Theorem 1. When there is no change in the system, as
n—o00,A—0, and m — oo (forcing p — o), we have
0, — 0, and f)j(Ga,j)—>60, for j=1,...,k,, where oy is a
point mass at zero. That means y; — 0 and s; — 0. Conse-
quently, we have A;"RT — 0 in the same rate of O(1/+/n),

fori=1,...,p.

As stated in Algorithm 2, we select Z(n + 1) by rank-
ing AP*T, for i=1,...,p, and selecting the top m
items. Theorem 1 indicates that when the system has
no change, under limit conditions, Z(n+1) are
selected from all variables randomly.

Theorem 2. When the system has a change, assume the
change relates to a certain base set AC{1,...,k,}. And the
change magnitude vector can be represented as &=
O,...,&;...,0), where & is the change magnitude happen-
ing on the Ith basis, and | € A. As n — oo and A — 0 and
m—s oo (forcing p— o), we have 0,— 0, and p
(9,,,1)—>}S&, Vle A, where g is a point mass at &;, and
p(04,j)—00, Vj & A. That means i, — &, aj — 1,5 —0,
Vie A, and u— 0,s;—0, Vj¢ A. Consequently, E
[AFT] = 255(b(By, & + By, 60)By, i€ — b(By, . £ + By, . 60)+
b(By,:.600)), fér i=1,...,p, is monotonically increasing
with the absolute true changed value |&;| and dimension i’s
relation to the Ith base (i.e., B, ), VI € A.

Theorem 2 indicates that in the abnormal condition,
we prefer to choose those dimensions most influenced
by the most significant abnormal patterns. The detailed
verifications of Theorems 1 and 2 are shown in Online
Appendix C.

5. Simulation

In this section, we conduct extensive experiments on syn-
thetic data to evaluate the performance of our proposed
EF-BSSCD schemes. We also compare them with the fol-
lowing baselines for the POSCD problem:

TRAS. A change detection algorithm based on top-r
local cumulative sum (CUSUM) statistics and the corre-
sponding adaptive sampling in Liu et al. (2015);

CMAB(s). A simplified adaptive sampling strategy using
UCB in Zhang and Hoi (2019);

SASAM. An adaptive sampling policy considering spa-
tial correlation of variables in Wang et al. (2018);

NAS. A nonparametric adaptive sampling based on anti-
rank statistics in Xian et al. (2018);

R-SADA. A rank-based nonparametric adaptive sam-
pling algorithm combined with data augmentation in
Xian et al. (2021).

TSSRP. An adaptive sampling algorithm incorporated
with Thompson sampling in Zhang and Mei (2020).

5.1. Experiments for Gaussian Data

Consider X; € R1!. We set B, e R'%? as the two
lowest-frequency Fourier bases and B, € R'™” as seven
four-order B-spline bases with 11 equally spaced knots.
We set up the experiment with two phases. In phase I,
we first generate 6; from N(6, %) with 6y =0, 3 = 031
and 03 = 0.1. Then, we generate N normal samples of X;
from N(B;0;,%,) as the historical reference samples,
where 3, = 031 with o, =0.05. After that, we use the
these samples to estimate 0y, oy, and o,—that is, @0, G0,
and ¢,—using the procedure shown in Online Appendix
E. In phase II, for each replication, we first generate 0;
from N(6p,%) and then generate background signals
from N(B,0;,2%.) for every t before the change point
7 =>50. For later time points 7 < t < T = 1,000, we gener-
ate 6 from N(6,2) and also randomly draw j from one
to k, and set 6, ; = . Then, we generate abnormal signals
from N(B;0; + B,0,,3,). After that, we run the monitor-
ing scheme and get the detection delay. Replicate the
experiment 1,000 times to calculate ADD for a specific
change magnitude & as the performance evaluation
criterion.

For EF-BSSCD-based methods, we set A =0.1, w; =
0.1, 0; =2, v = 10~°. The parameter-setting guidelines of
EF-BSSCD methods are added in Online Appendix D.
As to other baseline methods, although they are used in
different circumstances, such as different distributions,
with or without data correlation, they can still be applied
to our simulated data and compared with our method.
We set all their parameters according to the recommen-
dations in their papers, which are shown in Online
Appendix D. For all the methods, we tune their detection
thresholds to ensure that their average run length before
the first false alarm—that is, ARL is exactly 200 (control-
ling the false alarm rate)—such that their detection per-
formance under abnormal cases can be fairly compared.
The ADD values in logarithmic scale for £ ranging from
zero to two with change granularity equaling 0.2 when
m=3 are shown in Figure 2. The detailed ADDs together
with the standard deviations are shown in Online
Appendix D. Clearly, except ORACLE, which needs true
prior information of 6, and yet may not be available in
practice, EF-BSSCD(S) has the smallest ADD generally,
followed by EF-BSSCD(P). EF-BSSCD(S) and EF-
BSSCD(P) both use the spike-slab estimation of 6,, which
contains sparse change information, in their test statistics.
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Figure 2. (Color online) Logarithm of ADDs for Gaussian
Distribution withp =10and m =3

NAS  -¢-SASAM -+-EF-BSSCD(S)
-+-R-SADA ——CMAB(s) --o- EF-BSSCD(G)
——TRAS -+-TSSRP ——EF-BSSCD(P)

ORACLE

But EF-BSSCD(G) uses the maximum likelihood estima-
tion (MLE) instead and, consequently, cannot track
the sparse change very accurately. As to other base-
lines, CMAB(s) is the most powerful and performs com-
parably to EF-BSSCD(G) because it also considers the
correlation between variables when constructing test
statistics and can balance exploration and exploitation
using the UCB method. Under nonparametric CUSUM
modeling, R-SADA performs better than NAS. Under
univariate CUSUM modeling, SASAM performs better
than TRAS. That is because R-SADA and SASAM both
consider the correlation between variables and help
obtain the information for those unobserved variables.
TSSRP performs better than NAS, SASAM, and TRAS
because it uses Thompson sampling to balance ex-
ploration and exploitation. In general, EF-BSSCD-based
methods have much superior performance than other
baselines.

5.2. Experiments for Poisson Data

We consider X; € R'%1. B,, B,, 0;, and 0, are set in the
same way as the Gaussian distribution. In phase I, we
first generate Ny normal samples of X; from Poisson dis-
tribution with mean exp(B;0;) as the historical reference
samples. Then, we use the Ny normal samples to estimate
6y and o,—that is, @0 and 6¢p—using the procedure in
Online Appendix E. In phase II, for each replication, we
first generate samples of X; from Poisson distribution
with mean exp(B;0;) for every t before the change point
t=50. Then, we randomly draw j from one to k,, set
0,,; = & for later time points 7 < t < T'=1,000, and gen-
erate abnormal samples of X; from Poisson distribution
with mean exp(B;,6; + B,0,). Also, we run the monitor-
ing scheme and get the detection delay. We replicate the
experiment 1,000 times to calculate the ADD for a speci-
fic change magnitude &.

For EF-BSSCD methods, we set A=0.1,w;=0.5,
0;=2,v=10"° The ADD values in logarithmic scale for
£ ranging from zero to two with change granularity equal-
ing 0.2 when m =3 are shown in Figure 3. Except ORA-
CLE, EF-BSSCD(S) performs best at the most magnitudes.
CMAB(s) is a little inferior to EF-BSSCD(S) because
CMAB(s) is derived from the Gaussian form. Note that,
although the test statistic of CMAB(s) is derived from the
Gaussian form, it performs best among all baselines
because it uses the mean of observations in the test statis-
tic, which converges to a Gaussian distribution when the
number of observations approaches infinity, according to
central limit theorem. So, its test statistic is not much devi-
ated for non-Gaussian distributions. Conversely, EF-
BSSCD(G) only uses the MLE of 6,, which cannot estimate
the parameter accurately, especially when it is a sparse
vector. Therefore, its performance is not as good as EF-
BSSCD(S) and also CMAB(s). EF-BSSCD(P) performs not
so well compared with EF-BSSCD(S) or EF-BSSCD(G)
because its performance relies on the accurate estimation
of the variance of 6,. However, because the variance of
the observations is large given Poisson distributions, the
variance of 0, is estimated to be large. Therefore, the per-
formance of PBF is not as good as SLRT, which only uses
the expectation of 6,. R-SADA and SASAM perform
closely, better than TRAS and NAS at most change magni-
tudes, because they both use the correlation information
between variables, the same reason as in Section 5.1. As
to TSSRP, it does not detect the change because the form
of Shiryaev-Roberts-Pollak statistic is sensitive to data
distributions.

5.3. Experiments for Binomial Data

We consider X; € R'%1. B;, B,, 0, and 0, are set in the
same way as Gaussian distribution. In phase I, we first
generate Ny normal samples of X; from binomial dis-
tribution with mean N, o exp(B; ;) @ (1, + exp(B; 6;)) as

Figure 3. (Color online) Logarithm of ADDs for Poisson
Distribution with p =10 and m = 3
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the historical reference samples, where N, denotes a col-
umn vector with all p components equal to N and N =10
is the number of trials for binomial distribution. Then,
we use the Ny normal samples to estimate 6y and o;—
that is, 8, and 6o—via the method shown in Online
Appendix E. In phase II, for each replication, we first
generate normal samples of X; from the binomial distri-
bution with mean N, o exp(B;0;) @ (1, + exp(B;0;)) for
every t before the change point 7=>50. Then, for every
time point T < t < T = 1,000, we randomly draw j from
one to k,, set 0, ; = &, and generate abnormal samples of
X; from the binomial distribution with mean N, o exp
(By0; +B,0,) @ (1, + exp(B, 0; + B,6;,)). Also, we run the
monitoring scheme and get the detection delay. We rep-
licate the experiment for 1,000 times to calculate ADD for
a specific change magnitude &.

For EF-BSSCD methods, we set A =0.1, w;=0.5,
0j=2,0= 107%. The ADD values in logarithmic scale for
& ranging from zero to two with change granularity
equaling 0.2 when m =3 are shown in Figure 4. Except
ORACLE, EF-BSSCD(S) performs best. CMAB(s) and
EF-BSSCD(G) are a little inferior to EF-BSSCD(S), due to
the same reason as in Section 5.2. Also, EF-BSSCD(P) per-
forms not so well compared with EF-BSSCD(S) or EF-
BSSCD(G), due to the same reason as that in Section 5.2.
Under nonparametric CUSUM modeling, R-SADA per-
forms better than NAS because R-SADA considers the
correlation information between variables. Under uni-
variate CUSUM modeling, TRAS performs better than
SASAM at small magnitudes, but worse at large magni-
tudes. That is because SASAM only uses maximum local
CUSUM statistics, but TRAS uses a top-r local detection
scheme based on the sum of the largest-r local CUSUM
statistics, which is effective when multiple variables
simultaneously shift by a small magnitude. TSSRP also
does not detect the change because the form of Shiryaev-
Roberts-Pollak statistic is sensitive to data distributions.

Figure 4 (Color online) Logarithm of ADDs for Binomial Dis-
tribution withp =10 and m =3
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In conclusion, EF-BSSCD(S) is the most robust scheme
among various distributions in the exponential family
and can achieve the most superior performance compared
with other baselines. EF-BSSCD(G) performs almost com-
parably with CMAB(s), but is a little inferior to EF-
BSSCD(S) because it does not combine the sparse change
information in its statistic formulation. However, EF-
BSSCD(P) is good only for Gaussian distribution, but not
satisfactory for Poisson and binomial distributions due to
the large variance in the generated data and, thus, the
large variance in the estimated parameter. Note that
because some test statistics have large computational
costs, such as PBF for the Poisson and binomial distribu-
tions, as stated in Section 4.4, they are not suitable to han-
dle high-dimensional data. Except for them, for other
computational-efficient test statistics, to further show their
efficacy for high-dimensional data, we also run experi-
ments with p=100 and m = 30 for Gaussian, Poisson, and
binomial distributions, respectively, and the detection
results are shown in Online Appendix D. The conclusions
for high-dimensional cases are almost the same as those
in Sections 5.1, 52, and 53. Also, the advantage of
EF-BSSCD methods is more evident compared with other
baselines because the change is sparser under the high-
dimensional cases.

6. Case Study

In the practical online monitoring process, there are rich
circumstances where the sampling resources are in short-
age. It urges us to use adaptive sampling methods to
select the most informative variables to observe for quick
change detection. Here, we present three real-world data
sets, which need to detect the change in constrained re-
source circumstances. The first is solar flare detection,
whose data follow a Gaussian distribution. The second is
COVID-19 outbreak detection, in which the tested posi-
tive number in a district every day approximately follows
a Poisson distribution. The third is counted defect change
detection in a roll-to-roll manufacturing system, where
the number of defects in every batch follows a binomial
distribution. We apply EF-BSSCD(S) in these three pro-
blems, to demonstrate its applicability to real cases.

6.1. Solar Flare Detection with Gaussian
Distributed Data

This is a commonly used data set for POSCD problems
in literature (Liu et al. 2015, Wang et al. 2018, Xian et al.
2021). The occurrence of solar flare is harmful to the
earth’s radio communications. Hence, it’s necessary to
monitor it in real time and trigger alarms as soon as pos-
sible. Satellites with cameras in space take hundreds of
pictures of the sun’s surface in one minute for the moni-
toring tasks. However, those abundant pictures cannot
be sent back to the earth due to the limited transmission
rate in space. That can be solved by our proposed
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EF-BSSCD algorithms. This data set is of video format
and contains 300 frames of images, and each image has
67,744 pixels distributed on a 232 x 292 grid. One solar
flare appears at time ¢ = 187 ~ 202. After removing the
background information of data using normal frames,
the residuals can be regarded as approximately follow-
ing Gaussian distribution (Xie et al. 2012). We conduct
PCA for the before-change frames and extract the first 20
features as the normal bases Bj € RY 72 The ex-
tracted PCA scores representing ; can be used to further
compute the prior mean and covariance of 6;—that is, 90
and . Correspondingly, 6. can be computed from the
reconstruction error of PCA. As for anomaly bases, it is
desirable to construct B, according to the size and shape
of possible abnormal patterns, which can be obtained
from historical images of solar flares. In particular, con-
sider that the pattern of solar flares approximates small
circle piles and forms many free shapes by these circle
piles. According to this prior information, we generate
B, € R¥7#36 from three-order B-spline bases with 19
equally spaced knots.

To show the detection efficacy of EF-BSSCD(S), we
compare it with the other baselines. Here, we do not
compare with CMAB(s) because it needs to construct the
covariance matrix of X;, whose size is 67,744 X 67,744.
This requires more than 32 GB of computer memory ,
which is too time-consuming to implement and ineffi-
cient for online learning. For EF-BSSCD(S), we set o; =
10, w;=0.1forj=1,2,...,k;, v=10"° and A = 0.1. Be-
cause of the limited transmission bandwidth, only

m =400 out of 67,744 pixels are available, whereas Liu
et al. (2015) assumes m=2,000, and Wang et al. (2018)
and Xian et al. (2021) assume m =500. To make different
methods comparable, for all the methods, we generate
3,000 normal time points using the first 100 normal sam-
ples using bootstrap techniques and decide the detection
threshold /1 such that ARL=1,100, according to Wang
et al. (2018). We start the online monitoring for data since
t=101. The detection statistics of all methods are shown
in Figure 5. As we can see, the detection delays (DDs)
of the six methods are DDgr_gsscp(s) = 3, DDrras=10,
DDSASAM = 19, DDR,SADA = 15, DDNAS :22, and
DDrssrp=11, respectively. EF-BSSCD(S) has the smal-
lest DD =3, outperforming other methods and achiev-
ing efficient online anomaly detection.

6.2. COVID-19 Outbreak Detection with Poisson
Distributed Data

Pandemics can cause panic among people and damage
public health, economics, social communication, etc.
Therefore, monitoring the pandemic is very crucial to
keep the whole society stable. Medical testing resources,
such as testing machines, testing kits, etc., are always in
shortage, especially at the beginning of a new pandemic.
This leads to the difficulty of data collection for efficient
pandemic monitoring. For instance, the outbreak detec-
tion of COVID-19 has been a hotspot in recent years. To
better understand the COVID-19 status, different types
of testing are typically distributed. The Centers for Dis-
ease Control and Prevention (CDC) has classified the

Figure 5. (Color online) Detection Statistics for Solar Flare Case with (a) DDgr_psscp(s) = 3, (b) DDrras = 10, (¢) DDsagsam = 19,

(d) DDr-—sapa = 15, (€) DDyas = 22, and (f) DDygsrp = 11
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testing for COVID-19 into the following two categories:
(1) Diagnostic testing is intended to identify current infec-
tion in individuals and is performed when a person has
symptoms consistent with COVID-19 or has recently
been known or suspected to have had exposure to
COVID-19. (2) Screening testing is recommended for
unvaccinated people to identify those who are asymp-
tomatic and do not have been known, suspected, or
reported exposure to COVID-19. Screening helps to iden-
tify unknown cases so that measures can be taken to pre-
vent further transmission. At the early stage of COVID-
19, screening test kits were so limited that we could not
test the whole population in an area, but only a subset
(sample) of them, and report the change of the infectious
rate based on these sampled partial observations. That
made it difficult to monitor the change of the infectious
rate in an area. Therefore, we apply EF-BSSCD schemes
to solve this problem.

In our experiment, we mimic this monitoring scenario
by using a data set containing 80days’ tested positive
numbers from August 19, 2020, to November 6, 2020, in
18 districts in King County in Washington state, which
are proved following Poisson distribution. The data are
publicly available at https://kingcounty.gov/depts/
health/covid-19/data/summary-dashboard.aspx. Fur-
thermore, we make the following two assumptions for
simplicity: (1) To understand the behavior of the COVID-
19 infection, only screening tests are used. (2) We need to
decide to which districts to distribute the testing kits. If a
district is selected, a fixed number of testing kits will be
distributed to this region to obtain the number of infected
patients as observed tested positive numbers for each
time point. For King County, there is an infectious rate
change occurring around October 7, 2020 (the 50th day)
at the district with zip code 98101, as shown in Figure
6(a), which was later confirmed as the start point of the
second wave of COVID-19 by experts. Conversely, most
of the other districts, such as 98065 and 98121, do not
show a significant change in this time range, as shown in
Figure 6, (b) and (c). This means the changed districts are
sparse.

Like the case study of solar flare detection, we set the
first 12 principal components extracted from the first 50
normal days as B,—that is, B, € R'®12—using PCA
methods for exponential family (Collins et al. 2001).
Because these 18 districts are dispersed and few of them
are adjacent, we set B, = 1. In our experiment, we assume
that every day, due to the shortage of test kits, only 10
out of 18 districts can be tested and the positive numbers
of them can be obtained. For EF-BSSCD(S), we set the
parameters o;=1,w;=0.5 for j=1,2,...,k;, 0= 107°,
and A =0.1. Similar to Section 5.1, for each detection
scheme, we generate 1,000 normal time points using
the first 50 normal samples by bootstrap techniques
and set the detection threshold as ARL=>550. After ap-
plying those baselines to this data set, the obtained
DDs are DDgr psscps) =1, DDrras=2, DDsasam=9,
DDR,SADA = 30, DDNAS = 30, DDCMAB(S) = 8, and
DDrssrp=8. Their detection statistics for a particular
replication are shown in Figure 7. EF-BSSCD(S) has
the smallest DD =1, outperforming other methods and
achieving efficient online anomaly detection for Poisson
distribution. The performance of TRAS is also good in
this COVID-19 case. SASAM, CMAB(s), and TSSRP
almost trigger alarm at the same time. However, NAS
and R-SADA are not able to detect the change in this
Poisson case because the change magnitude in this case
isnot so large for them to trigger an alarm.

6.3. Manufacturing Defect Change Detection with
Binomial Distributed Data
Defect detection and quality control are crucial to keep
manufacturing systems in a good situation. Generally,
the number of defects in a production batch follows
binomial distribution. So, developing online statistical
process control methods for binomial data is quite
important and has been studied in a lot of literature. In
this experiment, we consider a roll-to-roll manufactur-
ing system, where the product is produced through a
roll-to-roll process by the leveling roller. During this
manufacturing process, online manual inspections for
different functional categories for each sequential batch

Figure 6. (Color online) Tested Positive Numbers of Three Districts, with Zip Codes (a) 98101, (b) 98065, and (c) 98121, from

August 19, 2020, to November 6, 2020
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Figure 7. (Color online) Detection Statistics for COVID-19 Outbreak with (a) DDgr_psscp(s) = 1, (b) DD1ras = 2, (¢) DDsasam =
9, (d) DDgsapa =30, (e) DDnas = 30, (f) DDcpmap(s) = 8, and (g) DDrssrp = 8
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are performed to detect defective batches. When the
manufacturing system is in control (IC), the number of
defects of each category in a batch follows binomial dis-
tribution. When the manufacturing system goes out-of-
control (OC), it will lead to certain categories having
larger numbers of defects. However, it is hard and
time-consuming to manually inspect all functional cat-
egories for each batch due to the high cost of sophisti-
cated manual inspection. One solution is to decide a
subset of categories to inspect for each batch, such that,
sequentially, we can switch to the influenced OC cate-
gories and, consequently, detect the change in the
manufacturing process as quickly as possible. For this
experiment scenario, the data set has numbers of
defects for total 22 categories of 80 sequential batches.
Each batch contains N=20 products. The anomaly
appears after the 50th batch with only one category
influenced, as shown in Figure 8(a). Yet, there is no
change for other categories, as shown in Figure 8, (b)

and (c) as two examples. This indicates that the change
is quite sparse.

Like the former two cases, we set the first 12 principle
components extracted from the first 50 normal batches as
B,—that is, B, € R?*!2—using PCA methods for expo-
nential family (Collins et al. 2001). According to practi-
tioners” domain knowledge, the anomaly happening to
any category has little correlation with other categories,
so we set B, = I. We assume, because of the limitation of
the inspection cost, that only 15 out of 22 categories’
defects can be inspected and obtained for each batch. For
EF-BSSCD(S), we set the parameters o; = 3, w; = 0.5 for
i=12,... k,v= 107°%, and A =0.1. To compare with
other baselines, we generate 1,000 normal sequential
batches using the first 50 normal samples through boot-
strap techniques and set ARL =280 for all the baselines.
The DDs are DDgr_psscp(s) =3, DDrras=6, DDsasam
=14, DDR—SADA =13, DDNAS=30/ DDCMAB(S) =30, and
DDrssrp=13. Their detection statistics for a particular

Figure 8. (Color online) Number of Defects of Three Functional Categories
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Figure 9. (Color online) Detection Statistics for Counted Defect Change with (a) DDgr_gsscp(s) =3, (b) DDrras =6, (c)
DDSASAM = 14, (d) DDR*SADA =13 (One False Alarm EXiStS), (e) DDNAS = 30, (f) DDCMAB(S) = 30, and (g) DDTSSRP =13
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replication are shown in Figure 9. EF-BSSCD(S) has the
smallest DD =3. Like the COVID-19 case, the DD of
TRAS is a little longer than EF-BSSCD(S), but also fine to
apply to this case, which demonstrates that it is also
robust to various real data. SASAM, R-SADA, and
TSSRP detect the change around at the same time. How-
ever, CMAB(s) and NAS both fail to detect the change in
this case, due to their lower efficiency for sparse change.

7. Conclusion

This paper proposes a holistic framework for high-
dimensional POSCD for exponential-family distributed
data. We first use a composite decomposition for feature
extraction for high-dimensional data, whose decomposi-
tion coefficients on abnormal bases can be regarded as
indicators of sparse changes and used for test statistic
construction. Multiple test statistics, such as SLRT, GLRT,
PBE, etc., can be incorporated. By further treating the test
statistic as the reward function in a CMAB problem, an
adaptive sampling strategy based on Thompson sam-
pling with the balance of exploration and exploitation is
conducted. Taking the SLRT-based detection procedure
as an example, theoretical properties of the proposed
algorithm under asymptotic conditions are justified. Fur-
thermore, extensive experiments for Gaussian, Poisson,
and binomial distributions also demonstrate the superior-
ity of the proposed framework.
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