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Abstract. In this paper, we propose GIFAIR-FL, a framework that imposes group and indi-
vidual fairness (GIFAIR) to federated learning (FL) settings. By adding a regularization term,
our algorithm penalizes the spread in the loss of client groups to drive the optimizer to fair solu-
tions. Our framework GIFAIR-FL can accommodate both global and personalized settings.
Theoretically, we show convergence in nonconvex and strongly convex settings. Our conver-
gence guarantees hold for both independent and identically distributed (iid.) and non-iid.
data. To demonstrate the empirical performance of our algorithm, we apply our method to
image classification and text prediction tasks. Compared with existing algorithms, our method
shows improved fairness results while retaining superior or similar prediction accuracy.

History: Kwok-Leung Tsui served as the senior editor for this article.
Funding: This work was supported by NSF CAREER [Grant 2144147].
Data Ethics & Reproducibility Note: The code capsule is available on Code Ocean at https://codeocean.

com/capsule/2590027/tree/v1 and in the e-Companion to this article (available at https: //doi.org/

10.1287/ijds.2022.0022).

Keywords:

federated data analytics « fairness - global model « personalized model « convergence

1. Introduction

A critical change is happening in today’s internet of
things (IoT). The computational power of edge devices is
steadily increasing. Artificial intelligence chips are rap-
idly infiltrating the market; today’s smartphones have
computing power comparable to that of everyday-use
laptops (Samsung 2019); Tesla just boasted that its auto-
pilot system has the computing power of more than
3,000 MacBook Pros (CleanTechnica 2021); and small
local computers such as Raspberry Pis have become
commonplace in many applications, especially manufac-
turing (Al-Ali et al. 2018). This opens a new paradigm
for data analytics in the IoT, one that exploits local com-
puting power to process more of the user’s data where it
is created. This future of the IoT has been recently
termed “the internet of federated things” (Kontar et al.
2021), where the term federated refers to some autonomy
for IoT devices and is inspired by the explosive recent
interest in federated data science.

To give a microcosm of current the IoT and its future,
consider the IoT teleservice system shown in Figure 1.
Vehicles enrolled in this teleservice system often have
their data in the form of condition monitoring signals
uploaded to the cloud at regular intervals. The cloud
acts as a data processing center that analyzes data for
continuous improvement and to keep drivers informed

10

about the health of their vehicles. IoT companies and
services, such as Ford’s SYNC and General Motors’
OnStar services, have long adopted this centralized
approach to the IoT. However, this state where data are
amassed on the cloud yields significant challenges. Up-
loading large amounts of data to the cloud incurs high
communication and storage costs, demands large inter-
net bandwidth (Jiang et al. 2020a, Yang et al. 2020), and
leads to latency in deployment as well as reliability
risks due to unreliable connections (Zhang et al. 2020c).
Furthermore, such systems do not foster trust or pri-
vacy, as users need to share their raw data, which is
often sensitive or confidential (Li et al. 2020a).

With the increasing computational power of edge
devices, the discussed challenges can be circum-
vented by moving part of the model learning to the
edge. More specifically, rather than processing the data
at the cloud, each device performs small local computa-
tions and shares only the minimum information needed
to allow devices to borrow strength from each other and
collaboratively extract knowledge to build smart ana-
lytics. In turn, such an approach (i) improves privacy, as
raw data are never shared; (ii) reduces cost and storage
needs, as less information is transmitted; (iii) enables learn-
ing parallelization; and (iv) reduces latency in decisions, as
many decisions can now be achieved locally. Hereafter, we
will use edge device and client interchangeably, and the
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Figure 1. (Color online) Example of the Traditional IoT-Enabled System
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cloud or data processing center is referred to as the central
server.

This idea of exploiting the computational power of
edge devices by locally training models without recourse
to data sharing gave rise to federated learning (FL). In par-
ticular, FL is a data analytics approach that allows distrib-
uted model learning without access to private data.
Although the main concept of FL dates back to a while
ago, it was brought to the forefront of data science in 2017
by a team at Google which proposed federated averaging
(Fedavg; McMahan et al. 2017). In Fedavg, a central
server distributes the model architecture (e.g., neural net-
work, linear model) and a global model parameter (e.g.,
model weights) to selected devices. Devices run local
computations to update model parameters and send up-
dated parameters to the server. The server then takes a
weighted average of the resulting local parameters to
update the global model. This whole process is termed as
one communication round, and the process is iterated
over multiple rounds until an exit condition is met. Fig-
ure 2 provides one illustrative example of FedAvg. Since
then, FL has seen immense success in various fields such
as text prediction (Hard et al. 2018, Ramaswamy et al.
2019), Bayesian optimization (Dai et al. 2020, Khodak
et al. 2021), multifidelity modeling (Yue and Kontar
2021), environment monitoring (Hu et al. 2018, Jiang et al.
2020b), and healthcare (Li et al. 2020a, Xu et al. 2021).

Over the last few years, literature has been proposed
to improve the performance of FL algorithms, be it
speeding up FL algorithms to enable faster convergence
(Karimireddy et al. 2020, Nguyen et al. 2020, Yuan and
Ma 2020), tackling heterogeneous data both in size and
distribution (Li et al. 2018, Zhao et al. 2018, Ghosh et al.
2019, Li and Wang 2019, Sattler et al. 2019), improving
the parameter aggregation strategies at the central server
(Pillutla et al. 2019, Wang et al. 2020b), designing person-
alized FL algorithms (Jiang et al. 2019, Fallah et al. 2020,
Mansour et al. 2020), protecting federated systems from
adversarial attacks (Bhagoji et al. 2019, Wang et al. 2020a),
or promoting fairness (Li et al. 2019a, Mohri et al. 2019,
Du et al. 2020, Hu et al. 2020, Huang et al. 2020, Zhang

ervice Alert

Cloud/Back-office
processing center

et al. 2020a). Please refer to Kontar et al. (2021) for a
detailed literature review. Among those advances, fair-
ness is a critical yet underinvestigated area.

In the training phase of FL algorithms, devices with
few data, limited bandwidth/memory, or unreliable
connection may not be favored by conventional FL
algorithms. For instance, as shown in Figure 2, FedAvg
samples devices using the weight coefficient p; propor-
tional to the sample size on the device k. Scant data on
device k will render py insignificant and this device less
favorable by the resulting global model. As a result,
such device(s) can potentially incur higher error rate(s).
This vicious cycle often relinquishes the opportunity of
these devices to significantly contribute in the training
process. Indeed, many recent papers have shown the
large variety in model performance across devices un-
der FL (Smith et al. 2017, Hard et al. 2018, Jiang et al.
2019, Kairouz et al. 2019, Wang et al. 2019), with some cli-
ents showing extremely bad model performance. Besides
this aforementioned notion of individual fairness, group
fairness also deserves attention in FL. As FL penetrates
practical applications, it is important to achieve fair per-
formance across groups of clients characterized by their
gender, ethnicity, socioeconomic status, geographic loca-
tion, etc. Despite the importance of this notion of group
fairness, unfortunately, n10 work exists along this line in FL.

1.1. Contribution

We propose a framework, GIFAIR-FL, that aims for
fairness in FL. GIFAIR-FL resorts to regularization
techniques by penalizing the spread in the loss of cli-
ents/groups to drive the optimizer to fair solutions. We
show that our regularized formulation can be viewed
as a dynamic client reweighting technique that adap-
tively gives higher weights to low-performing individ-
uals or groups. Our proposed method adapts the client
weights at every communication round accordingly.
One key feature of GIFAIR-FL is that it can handle
both group-level and individual-level fairness. Also,
GIFAIR-FL can be naturally tailored to either a global
FL algorithm or a personalized FL algorithm. We then
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Figure 2. (Color online) Illustrative Example of FL with FedAvg
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prove that, under reasonable conditions, our algorithm
converges to an optimal solution for strongly convex
objective functions and to a stationary solution for non-
convex functions under non-independent and iden-
tically distributed (i.i.d.) settings. Through empirical
results on image classification and text prediction data
sets, we demonstrate that GIFAIR-FL can promote
fairness while achieving superior or similar prediction
accuracy relative to recent state-of-the-art fair FL algo-
rithms. Besides that, GIFAIR-FL can be easily plugged
into other FL algorithms for different purposes.

1.2. Organization

The rest of this paper is organized as follows. In Section
2, we introduce important notations/definitions and
briefly review FL. Related work is highlighted in Sec-
tion 2.4. In Section 3, we present GIFAIR-FL-Global,
which is a global modeling approach for fairness in
FL. We then briefly discuss the limitation of GIFAIR-
FL-Global and introduce GIFAIR-FL-Per, whichis a
personalized alternative for fairness, in Section 4, and we
provide convergence guarantees for both methods. Ex-
periments on image classification and text prediction
tasks are then presented in Section 5. Finally, Section 6
concludes this paper with a brief discussion.

2. Background

We start by introducing needed background and nota-
tion for model development. Then we provide a brief
overview of current literature.

2.1. Notation

Suppose there are K > 2 local devices and each de-
vice has N; data points. Denote by Dy = ((xk1,Yk1),
(xk2,Yk2), - - -, (XN, VN, ) the data stored at device k,

2Ly
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where x € X' is the input, X is the input space, y € Vis
the output/label, and ) is the output space. Denote
by Ay the simplex over ), h: X +— Ay the hypothe-
sis, and H a family of hypotheses h. Let ¢ be a loss
function defined over Ay x ). Without loss of gener-
ality, assume £ > 0. The loss of i is therefore given by
t(h(x),y). Let @ € © be a vector of parameters defining
a hypothesis /i, and @ is a parameter space. For
instance, 0 can be the model parameters of a deep
neural network. In the following section, we use hgy
to represent the hypothesis.

2.2. Brief Background on FL with Fedavg

In FL, clients collaborate to learn a model that yields
better performance relative to each client learning in
isolation. This model is called the global model, where
the global objective function is to minimize the average
loss over all clients:

K

min F(0) := ZPkPk(G)/
=1

where py. = %/ Fi(0) = Ex, -0 [ (10 (xk0), yi)] ~ -

Z].Iikl [€(ho(xxj),yx;)], and Dy indicates the data distribu-

tion of the kth device’s data observations (xy;, Y)-
During training, all devices collaboratively learn global
model parameters 6 to minimize F(0). The most com-
monly used method to learn the global objective is
FedAvg (McMahan et al. 2017). Details of Fedavg are
highlighted in Algorithm 1, as our work will build upon
it for fairness. As shown in Algorithm 1, FedAvg aims to
learn a global parameter 0 by iteratively averaging local
updates 0y learned by performing E steps of stochastic
gradient descent (SGD) on each client’s local objective F.
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Algorithm 1 (FedAvg (McMahan et al. 2017))
Data: number of communication rounds C, num-
ber of local updates E, SGD learning rate schedule
{n"},, initial model parameter 0
forc=0:(C—1) do
Select some clients by sampling probability py,
and denote by S, the set of selected clients;
Server broadcasts 0;
for all selected devices do
6]((CE) — 0;
fort=cE:((c+1)E—1) do
Randomly sample a subset of data and de-

note it by C,(f) ;
Local training GI((M) = el(:)_n(t)gk(ol((f); C,(f)),‘
end
end
Aggregation 0. = 41> s, 0 set 0=,
end
Return 0.

In Algorithm 1, C; denotes the set of indices corre-
sponding to a subset of training data on device k, and
3k(-;Cx) denotes the stochastic gradient of Fy(-) eval-
uated on the subset of data indexed by (. Also, |S,|
denotes the cardinality of S.. One should note that it is
also common for the central server to sample clients
uniformly and then take a weighted average using py
(Li et al. 2019c). Whichever method used, the resulting
model may not be fair, as small a p; implies a lower
weight for client k.

2.3. Defining Fairness in FL

Suppose there are d € [2,K] groups and each client can
be assigned to one of those groups s € [d] :={1,...,d}.
Note that clients from different groups are typically not
i.i.d. Denote by k', k € [K],i € [d], the index of kth local
device in group i. Throughout this paper, we drop the
superscript i unless we want to emphasize i explicitly.
Group fairness can be defined as follows.

Definition 1. Denote by {a}},;<; and {a}},;<; the sets
of performance measures (e.g., testing accuracy) of train-
ed models 1 and 2, respectively. We say model 1 is more
fair than model 2 if Var({a’ }1<,<s) < Var({ah}1<i<s), where
Var is variance.

Definition 1 is straightforward: a model is fair if it
yields small discrepancies among testing accuracies of
different groups. It can be seen that when d = K, Defi-
nition 1 is equivalent to individual fairness (Li et al.
2019a). Definition 1 is widely adopted in FL literature
(Li et al. 2019a, 2020b, 2021; Mohri et al. 2019). This
notion of fairness might be different from traditional
definitions such as demographic disparity (Feldman
et al. 2015), equal opportunity, and equalized odds
(Hardt et al. 2016) in centralized systems. The reason
is that those definitions cannot be extended to FL, as
there is no clear notion of an outcome that is “good”

for a device (Kairouz et al. 2019). Instead, fairness in
FL can be reframed as equal access to effective models
(e.g., the accuracy parity (Zafar et al. 2017) or the rep-
resentation disparity (Li et al. 2019a)). Specifically, the
goal is to train models that incur uniformly good per-
formance across all devices (Kairouz et al. 2019).

2.4. Literature Overview
Now we briefly review existing state-of-the-art fair and
personalized FL algorithms.

2.4.1. Fair FL. Mohri et al. (2019) proposed a minimax
optimization framework named agnostic FL (AFL).
AFL optimizes the worst weighted combination of local
devices and is demonstrated to be robust to unseen
testing data. Du et al. (2020) further refined the notation
of AFL and proposed the AgnosticFair algorithm.
Specifically, they linearly parametrized weight param-
eters by kernel functions and showed that AFL can be
viewed as a special case of AgnosticFair. Upon that,
Hu et al. (2020) combined minimax optimization with
gradient normalization techniques to produce a fair algo-
rithm, FedMGDA+. Motivated by fair resource allocation
problems, Li et al. (2019a) proposed g-Fair FL (g-FFL),
which reweights loss functions such that devices with
poor performance will be given relatively higher weights.
The g-FFL objective is proved to encourage individual
fairness in FL. However, this algorithm requires accurate
estimation of a local Lipschitz constant L. Later, Li et al.
(2020b) developed a tilted empirical risk minimization
algorithm, TERM, to handle outliers and class imbalance
in statistical estimation procedures. TERM has been
shown to be superior to g-FFL in many FL applica-
tions. Along this line, Huang et al. (2020) proposed
using training accuracy and frequency to adjust wei-
ghts of devices to promote fairness. Zhang et al. (2020a)
developed an algorithm to minimize the discrimination
index of the global model to encourage fairness. Here
we note that recent work has studied collaborative fair-
ness in FL (Lyu et al. 2020, Xu and Lyu 2020, Zhang et al.
2020b). The goal of this literature, which is perpendic-
ular to our purpose, is to provide more rewards to
high-contributing participants while penalizing free
riders.

2.4.2. Personalized FL. One alternative to global mod-
eling is personalized FL, which allows each client to
retain their own individualized parameters {6}, . For
instance, in Algorithm 1 and after training is done, each
device i can use 0= ¢ as the initial weight and run
additional SGD steps to obtain a personalized solution
0;. Though personalization techniques do not directly
target fairness, recent papers have shown that personal-
ized FL algorithms may improve fairness. Arivazhagan
et al. (2019) and Liang et al. (2020) used different layers
of a network to represent global and personalized
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solutions. Specifically, they fit personalized layers to
each local device such that each device will return a
task-dependent solution based on its own local data.
Wang et al. (2019), Yu et al. (2020), Dinh et al. (2020),
and Li et al. (2021) resorted to fine-tuning techniques
to learn personalized models. Notably, Li et al. (2021) de-
veloped a multitask personalized FL algorithm, Ditto.
After optimizing a global objective function, Ditto al-
lows local devices to run more steps of SGD, subject
to some constraints, to minimize their own losses. Li et al.
(2021) showed that Ditto can significantly improve test-
ing accuracy among local devices and encourage fairness.

2.4.3. Features of GIFAIR-FL. We here give a quick
comparison that highlights the features of our proposed
algorithm. The detailed formulation of GIFAIR-FL will
be presented in the following section. GIFAIR-FL re-
sorts to regularization to penalize the spread in the loss
of client groups. Interestingly, GIFAIR-FL can be seen
as a dynamic reweighting strategy based on the statisti-
cal ordering of client/group losses at each communi-
cation round. As such, our approach aligns with FL
literature that uses reweighting client schemes, yet exist-
ing work faces some limitations. Specifically, AFL and its
variants (Li et al. 2019a, Mohri et al. 2019, Du et al. 2020,
Hu et al. 2020) exploit minimax formulations that opti-
mize the worst-case distribution of weights among cli-
ents to promote fairness. Such approaches lead to overly
pessimistic solutions, as they focus only on the device
with the largest loss. As will be shown in our case
studies, GIFAIR-FL significantly outperforms such
approaches. Adding to this key advantage, GIFAIR-
FL enjoys convergence guarantees even for non-i.i.d.
data and is amenable to both global and personal-
ized modeling.

3. GIFAIR-FL-Global: A Global Model
for Fairness

We start by detailing our proposed global modeling
approach, GIFAIR-FL-Global. In this approach, all
local devices collaborate to learn one global model
parameter 0. Our fair FL formulation aims at imposing
group fairness while minimizing the training error.
More specifically, our goal is to minimize the disc-
repancies in the average group losses while achieving
a low training error. By penalizing the spread in the
loss among client groups, we propose a regularization
framework for computing optimal parameters 6 that
balances learning accuracy and fairness. This translates
to solving the following optimization problem:

min H(6) £ Zkak(mm > IL(O)-Li0), (1)

1<i<j<d

where A is a positive scalar that balances fairness and
goodness-of-fit, and

Li(0) 2 Z Fi(6)
Al ke A;
is the average loss for client group i, A; is the set of indi-
ces of devices that belong to group i, and |A| is the car-
dinality of the set A.

Remark 1. Objective (1) aims at ensuring fairness by
reducing client loss spread when losses are evaluated
at a single global parameter 6. This achieves fairness
from the server perspective. Specifically, the goal is to
find a single solutlon that yields small discrepancies
among {L,(0)}".,.

In typical FL settings, the global objective is given
as

K
H(0) =~ pcHi(6),
=

where each client uses local data to optimize a surrogate
of the global objective function. For instance, FedAvg
simply uses the local objective function Hy(6) = Fx(6) for
a given client k. Interestingly, our global objective in (1)
can also be written as H(0) = Zk 1 PkH(0), as shown in
Lemma 1.

Lemma 1. Let s; € [d] denote the group index of device k.
For any given 0, the global objective function H(@) defined
in (1) can be expressed as

K
Ho =Y o (14, S n@)RO), @
k=1 Sk

where

n(®)= Y sign(Ly(6)-L(0)).

1Sj75Sde
Consequently,

K
H(6) = pcHi(6)
k=1

such that the local client objective is

Hi(0) 2 (1 +

A
71(0) | Fr(0). 3
RGO
In Lemma 1, r(0) e {-d+1,—-d+3,...,d-3,d-1} is a
scalar directly related to the statistical ordering of L,
among client group losses. To illustrate that in a simple
example, suppose that at a given 6, we have L(6) >

L>(0) >--- > L4(0). Then,
d-1 if s =1,
£(0) = d—:3 if sp =2,
~d+1  ifs =d.
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According to Lemma 1, one can view our global
objective as a parameter-based weighted sum of the cli-
ent loss functions. Particularly, rather than using uni-
form weighting for clients, our assigned weights are
functions of the parameter 6. More specifically, for a
given parameter 6, our objective yields higher weights
for groups with higher average group loss, hence, im-
posing group fairness. To illustrate this idea, we pro-
vide a simple concrete example.

Example 1. Without loss of generality and for a given
0, consider four different groups each having 10 cli-
ents with L1(60) > L(0) > L3(0) > L4(0). Then our glo-
bal objective function H(0) in (2) can be expressed as

40

> PrFr(6) + A(IL1(6)—Lo(6)| + L1 (6)—Ls(6)]
+ |L1(0)—La(0)| + |L2(6)—Ls(0)[ + |L2(8)—L4(0)]
+ |L3(0)—La(0)]),

which is equivalent to
> ne (1 + —) Fi(0)+> (1 + —> Fi(0)
ke Ay ke Ay
+> P (1— —) Fl(0)+ ) pe (1— —) Fi(0).
kEA’; kE.A4

The objective clearly demonstrates a higher weight
applied to clients that belong to a group with a higher
average loss.

According to (3), the optimization problem solved by
every selected client is a weighted version of the local
objective in FedAvg. The objective imposes a higher
weight for clients that belong to groups with higher aver-
age losses. These weights will be dynamically updated at
every communication round. To assure positive weights
for clients, we require the following bounds on A:

A, |
< N . Pk| Sk )
0< A< Ay m]gn{—d_l }

When A = 0, our approach is exactly FedAvg. Moreover,
a higher value of A imposes more emphasis on fairness.
Now, the above formulation can be readily extended
to individual fairness simply through considering each
client to be a group. This translates to the global objec-
tive in (2) to be given as
K

H(0) = (1 + %rk(e)) Fi(0).

k=1

In essence, our approach falls in line with FL literature
that exploits the reweighting of clients. For instance, AFL
proposed by Mohri et al. (2019) computes at every com-
munication round the worst-case distribution of weights
among clients. This approach promotes robustness but
may be overly conservative in the sense that it focuses
on the largest loss and thus causes very pessimistic

performance to other clients. Our algorithm, however,
adaptively updates the weight of clients at every com-
munication round based on the statistical ordering of
client/group losses. Moreover, the dynamic update of the
weights can potentially avoid overfitting by impeding
updates for clients with low loss. We will further demon-
strate the advantages of our algorithm in Section 5. In the
next subsection, we provide our detailed algorithm for
solving our proposed objective.

3.1. Algorithm

Algorithm 2 (GIFAIR-FL-Global)
Data: number of devices K, fraction &, number of
communication rounds C, number of local updates
E, SGD learning rate schedule {n®},, initial model
parameter 0, regularization parameter A, initial loss
{Liti<ica
forc=0:(C-1)do

Select clients by sampling probability p;, and

denote by S, the indices of these clients;

A
Server broadcasts (0, {Wri(ﬂ) }kes

forke S. do

0§<CE) — 9/_

fort=cE:((c+1)E-1) do
Randomly sample a subset of data and de-
note it by Ck ;

0" = 00— (1+52774(0) )26 )

//Note that r{(0) is fixed during local
update (see Remark 4)
end
end
Aggregation 0 = 7> s, 0“YP set 0=1,;
Calculate L; = b}\_AZkG A,_Fk(ﬂfc(”l)E)) for all i€ [d]
and update r*1(0);
c—c+1;
end
Return 0c.

In this section, we describe our proposed algorithm,
GIFAIR-FL-Global, which is detailed in Algorithm 2.
We highlight the differences between GIFAIR-FL-
Global and FedAvg in red. At every communica-
tion round c, our algorithm selects a set of clients to
participate in the training and shares r; with each
selected client. For each client, multiple SGD steps
are then applied to a weighted client loss function.
The updated parameters are then passed to the server
that aggregates these results and computes (.

Computationally, our approach requires evaluating
the client loss function at every communication round
to compute 7. Compared with existing fair FL appro-
aches, GIFAIR-FL-Global is simple and computa-
tionally efficient. For instance, g-FFL proposed by Li
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et al. (2019a) first runs FedAvg to obtain a well-tuned
learning rate and uses this learning rate to roughly
estimate the Lipschitz constant L. Another example
is AFL, which requires running two gradient calls at
each iteration to estimate the gradients of model and
weight parameters. Similarly, Ditto requires running
additional steps of SGD, at each communication ro-
und, to generate personalized solutions. In contrast,
our proposed method can be seen as a fairness-aware
weighted version of FedAvg.

Remark 2. In Algorithm 2, we sample local devices by
sampling probability p, and aggregate model parame-

ters by an unweighted average lg—clzke s, 0,(((”1)5). Alter-

natively, one may choose to uniformly sample clients.
Then, the aggregation strategy should be replaced by

0. =K 55 p 0 (Li et al. 20190).

Remark 3. Instead of broadcasting pyx and |A4,,| sepa-
rately to local devices, the central server broadcasts the
product mr}i(ﬂ) to client k. Hence, the local device k
cannot obtain any information about py, |As,|, and 7{(6).
This strategy can protect privacy of other devices.

Remark 4. Notice that in (3), H(0) is not differentiable
because of the r;(0) component. However, 7 is fixed
during local client training, as it is calculated on the
central server. Also, local devices do not have any
information about other devices; hence, they cannot
update 7{ during local training.

Remark 5. Despite introducing O(d?) regularizers to
the main objective, our algorithm only requires com-
puting group losses and r{ values, which require sort-
ing the losses. More specifically, once the central server
collects the selected clients” losses {Fi}y, it first calcu-
lates group losses {L;},. This step involves only the sum-
mation of scalars. Afterward, the server runs a sort
algorithm to rank loss values. One can use many built-
in sort functions in the Python library, and this sorting
step is very fast even with millions of groups.

3.2. Convergence Guarantees

In this section, we first show that, under mild conditions,
GIFAIR-FL-Global converges to the global optimal
solution at a rate of O (E—Tz> for strongly convex functions,

and to a stationary point at a rate of O (%) , up

to a logarithmic factor, for nonconvex functions. Here,
T := CE denotes the total number of iterations across all
devices. Our theorems hold for both i.i.d. and non-i.i.d. data.
Because of space limitations, we defer proof details to
the online appendix.

3.2.1. Strongly Convex Functions. We assume each
device performs E steps of local updates and make
the following assumptions. Here, our assumptions are

based on Fj rather than H. These assumptions are very
common in many FL papers (Li et al. 2018, 2019b, c).

Assumption 1. We assume F; is L-smooth and p-strongly
convex for all k € [K].

Assumption 2. The variance of stochastic gradient is
bounded. Specifically,

E{||sc(0); )~ VE(6)|*} < o?, Vke[K].

Assumption 3. The expected squared norm of the stochas-
tic gradient is bounded. Specifically,

E{||g(6"; ¢’} < G2, Vk e [K].

Typically, data from different groups are non-i.i.d.. We
modify the definition in Li et al. (2019c) to roughly
quantify the degree of non-i.i.d.-ness. Specifically,

K K
Tx=H-) pH; =Y pH'—Hp),

k=1 k=1
where H* 2 H(6") = Y1, Hi(6") is the optimal value of
the global objective function, and Hj £ H(6}) is the
optimal value of the local loss function. If data arei.i.d.,
then I'x — 0 as the number of samples grows. Other-
wise, ['k # 0 (Li et al. 2019¢). Given all aforementioned
assumptions, we next prove the convergence of our
proposed algorithm. We first assume all devices partici-
pate in each communication round (i.e., |S.| = K, for all ¢).

Theorem 1. Assume Assumptions 1-3 hold and |S| = K.
If "9 is decreasing at a rate of O (%) and nV < O(L), then,
fory, u,e >0, we have

— . L1 4 a0 0
e e Al A

where & = 8(E—1)°G2 +4LT + quT +45°1, ot m%)l"mx =
S pl(H —H)| = 1, pr(H —H;)| = [Tx|. Here, 6" = 6,

where 0 is the initial model parameter in the central server.

Remark 6. Theorem 1 shows an O(E—TZ) convergence

rate, which is similar to that obtained from Fedavg.
However, the rate is also affected by &, which contains
the degree of non-i.i.d.-ness. Under fully i.i.d. settings
where 'y =I5 = 0, we retain the typical FedaAvg for
strongly convex functions.

Next, we assume only a fraction of devices participate
in each communication round (i.e., |S;| = aK, forallc,a €
(0,1)). As per Algorithm 2, all local devices are sampled
according to the sampling probability py (Li et al. 2018).
Our theorem can similarly be extended to the scenario
where devices are sampled uniformly (i.e., with the same
probability). Recall that the aggregation strategy becomes

0.= éjzkeé}pkok (Li etal. 2019C)

Theorem 2. Assume that at each communication round,
the central server samples a fraction |S.| of devices accord-
ing to the sampling probability py. Additionally, assume
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Assumptions 1-3 hold. If n is decreasing at a rate of O(3)
and 'V < O(L), then, for y, u,€ > 0, we have

— . L1 (4E+7) —0) 2
— [ —
E{H(0c)}—H _2y+T{ 20 +(+Dl0" -0 ¢,
where T —4|GSZ‘|EZ

Remark 7. Under the partial device participation sce-

nario, the same convergence rate (’)( ) holds. The only

difference is that there is a term 7’ 4%‘|E that appears

in the upper bound. This ratio slightly impedes the con-
vergence rate when the number of sampled devices |S,|
is small.

3.2.2. Nonconvex Functions. To prove the convergence
result on nonconvex functions, we replace Assumption 1
by the following assumption.

Assumption 4. We assume Fy is L-smooth for all k € [K].
Theorem 3. Assume Assumptions 2—4 hold and |S.| = K
If n = O(%) and 1Y <O(L), then our algorithm con-
verges to a stationary point. Specifically,

. (012
E{||VH
_min_ E(IVH(8")|")

_ {201+ 212log (T + E{HO")~H"} + 281, }
—_ 4\/T 7

where

K
&, =0 ( (2L2r,< +8(E-1)LG*+10L pkai) log (T + 1)) ,

k=1
o) (t
and 0 = |§T\Zke3[0k)'

Remark 8. Our results show that GIFAIR-FL con-
verges to a stationary point at a rate of O(%).
Similar to the strongly convex setting, this convergence
rate is affected by the degree of non-i.i.d.-ness I'k.

3.3. Discussion and Limitations

We here note our theoretical results require exact com-
putation of 7. However, Algorithm 2 uses an estimate
of 7 at every communication round using the local cli-
ent loss prior to aggregation. This procedure might
generate an inexact estimate of 4, as one cannot guaran-
tee Fr(0.) = F (0((”1)'5)) at each communication round.
Here recall that 7, in Equation (2) is calculated based on
the order of Fi(0,). To guarantee an exact 7, the server
can ask clients to share the local losses evaluated at
the global parameters. Specifically, after sharing 6, to
selected local devices, those devices calculate {F;(0.)},
and send loss values back to the central server to update
r,ﬁ“ . This, however, requires more communication rounds.
One approach to remedy the limitation of GIFAIR-
FL-Global is to develop a personalized counterpart to

circumvent additional communication rounds. We will
detail this idea in the coming section.

4. GIFAIR-FL-Per: A Personalized
Model for Fairness

In this section, we slightly tailor GIFAIR-FL-Global
to a personalized fair algorithm, GIFAIR-FL-Per. While
still aiming to minimize the spread in the loss among client
groups, our proposed objective evaluates the loss at the
client-specific (i.e., personalized) solution. Formally speak-
ing, our objective function is

mmH(O 61,.. GK)é

Zpkpkw)m D {03 kea)—Li({0}es), @)

1<i<j<d

where 1
Li({0k}ken) 2 —= Z Fr(6y)
Al &
is the average loss for client group i, and >, pi6; = 0.

Remark 9. Different from (1), objective (4) achieves
fairness from the device perspective. By opt1m1z1ng
(4), we can obtain device-specific solutions {6}, that
yield small discrepancies among {L;({0}c,)}i=1- Al-
though (1) and (4) have different perspectives, their
ultimate goals are aligned with Definition 1.

Objective (4) has many notable features: (i) First,
compared with (1), the new objective function (4) eval-
uates group losses {L; }? 1 with respect to personalized
solutions {6;};_,. This formulation circumvents the
need to collect losses evaluated at the global parame-
ter and therefore requires no extra communication
rounds to calculate r; exactly. (ii) Second, the global
parameter 0= S, p6) ensures aggregation happens
at every communication round. This can safeguard
against overfitting on local devices. Otherwise, each
device will simply minimize its own local loss, with-
out communication, and obtain a small loss value. (iii)
Before discussing the third property, we first need to
present the convergence results of GIFAIR-FL-Per.

Theorem 4. Assume Assumptions 1-3 hold and |S.| = K.
If 0 is decreasing at a rate of O() and n < O(L), then, for
v, u, € >0, we have

E{H(0c (0"} | —H" < O(E—2>

where S pk()( ) =@c and H* := H(®', {O0}1,) such that
S i1 PkOr = 0°. A same convergence rate holds for the partial
device participation scenario.

Under the nonconvex condition, we have

((E—l)log (T + 1)>
The proof here follows a scheme similar to that for
GIFAIR-FL-Global. Theorem 4 implies that GIFAIR-
FL-Per drives aggregated parameter O¢ to the global

. rnUNIY
?11nTIE{||VH(0 | } <0

=y
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optimal solution 6" at a rate of (’)(E—TZ) This aggregated
parameter is obtained from taking the weighed average
of personalized solutions {GlgT)},le. This leads to a new
interpretation of GIFAIR-FL-Per: once the optimizer
reaches Oc, device k retains personalized solution Gg)
that stays in the vicinity of the global model parameter
to balance each client’s shared knowledge and unique
characteristics. One can link this idea to Ditto (Li et al.
2021), the recent state-of-the-art personalized FL algo-
rithm. Ditto allows local devices to run more steps of
SGD, subject to some constraints such that local solutions
will not move far away from the global solution. GIFAIR-
FL-Per, on the other hand, scales the magnitude of gra-
dients based on the statistical ordering of client/group
losses.

Algorithm 3 (GIFAIR-FL-Per)
Data: number of devices K, fraction a, number of
communication rounds C, number of local updates
E, SGD learning rate schedule {n®'}\_,, initial mo-
del parameter 0, regularization parameter A, initial
loss {Li}y<i<q
forc=0:(C—1) do

Select |S,| clients by sampling probability pi, and

denote by S, the indices of these clients;

Server broadcasts (0, {rﬁﬁ(({ﬂk}f;l)}k <)
Sk

forke S. do
0" = 6;
fort=cE:((c+1)E-1)do

0}({t+1) _ 0}(:)_1](” (1 n
end

end - B

Aggregation 0. = Iél_[IZkG S, 0,(((”1)’5), set =0,

Calculate L = 4 5, Fi(0(™) for all i € [d];

Set ) = 0;((”1)5) for all k€ S,. Remain 6, un-
changed otherwise; update ri“({ﬂk}f:l);
c—rc+1;

end

Return {6;}5 ;.

/| K .
pk|.}lsk| ri({ok}kzl )) VFk(off) ),

Figure 3. Example of Images from FEMNIST

ABCDE
apbc dl

Finally, we detail GIFAIR-FL-Per in Algorithm 3. In
the algorithm, 7 is defined as

rk({ok}llle) = Z Sign(Lsk({em}meA,.k)_L]’({Gm}mef\,))- )

1<j#s,<d

In other words, r is computed based on the ordering of
losses evaluated on the personalized solutions.

5. Experiments
In this section, we test GIFAIR-FL on image classifica-
tion and text prediction tasks.

We benchmark our model with the following algo-
rithms: g- FFL (Li et al. 2019a), TERM and TERM-Group
(Li et al. 2020b), FedMGDA+ (Hu et al. 2020), AFL (Mohri
et al. 2019), and FedMGDA+ (Hu et al. 2020). To the best
of our knowledge, those are the well-known current
state-of-the-art FL algorithms for fairness. We also be-
nchmark our model with Ditto (Li et al. 2021), which
is a personalized FL approach using multitask learning.

5.1. Image Classification

We start by considering a federated image classification
data set, FEMNIST (Federated Extended Modified Na-
tional Institute of Standards and Technology (MNIST)
database; Caldas et al. 2018). FEMNIST consists of images
of digits (zero to nine) and English characters (A to Z and
a to z) with 62 classes (Figure 3) written by different peo-
ple. Images are 28 by 28 pixels. All images are partitioned
and distributed to 3,550 devices by the data set creators
(Caldas et al. 2018).

5.1.1. Individual Fairness. Following the setting in Li
et al. (2018), we first sample 10 lowercase characters
(“a” through “j”) from Extended MNIST (EMNIST;
Cohen et al. 2017) and distribute five classes of images
to each device (FEMNIST-Skewed; d = 100). Each local
device has 500 images. There are 100 devices in total.
Results are reported in Table 1. Then, following the set-
ting in (Li et al. 2021), we sample 500 devices and train
models using the default data stored in each device

L.{
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Table 1. Empirical Results on FEMNIST-Skewed

Algorithm
FedAvg g-FFL TERM FedMGDA+ Ditto GIFAIR-FL-Global GIFAIR-FL-Per
a 79.2 (1.0) 84.6 (1.9) 84.2 (1.3) 85.0 (1.7) 925 (3.1) 87.9 (0.9) 93.0 (1.1)
\/ Var(a) 223 (1.1) 18.5 (1.2) 13.8 (1.0) 14.9 (1.6) 14.3 (1.0) 5.7 (0.8) 6.2 (0.9)

Note. Each experiment is repeated five times.

(FEMNIST-Original; d = 500). Results are reported in
Table 2.

5.1.2. Group Fairness. We manually divide FEMNIST
data into three groups (FEMNIST-3-Groups; d = 3). See
Table 3 for the detailed assignment. This assignment is
inspired by the statistic that most people prefer to write
in lowercase letters, but a small amount of people prefer
to write in capital letters or a mix of the two types (Jones
and Mewhort 2004). In such cases, it is important to
assure that an FL algorithm is capable of achieving sim-
ilar performance between such groups. Results are re-
ported in Table 4.

5.1.3. Implementation. For all tasks, we randomly split
the data on each local device into a 70% training set, a
10% validation set, and a 20% testing set. This is a com-
mon data splitting strategy used in many FL papers
(Chen et al. 2018, Li et al. 2018, Reddi et al. 2020). The
batch size is set to be 32. We use the tuned initial learn-
ing rate 0.1 and decay rate 0.99 for each method. During
each communication round, 10 devices are randomly
selected, and each device will run two epochs of SGD.
We use a convolutional neural network model with two
convolution layers followed by two fully connected layers.
All benchmark models are well tuned. Specifically, we
solve g-FFL withq € {0,0.001,0.01,0.1,1,2,5,10} (Lietal.
2019a) in parallel and select the best q. Here, the best g is
defined as the g value where the variance decreases the
most while the averaged testing accuracy is superior or
similar to Fedavg. This definition is borrowed from the
original g-FFL paper (Li et al. 2019a). Similarly, we train
TERM with f € {1,2,5} and select the best f (Li et al. 2020b).
For Ditto, we tune the regularization parameter Ap, €
{0.01,0.05,0.1,0.5,1,2,5}. In GIFAIR-FL, we tune the
parameter A € {0,0.1A,ar,0.2A 10, - - ., 0.8 Apax, 0.9A 0}
Here, kindly note that A, is a function of py, |As,| and d
(i.e., data dependent).

Table 2. Test Accuracy on FEMNIST-Original

5.1.4. Performance Metrics. Denote by a; the prediction
accuracy on device k. We define (1) individual-level

mean accuracy as @ := LS5 | 4 and (2) individual-level
variance as Var(a) := %Zszl (a—a)°.

5.2. Text Data

5.2.1. Individual Fairness. We train a recurrent neural
network (RNN) to predict the next character using text
data built from The Complete Works of William Shakespeare
(https:// github.com/TalwalkarLab /leaf/tree/master/
data/shakespeare). In this data set, there are about 1,129
speaking roles. Naturally, each speaking role in each
play is treated as a device. Each device stored several
text data, and those information were used to train a
RNN on each device. The data set is available on the
LEAF website (Caldas et al. 2018).

Following the setting in McMahan et al. (2017) and
Li et al. (2019a), we subsample 31 roles (d = 31). The RNN
model takes an 80-character sequence as the input and
outputs one character after two long short-term memory
layers and one densely connected layer. For FedAvg, g-
FFL, and Ditto, the best initial learning rate is 0.8 and
best decay rate is 0.95 (Li et al. 2021). We also adopt this
setting for GIFATR-FL-Global and GIFAIR-FL-Per.
The batch size is set to be 10. The number of local epochs
is fixed to be one, and all models are trained for 500
epochs. Results are reported in Table 5.

5.2.2. Group Fairness. We obtain gender information
from https: //shakespeare.folger.edu/ and group speak-
ing roles based on gender (d = 2). It is known that
the majority of characters in Shakespearean dramas are
males. Simply training a FedAvg model on this data set
will cause implicit bias toward male characters. On par
with this observation, we subsample 25 males and 10
females from The Complete Works of William Shakespeare.
Here we note that each device in the male group implicitly
has more text data. The setting of hyperparameters is same
as for individual fairness. Results are reported in Table 6.

Algorithm
FedAvg g-FFL TERM AFL Ditto GIFAIR-FL-Global GIFAIR-FL-Per
a 80.4 (1.3) 80.9 (1.1) 81.0 (1.0) 824 (1.0) 83.7 (1.9) 83.2 (0.7) 84.1 (1.2)
\/ Var(a) 11.1 (1.4) 10.6 (1.3) 10.3 (1.2) 9.85 (0.9) 10.1 (1.6) 5.2 (0.8) 4.5 (0.8)

Note. Each experiment is repeated five times.


https://github.com/TalwalkarLab/leaf/tree/master/data/shakespeare
https://github.com/TalwalkarLab/leaf/tree/master/data/shakespeare
https://shakespeare.folger.edu/
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Table 3. Data Structure of FEMNIST-3-Groups

Group Data type Number of images Number of devices
Group 1 Capital letters + digits 800 60
Group 2 Lowercase letters + digits 1,000 100
Group 3 Capital/lowercase letters + digits 600 40
Table 4. Test Accuracy on FEMNIST-3-Groups
Algorithm
TERM- GIFAIR- GIFAIR-

FedAvg g-FFL TERM FedMGDA+ Ditto Group FL-Global FL-Per
Group 1 79.72 (2.08)  81.15(1.97) 8129 (1.45)  81.03 (2.28)  82.37 (2.06) 82.01 (1.95) 83.41 (1.34) 83.96 (1.22)
Group 2 90.93 (2.35)  88.24 (2.13)  88.08 (1.09)  89.12 (1.74)  92.05 (2.00) 89.13 (1.00) 88.29 (1.22) 91.05 (1.31)
Group 3 80.21 (291)  80.93 (1.86)  81.84 (1.44) 81.33 (1.59)  83.03 (2.18) 81.75 (2.04) 84.37 (1.85) 84.98 (0.99)
Discrepancy 11.21 7.31 6.79 8.09 9.02 7.38 6.07 7.09

Notes. Each experiment is repeated five times. Discrepancy is the difference between the largest accuracy and the smallest accuracy.

Table 5. Means and Standard Deviations of Test Accuracy on Shakespeare (d = 31)

Algorithm
FedAvg g-FFL AFL Ditto GIFAIR-FL-Global GIFAIR-FL-Per
a 53.21 (0.31) 53.90 (0.30) 54.58 (0.14) 60.74 (0.42) 57.04 (0.23) 61.58 (0.14)
V/Var(a) 9.25 (6.17) 7.52 (5.10) 8.44 (5.65) 8.32 (4.77) 3.14 (1.25) 4.33 (1.25)
Note. Each experiment is repeated five times.
Table 6. Test Accuracy on Shakespeare (d = 2)
Algorithm

FedAvg g-FFL FedMGDA+ Ditto TERM-Group GIFAIR-FL-Global GIFAIR-FL-Per
Male 7295 (1.70)  67.14 (2.18)  67.07 (2.11)  74.19 (3.75) 72.87 (1.01) 67.42(0.98) 73.95 (0.59)
Female 40.39 (1.49) 43.26 (2.05) 43.85 (2.32) 45.73 (4.01) 44.31 (0.96) 52.04 (1.10) 54.88 (1.12)

Note. Each experiment is repeated five times.

5.3. Analysis of Results

Based on Tables 1, 2, 4-6, we can obtain important insights.
First, compared with other benchmark models, GIFAIR-
FL-Global and GIFAIR-FL-Per lead to significantly
more fair solutions. As shown in Tables 1, 2, and 5,
our algorithm significantly reduces the variance of test-
ing accuracy of all devices (i.e., Var(a)), while the aver-
age testing accuracy remains consistent. Second, from
Tables 4 and 6, it can be seen that GIFAIR-FL-Global
and GIFAIR-FL-Per boosted the performance of the
group with the worst testing accuracy and achieved the
smallest discrepancy. Notably, this boost did not affect
the performance of other groups. This indicates that
GIFAIR-FL-Global and GIFAIR-FL-Per are capable
of ensuring fairness among different groups while re-
taining superior or similar prediction accuracy com-
pared with existing benchmark models. Finally, we note

that GIFAIR-FL-Global sometimes achieves lower pre-
diction performance than Ditto. This is understandable,
as Ditto provides a personalized solution to each device k,
whereas our model returns only a global parameter 6. Yet,
as shown in the last column, if we use GIFAIR-FL-Per,
then the prediction performance can be significantly im-
proved without sacrificing fairness. However, even
without personalization, GIFAIR-FL-Global achi-
eves superior testing performance compared with
existing fair FL benchmark models.

5.4. Sensitivity Analysis

In this section, we use GIFAIR-FL-Global to study
the effect of the tuning parameter A € [0, A,,,) using
the Shakespeare data set. A similar conclusion holds for
GIFAIR-FL-Per, and we therefore omit it. Results are
reported in Figure 4. It can be seen that as A increases,
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Figure 4. (Color online) Sensitivity with Respect to A (Shake-
speare Data Set)
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the discrepancy between male and female groups de-
creases accordingly. However, after A passes a certain
threshold, the averaged testing accuracy of the female
group remains flat, yet the performance of the male
group significantly drops. Therefore, in practice, it is rec-
ommended to consider a moderate A value. Intuitively,
when A = 0, GIFAIR-FL becomes FedAvg. When A is

close to A, the coefficient (i.e., (1 +)\mrk>> of
Sk

devices with good performance will be close to zero, and
the updating is, therefore, impeded. A moderate A bal-
ances those two situations well. Besides this example,
we also conducted additional sensitivity analysis. Be-
cause of space limitations, we defer those results to the
online appendix.

6. Conclusion

In this paper, we propose GIFAIR-FL, a framework
that imposes group and individual fairness to FL. Ex-
periments show that GIFAIR-FL can lead to more fair
solutions compared with recent state-of-the-art fair and
personalized FL algorithms while retaining similar test-
ing performance. To the best of our knowledge, fairness
in FL is an underinvestigated area, and we hope our
work will help inspire continued exploration into fair
FL algorithms.

Also, real-life FL data sets for specific engineering or
health science applications are still scarce. This is un-
derstandable, as FL efforts have mainly focused on
mobile applications. As such, we test only on image
classification and text prediction data sets. However, as
FL is expected to infiltrate many applications, we hope
that more real-life data sets will be generated to provide
a means for model validation within different domains.
We plan to actively pursue this direction in future
research.
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