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Abstract. Despite investor interest and continued encouragement of transparency by regula-
tors, firms generally adopt a private stance and refrain from disclosing investments in cyberse-
curity countermeasures. Existing literature suggests that firms may lack sufficient incentives
to offset the potential risks of such disclosures. Thus, in the absence of clear evidence capturing
robust benefits, firms may remain disincentivized to disclose their cybersecurity investments.
Using exogenous shocks triggered by the U.S. Securities and Exchange Commission comment
letters, this study investigates one strong incentive for disclosure: improved access to capital.
We find that firms disclosing cybersecurity investments experience a significant reduction in
their cost of accessing debt and equity capital and thus in their overall cost of capital. Further,
we unravel the information intermediation process that is activated by signals sent through
cybersecurity investment disclosures and leads to subsequent easier access to capital. Specifi-
cally, we show that disclosing firms with fewer boilerplate statements, that is, more informa-
tive ones, and those with higher analyst coverage or institutional ownership reap the highest
benefits. Consistent with an information intermediation mechanism, which involves further
information discovery by intermediaries, we demonstrate that actual investments in cyberse-
curity also strengthen the link between disclosure and cost of capital. This study reveals a
robust and stable financial benefit of transparency in cybersecurity management, which trans-
cends the transitory and sentimental short-term price variation impacts. This discovery
encourages firms to proactively disclose their investments and mitigate information asymme-
tries related to their cybersecurity activities in an increasingly risky environment.
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1. Introduction

further tighten the 1‘equirements,4 highlighting the

In today’s digital economy, the threat of cyberattacks
looms large, prompting an increase in cybersecurity
spending to mitigate these risks. A recent report pro-
jects that global spending on cybersecurity products
and services will reach $212 billion in 2025, reflecting
the growing awareness and response to these threats.
Despite these significant investments, there remains a
notable gap in public disclosure about these expendi-
tures, particularly in annual reports. Although the
US. Securities and Exchange Commission (SEC)
issued guidance in 2011 and 2018 to encourage clearer
communication of cyber risks,” disclosures of cyberse-
curity investments (DCI) remain scant.” The latest 2023
SEC rules on disclosing risk management practices

ongoing scarcity of voluntary disclosures despite past
regulatory efforts. The reason for this lack of disclo-
sure might be that, in the absence of evidence showing
a tangible payoff, firms may consider nondisclosure
the safer option.

Disclosing cybersecurity investments involves unique
tradeoffs. On the one hand, several disincentives dis-
courage firms from disclosures. One significant concern
is the potential litigation risks (Cutler et al. 2019). Public
disclosures about cybersecurity strategies can expose
companies to legal challenges, especially if the disclosed
information is later used against them in lawsuits. For
instance, if a company discloses cybersecurity invest-
ments and still suffers a breach, plaintiffs could argue
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that the company’s disclosed investments were inade-
quate, leading to legal and financial repercussions.” Dis-
closures may also reveal competitive disadvantages.
Although cybersecurity investments typically reduce
cyber risks (Kwon and Johnson 2014, Angst et al. 2017),
disclosing them can invite scrutiny from stakeholders
and regulators. Stakeholders might deem the disclosed
efforts insufficient or believe that excessive investment in
cybersecurity could erode the firm’s profitability. These
stakeholders may ask about the unintended effects of the
underlying investments: is the firm in trouble or facing
undisclosed risks? Or has the firm, following industrial
fads, over-invested in cybersecurity, which could nega-
tively impact its profit margins? Without regulatory
requirements, firms may prefer not to disclose cyberse-
curity investments to avoid the potential negative reac-
tions and consequences (Bertomeu et al. 2021).

On the other hand, DCIs can, at least in theory,
carry some rewards for the firm. DClIs signal reduced
firm risks to the market, because publicly sharing
cybersecurity efforts can demonstrate a proactive
stance on risk management. This transparency can
enhance a firm’s reputation and potentially lead to a
higher market valuation, with stakeholders viewing
the firm as less risky. Additionally, disclosing cyberse-
curity investments may attract and retain customers
and suppliers who prioritize data security. Given that
data breaches can negatively impact sales (Kamiya
et al. 2021), transparency in cybersecurity efforts can
be appealing to consumers seeking companies that
actively protect their data. Moreover, anecdotal evi-
dence suggests that discretionary disclosure of cyber-
security investments may have payoffs. For example,
Moody’s Investor Service has started to incorporate
cybersecurity risks in firms’ credit ratings (Fazzini
2018). As Moody’s managing director Derek Vadala
stated (March 4, 2019), “We view cyber risk as event
risk that can have a material impact on sectors and
individual issuers.” Empirical evidence also suggests
that security breaches can affect firms’ financing
costs and market valuations (Huang and Wang 2020,
Kamiya et al. 2021).

However, the realization of rewards for signaling
DClIs is not always guaranteed. There are cases where
markets are unresponsive to data breaches (Kvochko
and Pant 2015, Foerderer and Schuetz 2022), and cer-
tain consumers prioritize convenience over data secu-
rity (Agarwal et al. 2024). The inconsistency in market
and consumer responses to security measures creates
uncertainty about the lasting rewards of disclosing
cybersecurity investments, leaving firms to question the
overall value of transparency in this area. Given the
numerous disincentives and the uncertain rewards of
disclosing cybersecurity investments, it becomes imper-
ative to investigate fundamental economic benefits that
may concretely incentivize disclosure decisions.

One aspect that can help reduce uncertainty around
the benefits of disclosure is understanding whether
and how market rewards can be realized after reveal-
ing their cybersecurity efforts. Although such disclo-
sures do not directly disclose risks, the underlying
cybersecurity investments can reduce the risk of data
breaches (Wang et al. 2013, Kwon and Johnson 2014,
Angst et al. 2017). Financial market literature indicates
that investors reward disclosure of factors that miti-
gate firm risk by lowering the cost of capital (Francis
et al. 2008, Dhaliwal et al. 2011). Because the cost of
capital reflects firms’ risk profiles, information about
investments that mitigate cyber risks should be a rele-
vant component in its determination. However, with-
out robust investigations, it remains unclear whether
and to what extent financial markets consider disclo-
sures about cybersecurity investments relevant to firm
risk and whether such disclosures actually result in a
lower cost of capital. This study intends to bring clar-
ity to this question.

Cost of capital represents the rate of return a com-
pany must achieve to justify the financial risk of its
investments and maintain its market value. It reflects
a firm’s ability to access capital and serves as the
threshold return necessary to compensate investors
(both debt holders and equity shareholders) for the
risk they assume by providing capital (Easley and
O’Hara 2004). Essentially, it serves as a benchmark for
making investment decisions. Specifically, we focus
on the cost of capital because it is closely tied to the
risk associated with a firm’s operations and capital
structure. Investors demand higher returns for greater
risks: The riskier a firm is, whether due to volatile
earnings, uncertain cash flows, high debt levels, or
operations threats, the higher its cost of capital. Both
debt and equity investors expect higher returns to
compensate for these risks, making the cost of capital a
reflection of the overall risk the firm poses to its finan-
ciers (Verrecchia 2001). Because cybersecurity invest-
ments are meant to curb operational risks, cost of
capital is a particularly relevant outcome to examine.

Beyond its relevance to cybersecurity investments,
cost of capital offers several advantages over the usu-
ally analyzed cumulative abnormal returns (CAR).
First, although CAR is often influenced by short-term
market conditions, investor sentiment, and other exter-
nal factors (Chan 2003), cost of capital is rooted in a
firm’s financial (including debt) structure. Although
useful for assessing immediate market reaction, CAR
might not provide a reliable metric for long-term deci-
sion making and therefore appears transitory for man-
agers who may need a more robust incentive to
disclose cybersecurity investments. Second, cost of
capital offers a more comprehensive view of risk as
perceived by a firm’s capital investors. Commonly
referred to as the weighted average cost of capital
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(WACC), cost of capital combines both cost of debt
and cost of equity, weighted according to the propor-
tion of each in the company’s capital structure. Debt
and equity entail different risks and costs (Marsh
1982). The cost of debt is generally lower because it is
less risky than equity (as debt holders have priority in
case of bankruptcy), and interest on debt is tax deduct-
ible, reducing the effective cost. In contrast, equity
investors request a higher return because they bear
greater risk (being last in line for claims on assets and
earnings). By accounting for both equity and debt in
the cost of capital, WACC captures the overall risk and
return expectations of a company’s financing sources,
thereby providing a more holistic view of a company’s
financing costs and risk profile.

To empirically test the impact of disclosing cyberse-
curity investments on the cost of capital, we analyze a
sample of public firms and their disclosed cybersecu-
rity investments based on SEC filings. Our sample
consists of 16,680 firm-year observations of 1,933 firms
spanning from 2006 to 2018. We find a persistent and
robust impact from DCI on the cost of equity, cost of
debt, and importantly, the overall cost of capital.
We triangulate our estimates through multiple identi-
fication strategies (instrumentation using comment
letters (CLs) issuance, Hausman-type instruments,
and a difference-in-differences (DID) estimation using
peer incidents as external shocks), along with falsifica-
tion tests, tests of mechanism, and various robustness
tests.

Turning to the mechanism underlying the key link
established above, we first theorize that because dis-
closures in periodic reports like 10-K are usually brief,
DCls act as signals that impact the cost of capital
through an information intermediation process per-
formed by intermediaries such as analysts (Healy and
Palepu 2001, Blankespoor et al. 2020). By definition,
signals are snippets of information that a firm pro-
vides to indicate its financial health, strategic direc-
tion, or future prospects, inviting analysts to pay
closer attention and investigate further (Easley and
O’Hara 2004). We theorize that DCIs capture the
attention of these information intermediaries, who
are tasked with parsing these signals and expanding
on matters discussed in periodic disclosures. These
intermediaries often have access to proprietary tools to
further understand the nature of investments made
and measures taken by the firm. As such, DCIs that
can stand out, DCIs by firms more exposed to informa-
tion intermediation, and DClIs that are better backed
by actual investments in cybersecurity are met with a
higher reduction in cost of capital. Consistent with the
theorization, we find that the impact of a firm’s DCI on
its cost of capital is greater when (a) the firm’s DClIs
stand out relative to its industry peers and its own his-
tory, (b) more analysts cover (and interpret) the firm’s

activities and the firm’s stock is traded by institutional
investors, and (c) the firm invests more substantially in
cybersecurity.

Taken together, this study unravels a unique discov-
ery beyond short-term equity-market reactions docu-
mented in prior studies (Gordon et al. 2010, Bose and
Leung 2019) and reveals several boundary conditions
that determine how disclosures of cybersecurity invest-
ment reduce firms’ perceived risks and improve their
access to capital. Our study offers fresh insights into
how signals conveyed through disclosures of cyberse-
curity investments undergo an information intermedi-
ation process, ultimately facilitating better access to
capital.

2. Theoretical Development
2.1. Cost of Capital, Risk Assessment, and
Information Asymmetry
Cost of capital is fundamental to various firm activi-
ties, including investments in growth and survival
projects, and is closely tied to firm profitability (Easley
and O’Hara 2004). Financially constrained organiza-
tions, that is, those with a high cost of capital, tend to
scale back their strategic activities (Hubbard 1998),
including their investments in research and develop-
ment (R&D; Hall and Lerner 2010). Moreover, access
to capital is critical for firm survival as financing fric-
tions can force a firm to forgo investment opportuni-
ties with a positive net present value (NPV) that it
would otherwise capitalize on (Faulkender and Peter-
sen 2012). These NPV-positive investments directly
impact firm performance.

Under the assumption of no frictions in capital mar-
kets, the supply curve for funds should be flat, yet
information asymmetries between investors and the firm
create imperfections, causing the supply curve to
slope upward (Hennessy and Whited 2007). In other
words, for investors, borrowing firms are heteroge-
neous in terms of their payback and growth ability;
that is, they are heterogeneous in terms of the invest-
ment risk they pose. For that reason, investors com-
pensate for the risks of their investment by charging a
higher premium on the capital they provide. To lower
their cost of capital, firms engage in actions that
increase transparency and reduce information asym-
metry (Verrecchia 2001, Easley and O’Hara 2004). To
this end, firms may implement high-quality accounting
standards (Barth et al. 2013) and voluntarily disclose
critical firm activities (Shroff et al. 2013). Moreover,
firms may solicit the services of business analysts to
monitor firm activities (usually at the request of invest-
ment banks).

As investors base their assessment of a borrowing
firm on its fundamental value, factors contributing
to the borrower’s business risks are of paramount
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importance in shaping investors’ perceptions of invest-
ment risk (Cheng et al. 2014). Therefore, although
transparency about potential risks is a necessary con-
dition to reduce information asymmetries in capital
markets, the conveyed information to investors should
also increase their positive evaluation of the funda-
mental value of the firm. For instance, optimism in
analysts’ forecasts has been shown to reduce the fric-
tion in accessing external financing (Bradshaw et al.
2006). More importantly, investors reduce the pre-
mium they demand in exchange for capital when
receiving information that reduces the perceived risks
for a business. The existing literature in strategic man-
agement (Sharfman and Fernando 2008) and corporate
finance (Dhaliwal et al. 2011) has been consistent in
showing that firms with reduced legal and market
risks benefit from a significantly lower cost of capital,
especially when the organizational measures in cut-
ting those risks are disclosed by the firm (Dhaliwal
et al. 2011) and externally monitored by analysts (Luo
et al. 2015).

2.2. Cybersecurity Risk and the Disclosure of
Cybersecurity Investments

Cybersecurity breaches and failures have been on the
rise, plaguing businesses with disruptions beyond
operational glitches. These events reduce trust, erode
reputation, can lead to litigation and fines, and may
force firms to engage in strategic shifts to remediate
the damage (Kamiya et al. 2021). With their extended
impact on the broader operations and survival of the
firm, cybersecurity breaches and failures pose particu-
lar risks, that is, cybersecurity risks, which can impact
the fundamental value of a firm. If financial markets,
when unprompted, do not consider—or significantly
underestimate—cybersecurity risks, then managers
will remain unmotivated to reveal such information.
The behavioral theory of the firm has amassed consid-
erable evidence (Argote and Greve 2007) suggesting
that managers often respond to problems reactively
(i.e., problematic search) rather than proactively. Also,
existing research shows that fear of increased market
scrutiny is a likely reason for nondisclosure (Marquis
et al. 2016), thereby implying that managers believe
that disclosures of cybersecurity investments can invite
unwanted scrutiny that negates the very purpose of
such disclosures.

On the other hand, the evidence tilts more heavily
toward supporting the assumption that financial mar-
kets already price cybersecurity risks. Empirical evi-
dence shows that a firm’s vulnerability to cybersecurity
risks is part of the estimation of the firm’s fundamental
value (Kamiya et al. 2021). Moreover, anecdotal evi-
dence supports the significance of cybersecurity dam-
age to a firm’s fundamental value and the subsequent
reaction by investors as is exemplified in a Standard

and Poor’s report downgrading the rating forecast of
Equifax Inc. to negative following the announcement
of its data breach in May—July 2017:

We believe the company faces meaningful costs related
to lawsuits and potential government investigations ... .
Further, we project that Equifax will see some pressure
on its operations over the next 12 to 18 months. In
particular, the company’s Global Consumer Solutions
business (13% of 2016 revenue) could see steep revenue
declines since it derives a large portion of revenues
from the U.S. consumer credit protection service.
Finally, the incident also poses reputational risk that
would have an impact on its other lines of business
albeit to a lesser extent.

As such, cybersecurity risks are under the radar of
investors, at least to some degree. If financial markets
assume that firms are vulnerable to cybersecurity risks
and price an average cybersecurity risk cost for all
firms, then firms that invest in cybersecurity protection
but do not disclose these investments may nevertheless
be overcharged by the financial markets. Therefore, it
can be argued that unless firms inform the market of
their cybersecurity preparedness, their cybersecurity
risks may remain overpriced. Empirical studies on
cybersecurity investments have documented the pre-
ventive value by examining their impact in reducing a
firm’s cybersecurity risks (Wang et al. 2013; Kwon and
Johnson 2014, 2018; Angst et al. 2017), and therefore,
these findings suggest that revealing such investments
can reduce the operational risk in the firm. The proven
preventive value of cybersecurity investments, on the
one hand, and the lack of public information on these
cybersecurity investments, on the other hand, make the
discretionary disclosure of these investments through
proper channels with investors (such as SEC filings)
instrumental in reducing information asymmetries
about firms’ ability to mitigate cybersecurity risks.
Hence, we hypothesize that disclosure of cybersecurity
investments reduces the premium that investors charge
firms for the capital they borrows. Accordingly, we
propose the following hypothesis.

Hypothesis 1. DCI is associated with a lower cost of capi-
tal for a firm.

2.3. Underlying Mechanisms

Disclosures in periodic reports such as 10-K filings
tend to be brief and lack granular detail, making them
less impactful on their own in directly influencing a
firm’s cost of capital. However, DCIs can play a signif-
icant role as signals by attracting the attention of infor-
mation intermediaries, such as financial analysts, who
have the responsibility to interpret and evaluate these
signals. As Blankespoor et al. (2020) explain, proces-
sing corporate disclosures and information intermedi-
ation incurs awareness, acquisition, and integration
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costs.® Investors may not even notice certain disclo-
sures without intermediaries discussing such informa-
tion, thus bringing awareness to the disclosures. After
noticing the disclosure, although some investors can
make judgments on their own, others need help to
integrate the new information. Acting as intermediar-
ies between the firm and the market, analysts play a
crucial role in shaping investors’ perceptions by pars-
ing these disclosures. Although the content of DCls
may seem brief at first glance, they are scrutinized by
intermediaries who access proprietary tools and pri-
vate data sources, enabling a deeper examination of
the firm’s actual investments and strategic measures.
This scrutiny provides a more nuanced understanding
of the firm’s cybersecurity efforts, and if these efforts
are verified to be robust and well executed, the capital
market can price in the reduced cyber risk, thus reduc-
ing the firm’s cost of capital.

As such, not all DCIs are created equal in their
capacity to affect the cost of capital. We expect that
those DCIs that are less standard—Iess similar to
usual and sometimes boilerplate DCIs that become
normatively part of periodic disclosures—are more
likely to yield tangible financial benefits. Also, firms
that make investments in cybersecurity, supporting
the signals sent through DCls, are more likely to see
reduced borrowing costs. This is because such firms
can signal to analysts and investors that they are
proactively managing risks related to digital security,
reducing perceived uncertainties and instilling greater
investor confidence. Ultimately, the strength of these
signals, amplified through the attention of informa-
tion intermediaries, can translate into a lower cost of
capital for firms that effectively manage their cyberse-
curity narratives.

2.3.1. Moderating Role of Disclosure Informativeness.
The existing literature already shows that even nuanced
aspects of language used in disclosures can be sensed,
interpreted, and impounded in price and risk by infor-
mation intermediaries and investors. For instance, Li
(2010) shows that qualitative narratives, such as those
found in the Management Discussion and Analysis
(MD&A) sections of 10-K filings, carry information that
complements financial data and highlights how textual
analysis of these disclosures can reveal management’s
sentiment and how it influences investor behavior.
Particularly, language dissimilarity has been shown
to be indicative (or a signal) for more profound differ-
ences across firms (or relative to the history of the
firm), therefore increasing the “informativeness” of
disclosure. Here, informativeness refers to the extent to
which a brief disclosure can stand out to catch the atten-
tion of information intermediaries. For instance, Hoberg
and Phillips (2016) develop a measure of “textual dis-
similarity” by comparing 10-K filings across firms and

find that firms with more dissimilar disclosures often
exhibit distinct business strategies and face unique risks
or opportunities that are not shared by industry peers.
This dissimilarity is used as a proxy for product differ-
entiation and firm uniqueness. Likewise, Brown and
Tucker (2011) analyze changes in the MD&A sections of
10-K filings and show that increased textual dissimilar-
ity across years is associated with the presence of new
risks or changes in business strategy. They show that
lingual differences signal a firm’s distinct response to
evolving market conditions or internal changes. Cohen
et al. (2020) argue that textual dissimilarity in corporate
disclosures often signals important differences in firm
risk or strategy. They unravel that markets sometimes
overlook these differences, leading to “lazy pricing,”
where firms with distinct risks or strategies are not
appropriately differentiated in their valuations.

In line with past literature, we argue that DClIs that
are dissimilar to those made by other firms or from a
firm’s own previous disclosure can serve as informa-
tive signals that catch the attention of information
intermediaries. This will then lead to further parsing
of information by intermediaries and enhances the
impact of DCIs on the cost of capital. Therefore, we
hypothesize the following.

Hypothesis 2. Informativeness of disclosed cybersecurity
investments strengthens the negative association between
DCI and the cost of capital.

2.3.2. Moderating Role of Analyst Coverage. As key
information intermediaries, analysts are industry experts
who follow firms’ strategic activities and publish opinion
pieces about the firms and their stocks. In doing so, they
play a critical role in gathering and interpreting informa-
tion that is relevant to a firm’s valuation (Barber et al.
2001, Bradshaw et al. 2006). Research has shown that
analysts reduce information asymmetries by operating
as “information intermediaries” that highlight disclo-
sures that may otherwise have gone unnoticed (Blanke-
spoor et al. 2020) and translate signals sent from firms
into insights that are comprehensible by investors and
significantly contribute to the returns that a firm earns
(Barber et al. 2001, Luo et al. 2015). For instance, Luo et al.
(2015) show that analysts play a critical role in helping
firms increase their returns by informing investors when
firms engage in activities that boost their corporate social
responsibility ratings.

Particularly, analysts are shown to be effective in
commenting on technological initiatives that firms
undertake. For instance, the existing literature (Benner
2010) has shown that analysts are effective in applying
institutional pressures on firms they cover to make
them conform to new technological practices, espe-
cially in the case of disruptive technological changes.
That said, not all firms are covered equally by financial
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analysts. Firms with more coverage benefit from a lower
information asymmetry. These analysts can engage in
additional due diligence by leveraging proprietary data
(Chi et al. 2024) that further verify the fundamental
value of these signals. Such due diligence include acces-
sing private reports about the firm’s actual cybersecurity
investments, as well as the subsequent vulnerability test
results that are often not public but can be accessed
upon request of analysts. As such, we expect that if an
observed negative association between DCI and the
cost of capital is due to reduced information asymme-
tries happening through information intermediation,
that association should be strengthened for firms with
more informational intermediaries (more analysts fol-
lowing the firm). Accordingly, we propose the following
hypothesis.

Hypothesis 3. Analyst coverage of a firm strengthens the
negative association between DCI and the cost of capital.

3. Empirical Design

3.1. Data and Sample

In creating our sample, we followed Gordon et al.
(2010) and obtained 10-K disclosures of public firms
from 2006 to 2018. The sample starts from 2006 when
the SEC started to publicly share CL reviews, which
we use as an instrumental variable (see Section 3.3). A
firm is retained in the sample only if all its financial
information, industry classification, and the values of
the other variables in our empirical estimation (dis-
cussed below) are available. To ensure comparability
in debt markets, our data exclude foreign firms, includ-
ing those listed in the United States as common stock
or American Depositary Receipts. Using the industry
identifications of Fama and French (1997), we further
eliminate firms in banking, insurance, and real estate,”
given that their capital structures are highly regulated
and vastly different from other industries. Prior studies
related to capital and debt raising have similarly
excluded these firms from the main sample (Billett and
Xue 2007, Bates et al. 2009, Kisgen 2009). We exclude
firm-year observations not included in Aberdeen’s
Computer Intelligence Technology Database (CITDB)®
and winsorize the data at each 1% tail, following Frank
and Shen (2016). This results in a sample of 16,680 firm-
year observations of 1,933 firms from 2006 to 2018.°
The sample firms primarily operate in manufacturing,
information, retail, wholesale trading, utilities, trans-
portation and warehousing, and healthcare.

3.1.1. Measuring the Disclosure of Cybersecurity
Investments. Following Gordon et al. (2010), we mea-
sure a firm’s DCI in year f by considering whether the
firm made such disclosure in their SEC report during
that year (zero/one dummy)." The 10-K reports for the
observations in the sample are collected from the SEC’s

Electronic Data Gathering, Analysis, and Retrieval
(EDGAR) system. The collected 10-Ks were obtained in
HTML format, and the content of each div and p tag
was then transferred to a CSV file (as separate docu-
ments in a 10-K corpus) for feature extraction. The regu-
lar text cleaning approaches, including turning to lower
cases, lemmatizing, and removal of stop words, were
done for all documents in the 10-K corpus.

Paragraphs containing a set of some general key-
words pertaining to cybersecurity (listed in Online
Appendix C) are automatically highlighted by a search
algorithm, and reports with at least one hit are then
manually inspected by two research assistants. During
this process, observations irrelevant to a cybersecurity
announcement and those pertaining to cybersecurity
but irrelevant to a cybersecurity investment (e.g., a
statement pertaining to cybersecurity risks the firm
faces but not to the investments it makes) are also
marked. Of the 1,933 sample firms, 814 firms (almost
42%) have at least one report with a confirmed DCL

3.1.2. Cost of Capital. Following existing literature
(Sharfman and Fernando 2008, Dhaliwal et al. 2011),
the main outcome variable, cost of capital (COC), is
expressed as the firm’s after-tax weighted average
cost of capital:

E D
COC = <E+D) T + (E—{-D) I”D(l — T),

where r¢ is the firm’s cost of equity (COE) capital, rp
is the firm’s cost of debt (COD) capital (retrieved from
Bloomberg Financial),'' and T is the firm’s rate of cor-
porate taxation. E and D are the market values of the
firm’s equity and debt, respectively. The notation r¢
denotes the expected return from holding the firm’s
equity (cost of equity) using a capital asset pricing
model (CAPM) (Lintner 1975):

re=1p + Bp (rm— 7F),

where rr is the risk-free rate of investment (10-year
U.S. treasury bond rate), r) is the return on the mar-
ket portfolio, and B, is the firm’s systematic risk

%W. In the main analysis, the cost of capital is

estimated for a period of 30 days starting from the
date of disclosure of the 10-K report by the firm. This
30-day period starts from the date of disclosure of the
10-K report by the firm. This postdisclosure period is
a major point of the year for markets and investors
to react to the most comprehensive and influential
periodic report that public firms release. The measure
captures these reactions through stock and bond
price variations.

3.1.3. Informativeness and Coverage. To assess the
informativeness of cybersecurity investment disclosures,



Downloaded from informs.org by [216.73.216.182] on 04 June 2026, at 09:05 . For personal use only, all rights reserved.

Havakhor, Rahman, and Zhang: Cybersecurity Investments and the Cost of Capital

Information Systems Research, Articles in Advance, pp. 1-23, © 2026 The Author(s)

7

we adopt a cosine similarity measure, following
Brown and Tucker (2011) and Cohen et al. (2020). The
measure is calculated as one minus the cosine similar-
ity between a firm’s DCI and that of its industry
benchmarks. The intuition for the measure is that the
more distinct a DCI is from its benchmark disclosures,
the more informative it is. To estimate the cosine simi-
larity between a firm’s disclosures of cybersecurity
investments and those of its benchmarks, the stop
words in the corpora of the focal firm and its bench-
mark are first removed, and all words are lemmatized.
In each corpus, the weight of each word is assigned
using term frequency-inverse document frequency
(TE-IDF), which assigns a weight to each word based
on how commonly used the word is and how fre-
quently it is used in the document. The vectors of
words in the corpus of the focal firm are then compared
with the vector of words in the corpus of each bench-
mark, and one minus the average of the cosine similar-
ity scores of the focal firm and its benchmarks is used
as a measure of informativeness. For the main measure
of informativeness, the industry benchmark includes
peer firms in the same year and in the same four-digit
Standard Industry Classification (SIC) code. We also
test for alternative measures of informativeness using
other benchmarks in the cosine similarity measure.
Following the existing literature (Bhushan 1989, He
and Tian 2013), we operationalize coverage as the natu-
ral log of (1+number of analysts covering a firm),
sourcing the raw information about the number of ana-
lysts from the Institutional Brokers” Estimate System
(IBES) database. We expect that with more financial
analysts covering a firm, its disclosure on cybersecurity
investments will be better understood by the capital
market. In a subsequent test, we also test for coverage
by analysts with domain knowledge in cybersecurity.

3.1.4. Information Technology Expenditure. Because
firms” information technology (IT) infrastructure has a
key effect in regulating cyber risks (Li et al. 2023), we
control for IT expenditure in the specification. IT expen-
diture is measured by the deflated value of IT stock
for each firm from CITDB'? and then divided by the
deflated value of annual sales (Saunders and Bryn-
jolfsson 2016, Nagle 2019). Following the existing lit-
erature, the value of IT stock is estimated by
summing the value of IT hardware and three times
the value of IT labor. The market value of IT hard-
ware is estimated by multiplying the number of PCs
and servers that a firm has by the average price of the
PC/server extracted from the Telecommunications
database of the Economist Intelligence Unit (Nagle
2019). The price indices for nonresidential computers
and peripherals provided by the Bureau of Economic
Analysis (BEA) are then used to deflate the value of
IT hardware.

The value of IT labor is estimated by multiplying
the number of IT workers in each firm (provided by
CITDB) and the average annual wage for computer
and mathematical science occupations, sourced from
the Bureau of Labor Statistics. The Employment Cost
Index for Wages and Salaries of management, profes-
sional, and related occupations at the industry level
are used to deflate the value of IT labor. The deflated
value of IT stock (deflated value of IT hardware + de-
flated value of IT labor) is then divided by annual
sales, which itself is deflated by BEA’s gross domestic
product (GDP) Price Index for gross output to mea-
sure IT expenditure.

3.1.5. General Disclosure Quality. We control general
disclosure quality in the specification because the main
instrumental variable may shift the overall disclosures
beyond DCI, which could affect the estimate of the
main effect. General disclosure quality is measured fol-
lowing Chen et al. (2015), who count nonmissing data
items in the firm’s 10-K reports as reported in COM-
PUSTAT. Particularly, the approach is based on dis-
closure quality values in the balance sheet and income
statement. To measure the disclosure quality of the
balance sheet, we rely on Chen et al.’s hierarchy of
groups (11), parent accounts (25), and subaccounts
(93). We count the number of nonmissing items in the
subaccounts of a given group and divide that by the
total number of subaccounts of that group. This ratio
is then multiplied by a weight (the sum of assets in
that balance sheet item group/the value of assets),
summed for all 11 groups, and divided by 2, to create
a balance-sheet disclosure quality that varies between
0 and 1. Similarly, for the income statement, Chen et al.
(2015) define seven groups of accounts that link with
51 subaccounts. An equal-weight average'> of non-
missing item ratios across the seven groups of income
statements makes up the disclosure quality of the
income statement. The average value of disclosure
quality of the balance sheet and the income statement
is then used as a proxy for the overall disclosure qual-
ity (Chen et al. 2015).

3.1.6. Other Controls. We control for a rich set of firm-
level variables that are frequently used as time-varying
covariates when estimating business profitability and
costs in conjunction with digital investments (Bardhan
et al. 2013, Mithas et al. 2017, Havakhor et al. 2019). In
particular, diversification is evaluated by the entropy
measure (Robins and Wiersema 1995). It is calculated
using the difference between total and unrelated diver-
sification, which in turn depends on percentages of
sales across different industries. We measure firm size
as the natural log of the number of employees in thou-
sands. Total assets (in millions of dollars) are measured
using reported data from COMPUSTAT and following
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Nagle (2019)."* R&D and advertising expenditures are
estimated using the deflated value of investments in
R&D and advertising divided by the deflated value of
the firm’s annual sales. "

Because several general noncybersecurity factors
can determine a firm'’s cost of capital, it is imperative
to isolate the effect of those factors, especially if they
are time varying. Accordingly, we include several
additional controls that the literature (Sharfman and
Fernando 2008, Luo et al. 2015) has identified as key
factors influencing the cost of capital. We include fore-
cast error, estimated as the absolute difference between
the latest analysts’ median consensus forecasts before
the earnings announcement and the firm’s actual
earnings per share divided by stock prices (Barth et al.
2001), which has been shown to increase analysts” pos-
itive recommendations. Further, we include analysts’
exposure (firm-specific experience In(1 + average num-
ber of years the firm was covered by analysts)) (Chen
and Matsumoto 2006), which enhances the quality of
analysts as information intermediaries. Both forecast
error and analysts” exposure adjust for the possible
biases in analyst coverage a firm receives.

We also control for the number of corporate social
responsibility (CSR) disclosures (the number of public
disclosures about a firm’s socially responsible activi-
ties as reported in the CSR newswire and Corporater-
egister.com) because CSR disclosures are known to
reduce the cost of capital (Dhaliwal et al. 2011) and
are associated with cyber risks (D’Arcy et al. 2020).
The inclusion of this variable is important because a
firm may have engaged in several activities to lower
its noncybersecurity risk, and without accounting for
these other risk-reducing activities, the impact of
the DCI on the cost of capital cannot be assessed.
Similarly, we follow Merkley (2014) and control for
the number of noncybersecurity disclosures (In(number
of non-cybersecurity-related sentences in the SEC
reports)), as another indicator of the disclosure of
other activities related to general firm risks.

Panel A of Table 1 presents the correlation matrix,
and panel B presents descriptive statistics for the key
variables across the entire sample as well as by treated
versus untreated firms. Specifically, the last column in
panel B reports the t-statistics comparing the means
for firms with DCI always equal to zero (1,119 firms)
and firms that have at least one observation with DCI
greater than zero (814 firms). First, the two types of
firms are different in their average COC, with firms
showing at least one DCI having a lower COC. These
comparisons also reveal that firms with no DCI have
a larger employee base and asset size but show mod-
erately lower amounts of R&D expenditure. More
importantly, both groups show insignificant differ-
ences in terms of known, general contributors to
the cost of capital, namely, forecast error, analysts’

exposure, CSR disclosure, noncybersecurity disclo-
sure, and general disclosure quality. This implies that
the significant difference in COC between the two
groups may not be explained sufficiently by known
factors contributing to COC. This provides some
model-free evidence of the importance of considering
DCI in explaining cross-firm differences in terms of

COcC.

3.2. Main Specification
To formally test our hypotheses, the main empirical
estimation is specified as follows:

Outcomey
=p-DCly + & - Coverage,, + A - Informativeness,,
+ ¢ - Coverage,, x DCly + 1+ Informativeness; x DCI
+ y - Controly + INDUSTRY_YEAR+FIRM; +¢€;, (1)

where DCI is the zero/one dummy representing dis-
closure of cybersecurity investments, subscripts i and
t denote firm 7 in year t, and € is the error term. Con-
trol is the set of control variables outlined above.
FIRM; is firm fixed effects, and INDUSTRY_YEAR
represents the industry-year fixed effect dummies. We
use the combined fixed effects to account for macro
events that may affect different industries differently.
To test the underlying mechanism (Hypotheses 2 and
3), the informativeness of disclosures (Informativeness),
the extent of analyst coverage (Coverage), and their
interactions with DCI are included in the specification
after we test the main effect without the moderators.
The main outcome variable is the cost of capital. Addi-
tionally, we test the model on the cost of equity and
cost of debt to assess its impact on the equity and debt
markets independently.

3.3. Identification Strategy

Identifying the impact of DCI on the cost of capital in
field settings presents several challenges, which our
empirical approach is specifically designed to address.
First, cybersecurity investments operate in tandem
with other IT investments that a firm makes, and
existing research shows that IT investments by a firm
can reduce information uncertainty about the firm (Jia
et al. 2020). Therefore, IT expenditure can systemati-
cally influence both investments in cybersecurity and,
subsequently, their disclosure and the firm’s cost of
capital. Hence, any empirical approach to construct-
ing an observational sample should incorporate a rea-
sonably accurate estimate of IT expenditure as an
explanatory variable when modeling variation in the
cost of capital. Consequently, we construct our sample
by focusing on firms whose IT expenditures are pro-
filed and accessible to capital markets. Although IT
rankings, such as those made by InformationWeek,



Cybersecurity Investments and the Cost of Capital

Havakhor, Rahman, and Zhang

Information Systems Research, Articles in Advance, pp. 1-23, © 2026 The Author(s)

“0, 1 ye 2duedYIUSIS [EONSIR)S 10§ SPUR)S .,

*(N) suoneAIasqo 1eak-uriy uo paseq are sonsyels Areunung “sojduresqns aanoadsar sy ur sury jo equmnu
ayy are 1N “ON dnoid [oruod oy 10§ 0192 e 395 S 31 se “A[uo dnois pajear) 3y 10§ dIe SSIUSATIPULIOJUI 10§ SOISHL)G "dINSO[ISIP OU YJIM SULIY PUE SJUSUW}SIAUL AJLINDISIAD JO SINSO[ISIP SUO JSed) Je
UM SWLIT U9dM}9q suostTedurod djerreArun pue sonsne)s Arewnuuns syussard g [oue ] ‘suonmugap [qerrea e 10y g xipuaddy auruQ 995 "9pod D[S JISIp-Imoj sures ) ur swiagy 109d s)1 pue Wiy [edoj
Ay usaMIdq [D(J JO AJLIL[IWIS SUISOD Y} SNUTW dUO s[enba ssauaarjvuLiofu] “wiiyy 9y} SULISA0D S)SATeuR [RIDURUL JO ISQUINU J) ST 28149000 "9SIMISIO 0I9Z pue Ieak JULmd oY) ur sSUry DFS Iy}
UT JUSU)SIAUT AJLINDISIDGAD SUO JSEI[ Je 9SO[ISIP SULIL JT dUO S[enbd yorym ‘sjususaAur AJLmndasIaqhd Jo amsosIp 10§ SpUels 1] 1P JO 3500 auy pue A3mba jo 300 oy jo a8eraae pajydom e st
yorym ‘reyrded Jo 3500 ay3 10§ Spueys DO "PIOq I [9AI] 2,6 AU J& JuedyIuSIs SJUSIDLFI0D UOHR[ILIOD) "SISATeUR UTeW U} UT SI[(ELIBA [[ U9dMISq SUOTR[D1I0D U} Syuasaid d[qe) SI} JO  [due "SajoN

$94°0 o 691°0 861°0 291°0 7960 Z100 8/1°0 1¥€°0 91°0 uonvofisionlq L1
GOT'T— 6£T°0 682°0 861°0 ¥4L°0 1260 450 T840 ¥2T0 ¥I2°0 Appong) aansopsiq wiouan 91
89470~ 959'T 1208 574 ¥162 TIL8 1649 G80°Z 8/L1 L66'L ainsopsi(] 42qfouoN  GT
651°0— GET'0 120°0 8€T°0 0200 I 0 0 1$1°0 0200 qSO  FI
[FANSS 86°0 i 6¥0'T STH'L 1ere £69°0 6281 6860 €91 ainsodxq spshppuy €1
101°0— 120 €00 0 6200 G/T0 8000 450 €10 1€0°0 d041g 3svo2404  T1
LLT0— €10 62070 €10 8200 GS1°0 0 0€0°0 9110 8200 aingipuadxq Supsiioopy 11
¥e1— v.T0 G800 FS1°0 TL0°0 ¥9°0 0 8900 G91°0 7800 as¥y ot
*xG1L9TH €/6'81 85°750°T 0F¥'8 687'61¢'T €98°68¢19 G991/ 66'L¥L'9 209'8 GFS'86¢'1 (suonjuu u1) sjpssy 6
wsx[LLE 891°¢ PISLI 660°€ £8€°8T ¥S6'ET 800°C 209°L1 660°¢ 8TE'1T (spuvsnoyj u) azi§ uLly 8
G80'T— €00 2900 GH0°0 0€0°0 2600 Z100 $0°0 8600 1€0°0 anppuadxdy I £
*srl 18°TT £20°0 8600 1200 2500 860°0 8000 9500 €200 900 aod 9
#xG98°6 $50°0 7800 8%0°0 S01°0 1120 9200 680°0 7500 8600 100 ¢
+s81FT 900 G800 2900 2600 SIT°0 G900 $80°0 G90°0 G800 200 ¥
1920 G980 1101 V60 'L 60T 0 660'T €880 1201 a8via00) ¢
— — — — — I €000 wo 2920 1210 ssaudoypuLiofu] g
— — — — — I 0 0 o 9120 na 1

3p-7 uornyerasp URIN uornyerAsp URIN WNWIXeIA WNWITUTA] UeIpajN UoTjRIAdD UBIN d[qerre

prepuelg piepuelg piepuelg
(#18 =N) 1=1Da (6I1'T =°N) 0=1DA (08991 = N) odwes [ng
wEOmCm&EOU IJeLIRATUN ﬁﬁm sonsnels %MGEESm ”m— ﬁwﬁmnﬁ

88T°0 €600 Z000 7500 €400— 9TL'0  $900— SIT0 €IT0 T60°0— 880°0— 980°0— ZI00— TI00— H000— 80TO uoyvofisioalq /1
7800 €ST'0— 8900 1600— €PI'0 T800— SLIO L0 180°0— 9€T0— 6SL'0— 9IT0— 0100— I¥CTO 1110 fppnd ainsopsiq [piauas 91
650°0— 8900 T1900— 60L'0 SIL'0— SET0 TLT0 190°0— 850°0— 8€0°0— I¥0'0—  TSO'0 6110 €€0°0— 24180181 49AouoN  GT
1800 6700 ¥020 1600— 1800 6€1°0 0200 SIE0 1€2°0 881°0 170°0— TL00—  SZ00 qsO ¥l
CI0—  LET'0  SOL°0 8L0°0 7800 620°0 SPL'0—  LTL'0— TIL'0— 6700 €€0°0 1100 ainsodxq spshppuy €1
6200 €FT0 TL00—  800—  0S0°0 2100 200°0 0€0°0 6200— 8400— 1200 40447 ysvaai0f  TT
1€0°0 L0T°0 T°T0 7810 8000 G000 0100 8LT°0 990°0— 65070 aangipuadxy Supsnyioopy 11
140°0 91€0 G91°0 SIT'0— 6800— TI0L'0— SST0 W00 510 asy ol
£1T0 6€1°0 LT0°0 8€0°0 150°0 £60°0 $00°0 €T 0— spssy 6
981°0 S90°0 8500 190°0 €60°0 €100 820°0— azig wil{ g
€90°0— 990°0— I€00—  6€£0°0 1200— 8600 amppuadxy I £
PIS0 68L°0 810°0 G8I'0—  PISO0-— aod 9
688°0 8000 10T0—  8ST0— 100 ¢
6€0°0 €ST0—  CITO0— 200 ¥
$100—  190°0— 282000 €
¥0T'0 mwmﬁmD:S\:xeuSN e
Dna 1

91 ol i €L 43 1 o1 6 8 Z 9 S i € 4 I dqerrep

XLIJeW UOTR[ILI0D) 1Y [due]

So1SIIL)G ATRUWIWUNG pUe SUOTIR[ALIO)) *| d|qel

‘peAsesal sIybu e ‘Ajuo esn feuosied 104 * GO:60 e ‘9202 dunc 0 Uo [28T°9TZ'€. 9T¢] Aq BIo'swiojul woly papeojumod



Downloaded from informs.org by [216.73.216.182] on 04 June 2026, at 09:05 . For personal use only, all rights reserved.

Havakhor, Rahman, and Zhang: Cybersecurity Investments and the Cost of Capital

10

Information Systems Research, Articles in Advance, pp. 1-23, © 2026 The Author(s)

are a proper source, they cover a limited set of
IT-investing firms. By contrast, market intelligence
databases, most notably CITDB, cover a broader range
of IT-investing firms and are available to capital
markets.'® In addition to IT expenditure, extensive
research has identified a host of factors that can influ-
ence the cost of capital. Although the connections
between these factors and DCI are less apparent than
those between IT expenditure and DCI, our economet-
ric models include a reasonable set of these factors.

Second, because DCI falls under managerial discre-
tion, the incidence of DCI by a firm is not randomly
determined and is potentially endogenous. Our iden-
tification strategy relies on two well-established
approaches to address this endogeneity concern. First,
and given that our sample spans a rather extensive
period of time, from 2006 to 2018, we account for firm
fixed effects; this ensures that the time-invariant omit-
ted variables are absorbed. Second, we use an instru-
mental variables approach. To do so, we searched for
relevant reasonably exogenous shocks (i.e., exogenous
to managerial discretion) that could impact DCI while
ensuring that they met the exclusion criteria. Note
that excluding the shock itself from the second stage
of the two-stage least squares (2SLS) does not intro-
duce misspecification bias.

The issuance of a CL by the SEC satisfies the criteria of
a valid instrument. Section 408 of the Sarbanes-Oxley
Act (2002) lays out several factors that trigger SEC
reviews, and disclosure of cybersecurity investments is
not one of them.'” Specifically, a CL is a dialogue
between the SEC and a firm about its disclosures. Sec-
tion 408 of the Sarbanes-Oxley Act of 2002 requires the
SEC to review U.S. listed firm filings at least once every
three years. Similar to the Internal Revenue Service’s
audit formula, the SEC does not discuss the specifics of
when and why certain firms are reviewed. If the SEC
deems that there is a potential problem that needs clarifi-
cation, a CL is issued. Roughly 20%—40% of companies
receive CLs each year (Heese et al. 2017)."® Most CLs do
not result in refilings of 10-Ks. When the issue is clari-
fied, firms receive a “no further comment” letter.

CLs are issued by the SEC as part of the “review of
disclosure filings,” such as those from the previous
years, 8-Ks, and 4Qs. Notably, before disseminating
CL reviews on EDGAR, the public is unaware of the
reviews.'” In August 2004, the SEC decided to release
all completed reviews to the public no later than 45
days after the completion of the review,” and in Jan-
uary 2012, it reduced that period to 20 business
days.”!

Although CL reviews are not triggered by DCI,
firms are required to disclose material information to
stakeholders, and activities pertinent to cybersecurity
are particularly mandated by the SEC.** The SEC’s
guidance states:

Although no existing disclosure requirement explic-
itly refers to cybersecurity risks and cyber incidents, a
number of disclosure requirements may impose an
obligation on registrants to disclose such risks and
incidents. In addition, material information regarding
cybersecurity risks and cyber incidents is required to
be disclosed when necessary in order to make other
required disclosures, in light of the circumstances
under which they are made, not misleading.

When a review is pending, alerted firms are moti-
vated to disclose more material information in public
disclosures (Duro et al. 2019). Therefore, under SEC
scrutiny, firms are motivated to voluntarily disclose var-
ious information, including information about cyberse-
curity investments, as a signal of lower cybersecurity
risk (i.e., the CL review meets the relevance requirement
for instrumental variables).

Given that CL reviews are published only upon
completion, there is a period during which managers
are motivated to improve the quality of their disclo-
sures, but capital markets are still not privy to the
review in progress (hereafter, the private review
phase). This ensures that the CL review meets the con-
ditional exogeneity requirement for instrumental vari-
ables. Therefore, our models are instrumented using
CL_Review, which equals one if the firm has a CL
review issued before a firm discloses its 10-K reports
and equals zero otherwise. The private review phase
extends to the period in which we estimate the cost of
capital (COC) (a 30-day window after the disclosure
of the 10-K report). As a result, this instrument helps
to achieve a conditional random assignment of the
treatment variable: DCL

Note that CL reviews may motivate improvements
in other aspects of the disclosure as well. Therefore, to
meet exclusion criteria and ensure unbiased estimates
in the 2SLS specification, we include a measure of gen-
eral disclosure quality (for sections of the 10-K other
than those related to DCI) as an additional covariate
in the 2SLS specifications. Beyond enhancing disclo-
sure quality and increase the likelihood of DCI, CL
reviews cannot directly influence the COC because,
during the period in which the COC is estimated, the
review remains private and unknown to capital mar-
kets. This ensures the conditional exogeneity needed
for identification, and the exclusion of the instrument
from the second stage will not result in an omitted
variable bias. In a times-to-event model (COX regres-
sion), we find that known covariates cannot predict
CL_Review (Table E.2, Online Appendix E), which
further ensures exogeneity.

Because DCI is a binary variable, we follow the
existing literature (Angrist and Pischke 2009, Chen
et al. 2021) by first estimating a probit model with DCI
as the outcome variable and CL_Review as the instru-
ment while including the remaining covariates. The
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predicted value from this probit model (denoted by
DCI) is then used as the instrument in the 2SLS proce-
dure. The predicted instrument shows strong statistical
relevance to the endogenous variables (see the stage 1
estimations in Table E.3 in Online Appendix E). To
increase the interpretability of the coefficient estimates,
all continuous variables are standardized. To ensure
the external validity of the 2S5LS, we compare firm char-
acteristics for observations with small and large resi-
duals in stage one (Bennedsen et al. 2007, Roberts and
Whited 2013) and find largely nonsignificant differ-
ences (Table E4 in Online Appendix E), suggesting
that observations strongly affected by the instrument
are ex ante similar to those less affected.

4. Results

Before discussing the findings in detail, we outline the
main and additional analyses. The main analyses uti-
lize a 2SLS with a fixed effects model to test how DCI
affects COC (Section 4.1). We verify the underlying
mechanism by testing interactions between DCI and
the informativeness of disclosure (Section 4.1), analyst
coverage (Section 4.1), cybersecurity investments (Sec-
tion 4.2.1), and institutional holdings (Section 4.2.2).
To examine the robustness of the identification, we
use three alternative instruments for DCI (Section 5.1)
and instrument analyst coverage (Section 5.2). We
also conduct placebo and falsification tests to rule out
alternative explanations for our findings (Section 5.3).
Further, we test the effect of first-time DCI under a DID
framework (Section 6.1) and conduct subsample analy-
ses for periods when firms raise capital (Section 6.2).*

4.1. Main Findings

We conduct our main analyses using a panel 2SLS
fixed effects regression.”* We first conduct univariate
analyses testing the relationships between DCI and
COC, COE, and COD (Table 2, panel A, columns 1-3,
respectively), and find a positive effect of disclosing
cybersecurity investments on reducing COC and both
of its components: COE and COD. Next, we include
firm fixed effects while excluding control variables
(Table 2, panel A, columns 4-6). We then estimate
Equation (1) with the full set of control variables.
Consistent with columns 1 and 4, column 7 of Table
2, panel A, shows that DCI significantly reduces the
cost of capital (supporting Hypothesis 1). Addition-
ally, when the cost of equity (COE) and the cost of
debt (COD) replace COC as the outcome variable,
the results remain qualitatively unchanged. The
effect size from column 1 suggests that an average
firm disclosing cybersecurity investments access cap-
ital at a rate 7.6% lower than that of its nondisclosing
counterparts.25

In Table 2, panel B, we estimate Equation (1),
including the interaction terms. The main effect of
DCI on COC persists after including the moderation
terms.”® The negative and significant coefficients of
both coveragexDCI and informativenessxDCI pro-
vide support for Hypothesis 2 and Hypothesis 3, sug-
gesting that the impact of DCI on the cost of capital is
impacted by how granular the information communi-
cated in DCI is and how well bridged a firm is to its
investors for them to parse signals sent through DCL.*
Because cybersecurity risks have generally increased
in recent years and the SEC has also released mandates
demanding more clarity related to these increased
risks, we further examine whether more recent DClIs
have a stronger effect on COC by the linear time trend
(t) as a moderator for DCI. We find that DCIs in more
recent years have a stronger effect on COC (Table 2,
panel B, columns 10-12), suggesting that cybersecurity
is becoming an increasingly important factor in capital
markets.

4.2. Further Analyzing the Underlying Mechanism
Broadly speaking, Hypothesis 2 and Hypothesis 3
clarify the boundary conditions underlying the DCIs’
impact on COC; particularly (1) the information in
DCls that can help lenders and investors calibrate their
assessment of risk and (2) the information intermediar-
ies that can help to parse signals sent through DCls.
The sections below dive deeper into the two mecha-
nisms. In sum, we explain that gauging the actual
investments in cybersecurity also helps signal lenders
and investors for better risk calibration, whereas the
degree of institutional ownership is an alternative way
of understanding how effectively the signals sent
through DClIs can be parsed.

4.2.1. Accounting for the Effect of Investment in
Cybersecurity. Our theoretical argument rests on a
signaling mechanism whereby DCI operates as a signal
that invites investors’ scrutiny of a firm’s cybersecurity
investments, leading to a reduction in information
asymmetry, a better assessment of risk, and thereby a
reduction in COC. If this causal path is valid, we
should not see a significant impact of DCI on COC
in cases where the firm does not sufficiently invest
in cybersecurity. Alternatively, a firm investing suffi-
ciently in cybersecurity but not disclose those invest-
ments in its public reports should not experience a
significant reduction in COC either. In other words, the
COC of such a firm should be comparable to the COC
of a firm without sufficient investments and no disclo-
sure of DCL To see whether this is indeed the case, we
need to quantify the extent of a firm’s investment in
cybersecurity. To this end, we utilize the new data set
that the Aberdeen Group maintains along with the
CITDB, which has been available from 2010 onward, to
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control for the impact of the presence of 14 types of
cybersecurity-related software and technologies.”® Spe-
cifically, we identified the presence of antivirus soft-
ware, network firewall, access management or identity
management software, network management software,
asset management software, primary virtual private
network (VPN) provider, security information & event
management software, archiving and backup, network
management, disaster recovery software, surveillance
security system, infrastructure as a service, storage
management or backup and recovery software, and
cloud computing. Given that the installation of these
software elements is reported at the establishment level
of a firm, cybersecurity investment is measured as the
ratio of the total number of cybersecurity technologies
installed across establishments to the total number of
establishments surveyed in that year, across the 14
aforementioned cybersecurity-related software types.

With the measure of cybersecurity investment con-
structed, we then conduct a moderation test on analyst
coverage by interacting cybersecurity investments with
DCI. Column 1 of Table 3 shows that the cost of capital
is reduced when firms disclose cybersecurity invest-
ments (consistent with the main result in Table 2), but
the effect of cybersecurity investment itself is insignifi-
cant, suggesting that, absent disclosure, a firm may not
reap cost-reduction benefits from such investments.
Moreover, the effect of disclosures is strengthened
when the cybersecurity investment level is higher. This
means that the capital market rewards firms that can
substantiate their disclosures with actual investments.
We observed comparable results for the cost of equity
and the cost of debt (columns 2 and 3 of Table 3,
respectively).

4.2.2. Institutional Holdings. The moderation test on
analyst coverage has revealed its role in strengthening
the impact of DCI on COC, which is consistent with an
information asymmetry reduction mechanism under-
lying the DCI—COC link. Although analysts play a
key role in discovering, selecting, and interpreting
information pertinent to risk, research has suggested
that institutional investors are also efficient in inter-
preting, selecting, and discovering risk-relevant infor-
mation (Akins et al. 2012). Therefore, if the information
conveyed through DCI leads to a reduction in COC,
the impact of DCI should also be stronger for firms
with a higher level of institutional holdings. Using
information from 13-f filings in the last quarter of each
year, retrieved from Thomson Reuters, we assess the
extent of the institutional holdings (IH) of each firm as
the ratio of outstanding shares owned by institutional
investors (Chen et al. 2020). IH equals one if a firm
has above-median institutional holdings and equals
zero otherwise. We include IH and IHXDCI as addi-
tional covariates in Equation (1). Results presented in

columns 4-6 of Table 3 show that IHxDCI is negative
and significant, with COC, COE, and COD as outcome
variables. This further shows that DCI serves as a
source of risk-reducing signals to capital markets
because the impact of DCI is stronger for firms whose
investors are better equipped by proxy (i.e., through
analysts) or independently (i.e., as institutional inves-
tors) to discover, select, and interpret relevant signals.

5. Robustness Checks
5.1. Alternative Instrumentation of DCI
Although CLs are an exogenous shock to DCI, they
generally modify Item 1A’s risk disclosures in 10-Ks,
thus making it important to have good control (i.e.,
general disclosure quality) for meeting the exclusion
criteria. Although we have no reason to question the
quality of this control variable widely used in the
accounting literature (or that of its alternative; see
Online Appendix H), we cannot definitively rule out
the possibility that the CL affects the cost of capital
through some unobservable channel beyond the gen-
eral disclosure quality of 10-Ks. For this reason, we
use an alternative instrumental variable to ensure the
robustness of our findings. Specifically, we focus on
the occurrence of cybersecurity incidents at another
firm in the same industry. The intuition for this instru-
ment is that firms may try to clarify the measures they
are taking to combat a cybersecurity threat that is
known and on the radar for analysts and investors.
Because this threat is posed to other firms in the same
industry (we focus on firms in the same two-digit SIC
code), it is unlikely that it will cause changes in the
disclosure of other risk factors or ways to counter
them. We collect the initial set of data breach incidents
from Privacy Rights Clearinghouse (PRC) and aug-
ment it with incidents identified through a search for
[cyber* (or cyber or security or cybersecurity) + (Breach
or hack* or incident or catastroph*)] in LexisNexis’s
industry press archives. From the set of incidents
identified, we retain only the incidents reported in
LexisNexis’s industry press archives because minor
incidents without penetration to the press sphere are
unlikely to elicit a response from analysts, investors,
and the disclosing firms. We identified 1,082 incidents
that occurred to public firms (listed in Compustat).
This sample of cybersecurity incidents is sufficient to
create an instrument (peer incident), with the value set
to one for a firm in year f if at least one of its peers
experienced a cybersecurity incident in the year pre-
ceding the 10-K report filing. The results are similar to
that of the main analyses and are presented in column
1 of Table 4.

In addition to using peer incidents, we devise two
Hausman-type instrumental variables following the
existing literature (Aral et al. 2018). Specifically, we
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Table 3. Further Tests of the Mechanism: DCI Interacted with Cybersecurity Investments and Institutional

Holdings
coc COE COD coc COE COD
Variable (1) (2) (3) (4) (5) (6)
DCI —0.109*** —0.078* —0.115%* —0.108*** —0.067** —0.138***
(0.024) (0.04) (0.022) (0.018) (0.030) (0.047)
CI —0.008 —0.009 —0.008
(0.006) (0.006) (0.006)
CI x DCI —0.055** —0.041% —0.062**
(0.025) (0.022) (0.029)
IH —0.008 —0.009 —0.008
(0.005) (0.006) (0.006)
IH x DCI —0.088** —0.132%** —0.085**
(0.04) (0.024) (0.038)
Informativeness —0.086** —0.138*** —0.081** —0.008 —0.004 —0.006
(0.038) (0.021) (0.033) (0.005) (0.004) (0.005)
Informativeness X DCI —0.049* —0.049* —0.049* —0.048* —0.050* —0.050*
(0.028) (0.026) (0.028) (0.027) (0.026) (0.03)
Coverage —0.008 —0.004 —0.006 —0.015 —0.018 —0.016
(0.005) (0.003) (0.004) (0.01) (0.016) (0.010)
Coverage x DCI —0.071** —0.049* —0.05* —0.073** —0.052* —0.052*
(0.029) (0.028) (0.026) (0.031) (0.030) (0.027)
Firm Size 0.002 0.002 0.002 0.002 0.002 0.002
(0.001) (0.002) (0.001) (0.001) (0.001) (0.001)
Assets 0.006 0.005 0.005 0.006 0.005 0.005
(0.004) (0.003) (0.003) (0.004) (0.004) (0.004)
Diversification 0.001 0.001 0.001 0.001 0.001 0.001
(0.001) (0.001) (0.001) (0.001) (0.001) (0.001)
R&D —0.127%%* —0.127%** —0.155%** —0.135%** —0.124%** —0.154%**
(0.026) (0.028) (0.035) (0.029) (0.024) (0.033)
Advertising Expenditure 0.003 0.003 0.003 0.003 0.003 0.003
(0.002) (0.002) (0.002) (0.002) (0.002) (0.002)
IT Expenditure —0.038 —0.035 —0.031 —0.035 —0.036 —0.032
(0.032) (0.022) (0.027) (0.021) (0.025) (0.02)
Forecast Error 0.004 0.005 0.005 0.004 0.005 0.005
(0.004) (0.003) (0.004) (0.002) (0.004) (0.004)
Analysts” Exposure 0.011 0.008 0.009 0.011 0.008 0.009
(0.007) (0.005) (0.008) (0.009) (0.007) (0.007)
CSR —0.177%% —0.268*** —0.272%** —0.171%* —0.267*** —0.266%**
(0.045) (0.068) (0.043) (0.035) (0.099) (0.046)
Noncyber Disclosure —0.012 —0.008 —0.008 —0.012 —0.008 —0.008
(0.007) (0.007) (0.007) (0.010) (0.007) (0.005)
General Disclosure Quality 0.094*** 0.081** 0.077*** 0.004 0.008 0.007
(0.018) (0.035) (0.012) (0.003) (0.006) (0.006)
Wald’s chi 11,533 82,999 75,748 10,745 82,143 78,091
Firm fixed effects Yes Yes Yes Yes Yes Yes
Year-industry fixed effects Yes Yes Yes Yes Yes Yes
No. of firms 1,412 1,412 1,412 1,874 1,874 1,874
Observations 11,184 11,184 11,184 16,621 16,621 16,621

Notes. This table presents cross-sectional analyses of cybersecurity investments (CI) and institutional holdings (IH). CI quantifies the
extent of a firm'’s cybersecurity investment by a count of the firm’s different cybersecurity-related software and technologies out
of the fourteen types of cybersecurity-related software and technologies identified in the Computer Intelligence Technology
Database. [H equals one if institutional holdings are above the sample median, and zero otherwise. The dependent variables are
cost of capital (COC), cost of equity (COE), and cost of debt (COD). COC is a weighted average of COE and COD. The independent
variable is disclosure of cybersecurity investments (DCI), which equals one if firms disclose at least one cybersecurity investment in
their SEC filings in the current year, and zero otherwise. DCI is instrumented using comment letter review. Coverage is the number
of financial analysts covering the firm. Informativeness equals one minus the cosine similarity of DCI between the focal firm and
its peer firms in the same four-digit SIC code. See Online Appendix B for detailed variable definitions. All continuous variables
are standardized. Standard errors are in parentheses.
** ** and *Statistical significance at the 1%, 5%, and 10% level, respectively.

consider the industry average of DCI (Ind_DCI) in
10-Ks because the institutional theory of the firm sug-
gests that firms engage in activities similar to their

peers to gain legitimacy (DiMaggio and Powell 1983).
Given the importance of cybersecurity threats, firms
are incentivized to keep up with the cybersecurity
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Table 4. Alternative Instrumental Variables

Peer Three Coverage
incident Ind_DCI Metro_Talent instruments instrumented
Variable (1) ) 3) 4) (5)
DCI —0.084*** —0.118** —0.113** —0.098*** —0.130%**
(0.021) (0.020) (0.026) (0.020) (0.025)
Informativeness —0.006 (0.005) —0.004 —0.005 —0.006 —0.005
(0.003) (0.003) (0.005) (0.004)
Informativeness x DCI —0.065* —0.038 —0.059* —0.055 —0.053*
(0.036) (0.023) (0.035) (0.036) (0.028)
Coverage —0.012 —0.014 —0.016 —0.012 —0.014
(0.009) (0.011) (0.012) (0.008) (0.011)
Coverage x DCI -0.073* —0.069** —0.056* —0.097*** —0.089**
(0.039) (0.029) (0.03) (0.036) (0.040)
Wald’s chi 16,800 12,085 12,851 15,561 13,267
Controls Yes Yes Yes Yes Yes
Firm fixed effects Yes Yes Yes Yes Yes
Year-industry fixed effects Yes Yes Yes Yes Yes
Year-Geo fixed effects No No Yes Yes No
No. of firms 1,874 2,015 2,015 1,874 1,874
Observations 16,621 24,408 24,408 16,621 16,621

Notes. This table presents analyses with alternative instrumental variables. The dependent variable is cost of capital (COC). The
independent variable is disclosure of cybersecurity investments (DCI), which equals one if firms disclose at least one cybersecurity
investment in their SEC filings in the current year, and zero otherwise. Coefficients of control variables are not reported for
brevity. In columns 1-3, DCI is instrumented using peer cybersecurity incidents, the industry average of DCI, and cybersecurity
talent in metro areas where the firm’s headquarters are located, respectively. In columns 2 and 3, the sample period is extended
from 2006-2018 to 2000-2018, due to the expanded data availability of DCI obtained from the alternative instrumental variables.
In column 4, all three instruments for DCI from columns 1-3 are included simultaneously. Sargan’s chi for model 4 is 3.35
(p=0.34), suggesting that the instruments are uncorrelated with error terms. In analyses instrumented using Metro_Talent,
models 3 and 4, we control for Geo-year fixed effects to account for macro conditions that may affect different geographic areas
differently. In column 5, coverage is instrumented using broker closures and broker mergers, following Derrien and Kecskés
(2013). See Online Appendix B for detailed variable definitions. All continuous variables are standardized. Standard errors are
in parentheses.
** ** and *Statistical significance at the 1%, 5%, and 10% level, respectively.
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investment disclosure norms in their industry. We use
two-digit SIC codes to classify industries. In operatio-
nalizing DCI for this instrument, because we are no
longer bound to CL reviews, the sample period can be
extended from 2006-2018 to 2000-2018.

Additionally, we use a proprietary data set of 70
million online resumes in the United States supple-
mented by a major online job search platform to mea-
sure the average number of professional cybersecurity
workers (Metro_Talent) recruited by other firms in the
same metro area as the focal firm’s headquarters. This
number can influence DCI as it proxies the supply of
local cybersecurity talent available to a firm if it
intends to invest in cybersecurity. Given that cyberse-
curity investments require human capital support to
succeed, the availability of local cybersecurity talent
may increase a firm’s inclination to invest in and dis-
close such investments. The cybersecurity talent of a
firm for a given year is measured by the natural log of
the sum of recruited security-related IT employees,
weighted by the number of years that each individual
was in cybersecurity-related projects/positions prior
to recruitment. Cybersecurity talent at the metro level
is then aggregated using the firm-level measure.
Online Appendix F provides further details about this

measure and the relevance of the two instruments.
Analyses using the two Hausman-type instruments
individually (columns 2 and 3 of Table 4) exhibit con-
verging results with the main analyses. We further
conduct a multi-instrument 2SLS analysis combining
peer incident, Ind_DCI, and Metro_Talent, finding con-
sistent effects (column 4, Table 4).

5.2. Instrumenting Analyst Coverage

Although our main identification strategy instruments
DCI and controls for firm fixed effects, it is possible
that a firm’s extent of coverage is endogenous. For
instance, when a firm faces a drastic reduction in the
cost of capital, investors may be motivated to seek
more scrutiny by inviting more analysts to cover the
activities of the firm. Such endogeneity of coverage in
our model may bias our estimates. To alleviate such
concerns, we use broker closures and broker mergers
as instruments that can exogenously influence the
level of analyst coverage. Following Derrien and
Kecskés (2013), we identify broker closures and broker
mergers by examining press releases related to the
brokers in the LexisNexis/Factiva database, as well as
Yearbooks released by the Securities Industry Associ-
ation. Each broker’s portfolio of firm coverage is then
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identified through records in IBES. We use these two
external shocks, broker closures, and broker mergers,
to build an instrument that reduces the extent of ana-
lyst coverage a firm might receive. A closure/merger
is set to one in the event year and to zero in the year
before or after the closure/merger. We add this instru-
ment to the other instrument in our 2SLS estimation, that
is, CL_Review. Column 5 of Table 4 reports the estimation
with this added instrument. Although DCI's coefficient
stays significant and negative (—0.130, p < 0.01), the coef-
ficient of CoveragexDCI slightly increases in magnitude
(—0.089 compared with —0.085).

5.3. Placebo and Alternative Tests

To further allay concerns over spurious trends driving
the main effect of DCI on COC, we conduct a placebo
test using false disclosures one year before the actual
DCI. Specifically, we define a dummy variable DCI_-
Placebo, which equals one if the firm has a disclosure
of cybersecurity investments in the following year
and zero otherwise. We find that DCI_Placebo has no
effect on cost of capital, cost of debt, and cost of equity
(Table 5, columns 1—3). The moderation effects of
disclosure informativeness and analyst coverage also
disappear. The noneffect of false disclosures further

Table 5. Placebo and Alternative Tests

suggests that confounding events are unlikely to have
driven the main findings.

Our theory is built on a core premise that DCI regu-
lates COC due to firms’ effectiveness in containing
cybersecurity risks, and this occurs when the disclo-
sure is communicated clearly and through sufficient
information intermediaries. An alternative explana-
tion is that disclosing cybersecurity risks, even merely
to clarify them, can also reduce information asymme-
tries for investors and consequently lead to lower
costs of capital. To explore whether this alternative
explanation fits our findings, we replace DCI with dis-
closure of cybersecurity risks (DCR). Cybersecurity
risk disclosures are sections of SEC reports where a
firm discloses the cybersecurity risks it faces without
disclosing the tangible measures taken to attenuate the
risks. DCR is a dummy variable measuring whether a
firm discloses cybersecurity risks but not cybersecurity
investments. If this alternative explanation were valid,
we would expect similar results in a model substitut-
ing DCI with DCR. Column 4 of Table 5 reports the
estimates of such a model. Notably, the coefficients
of DCR, DCR x Coverage, and DCRxInformativeness
are all statistically insignificant. This test provides evi-
dence that disclosing cybersecurity risks alone without

coc COE COD CcoC COE COD
Variable 1) 2) 3) 4) 5) 6)
DCI_Placebo —0.007 —0.003 —0.095
(0.064) 0.02) (0.102)
DCR 0.015 0.008 0.012
(0.013) (0.011) (0.032)
Informativeness —0.006 —0.006 0.006 0.006 —0.014 —0.013
(0.005) (0.005) (0.005) (0.004) (0.014) (0.015)
Informativeness x DCI_Placebo 0.005 —0.004 0.007
(0.045) (0.032) (0.035)
Informativeness x DCR —0.013 —0.002 —0.009
(0.010) (0.013) (0.011)
Coverage —0.011 —0.011 —0.012 0.008 —-0.012 —0.016
(0.007) (0.009) (0.009) (0.006) (0.052) (0.023)
Coverage x DCI_Placebo 0.015 —0.0021 0.012
(0.048) (0.039) (0.038)
Coverage x DCR —0.006 —0.000 —0.008
(0.004) (0.008) (0.012)
Wald’s chi 10,778 9,606 6,759 9,807 10,153 9,403
Controls Yes Yes Yes Yes Yes Yes
Firm fixed effects Yes Yes Yes Yes Yes Yes
Year-industry fixed effects Yes Yes Yes Yes Yes Yes
No. of firms 1,874 1,874 1,874 1,874 1,874 1,874
Observations 16,621 16,621 16,621 16,621 16,621 16,621

Notes. This table presents the results of the placebo tests. The dependent variables are cost of capital (COC), cost of
equity (COE), and cost of debt (COD), respectively. The independent variable is DCI_Placebo, which equals one if
firms disclose at least one cybersecurity investment in their SEC filings in the following year, and zero otherwise.
The independent variable is disclosure of cybersecurity investments (DCI), which equals one if firms disclose at least one
cybersecurity investment in their SEC filings in the current year, and zero otherwise. Coefficients of control variables
are not reported for brevity. All analyses are instrumented using comment letter review. See Online Appendix B for

detailed variable definitions. All continuous variables are standardized. Standard errors are in parentheses.
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corresponding disclosures of tangible cybersecurity
investments to counter these risks does not reduce
the cost of capital. Columns 5 and 6 of Table 5 report
similar estimates with COE and COD as outcome
variables. This echoes with Wang et al. (2013) that secu-
rity risk disclosure with risk mitigation themes are
received more positively in the stock market than those
without such themes.

In addition to the above analyses, we present addi-
tional robustness checks using extended samples (e.g.,
including financial firms) and various alternative mea-
sures for the key variables (Online Appendix G), as
well as alternative control variables (Online Appendix
H). The results converge qualitatively with those of
the main analyses.

6. Alternative Specification:

DID Estimation

6.1. Estimating the Impact of First-Time DCI

In an ideal experiment, one would randomly assign
firms to disclosure and nondisclosure groups and mea-
sure any changes in the cost of capital between treated
and control firms, which is not pragmatic in this context.
In a quasi-random setup, we can employ a symmetric
design to estimate the DID in the cost of capital between
disclosing and nondisclosing firms. Ideally, both treat-
ment and control firms should have no history of disclo-
sure before the treatment intervention (i.e., the disclosure
assignment). In practice, DCI is a strategic choice that
may shift year to year. In our study, we observe instances
where a disclosing firm in one year makes no disclosures
in the next year(s), disclosing firms that continue disclos-
ing until the sample period ends, and firms that switch
between disclosing and not disclosing.

The closest we can achieve in terms of emulating
the ideal experiment is to focus on the very first dis-
closure of a firm and consider it as a treatment in a
quasi-experimental setup. We must, of course, iden-
tify appropriate controls to estimate the counterfac-
tuals. Firms with prior disclosure histories but no
disclosure in the specific year of interest, ¢, are not suit-
able counterfactuals. Likewise, firms that have dis-
closed in previous years and again in the current year
are less appropriate treatment units than those disclos-
ing for the first time. Thus, a cleaner design retains
only observations of firms making their first disclosure
(Treat;=1) and identifies comparable control firms
with no prior disclosure history (Treat; = 0). Under this
design, we can rewrite Equation (1) as follows:

Outcomey; = - Treat; X Post; + - Post;; + Control;
+ FIRM; + INDUSTRY_YEAR +¢;, (2)

where the equation is a classic quasi-experimental
design with a symmetric DID specification. In this
equation, Post; is equal to one if the firm is treated

in year ¢, or if the firm is untreated in year ¢ but is
a match with a treated firm in year t. That is, a coun-
terfactual firm is picked symmetrically in the same
before and after years as the treatment group. Treat; x
Post;; provides the DID estimation. For instance, if a
firm discloses cybersecurity investments for the first
time in 2011, we measure its cost of capital in the
month after the 2011 disclosure (while the cost of capi-
tal after the 2010 disclosure is retained as the measure
of outcome in the pretreatment period), it is the treated
unit. We then find a matching firm that has zero DCI
until 2011 and measures the cost of capital for the one-
month periods after its annual report releases in 2010
and 2011. This ensures that we do a symmetric match-
ing around the treatment date (Chabé-Ferret 2015).

A classic DID estimation, such as the one above,
yields unbiased estimates for the average treatment
effect when two conditions are satisfied: (1) the trea-
ted and counterfactual observations follow similar
pretreatment trends for the outcome variable (parallel
trends assumption) and (2) the assignment to the
treatment group is reasonably random (i.e., the DID
term is reasonably exogenous). However, in corporate
policy contexts, such as disclosure transparency, orga-
nizational choices are hardly exogenous, and prior
trends in key outcomes, such as the cost of capital,
likely influence firms’ self-selection into treatment. The
existing literature on DID designs offers a plausible
solution. Particularly, Imai et al. (2023) suggest a
symmetric-date matching procedure using exact match-
ing based on historical values of the outcome variable
(historical values in t—3, t—2, and t—1; coarsened
exact matching with replacement) and then weighting
the not-treated firms based on the inverse of a propen-
sity score. The propensity score is estimated based on
the historical values of time-varying covariates (e.g., the
controls) in the following periods: t —3,t—2,and t — 1.

Given the natural variation in a sample of firms,
finding a match based on pretreatment values is not
guaranteed. Of 814 firms that were treated at some
point in our sample, we were able to find a proper
match only for 574 of them. Accordingly, our DID
sample includes pre- and posttreatment observations
for those treated firms along with the same-year
observations for their matched counterfactuals, result-
ing in 1,976 firm-year observations in 988 firms.*’

Column 1 of Table 6 presents estimates from Equa-
tion (2). The DID estimate is —0.102 (p <0.01), sup-
porting Hypothesis 1.°° The results also converge
when COE and COD replace COC as the outcome var-
iable (columns 2 and 3). Beyond strengthening causal
identification, these DID results for first-time disclo-
sure provide additional evidence on the mechanism
underlying the main effect. Specifically, first-time
disclosure are more likely to significantly reduce infor-
mation asymmetry than subsequent ones. The fact that
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Table 6. Alternative Specification: Difference-in-Differences Estimation

Heterogeneity in
treatment effect

First-time DCI

DCI when the firm

First-time DCR is raising capital

cocC COE COD cocC

COE COD CcoC COE COD COE COD
(@) (6) @) 8) ) (10) (11)

Variable 1) 2) (3) (4)
Treat X Post —0.102%*  —0.078*** —0.114*** —(0.052***
(0.005) (0.009) (0.005) (0.003)
Treat X Post —0.033***
X informativeness (0.002)
Treat X Post X coverage —0.028***
(0.004)
FDCR X Post
Post —0.013 —0.012 0.015 0.014
(0.028) (0.029) (0.076) (0.023)
Raised Debt/Equity
Wald’s chi 5,968 5,007 4,781 6,238
Controls Yes Yes Yes Yes
Firm fixed effects Yes Yes Yes Yes
Year-industry fixed Yes Yes Yes Yes
effects
No. of firms 988 976 960 988
Observations 1,976 1,948 1,920 1,976

—0.045%*  —0.063*** —0.108***  —0.121***

(0.008) (0.007) (0.009) (0.005)
—0.021***  —0.015***
(0.002) (0.002)
—0.015%*  —0.022***
(0.003) (0.003)
-0.014 -0.014 -0.015
(0.056) (0.013) (0.019)
—0.019 0.019 —0.002 0.005 0.013 0.023 0.017
(0.033) (0.088)  (0.027) (0.031) (0.022)  (0.034) (0.058)
0.218***  0.356***
(0.021) (0.042)
5,187 4,965 4233 4402 4,253 5,165 5,412
Yes Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes
976 960 1,284 1,204 1,128 292 574
1,948 1,920 2,568 2,408 2,256 624 1,348

Notes. The dependent variables are cost of capital (COC), cost of equity (COE), and cost of debt (COD). Treat equals one if a firm disclosed cybersecurity
investments at some point in the sample period, and zero otherwise. Post equals one after the first disclosure of cybersecurity investments by focal
and matched firms, and zero otherwise. Coefficients of control variables are not reported for brevity. Columns 1-3 of this table present difference-in-

differences analyses of first-time disclosure of cybersecurity investments.

Columns 4-6 present heterogeneity in the treatment effect. Columns 7-9

present alternative analyses using first-time disclosure of cybersecurity risks (FDCR) as an alternative treatment. Columns 10 and 11 present
analyses of disclosures of cybersecurity investments when the firm is raising equity and debt, respectively. The additional control (Raised Debt/
Equity) is the natural logarithm of raised debt or equity after the treatment period (see Figure 1.2 in Online Appendix I for the design). See Online
Appendix B for detailed variable definitions. All continuous variables are standardized. Standard errors are in parentheses.

*** stands for statistical significance at 1%.

first-time DCI significantly reduces COC provides addi-
tional support that the decrease in COC is due to the
decrease in information asymmetry. We can estimate
the heterogeneity of the treatment effect by interacting
the moderating factor with Treat; X Post;. Columns 4-6
show that the coefficients of Treat; x Post; X Coverage,
and Treat; x Post; X Informativeness; are both nega-
tive and statistically significant, which further supports
Hypothesis 2 and Hypothesis 3.

As a falsification exercise, we also estimate Equa-
tion (2) with an alternative treatment that indicates
firms disclosing cybersecurity risks in their SEC filings
for the first time (FDCR) without disclosing tangible
cybersecurity investments to counter the risks. Col-
umns 7-9 of Table 6 report these results. The coeffi-
cient of FDCR is —0.014 but is not statistically
significant (p > 0.10), indicating that a general disclo-
sure about cybersecurity does not effectively lower
the cost of capital for firms. The results hold when
COE and COD replace COC as the outcome.

6.2. Impact of DCI in Periods of Raising
Debt/Equity

Although the COC reflects how capital markets react

to the risks of investing in a firm and does so

regardless of whether the firm actually raises capital
in the periods for which we estimate COC (i.e., the
30-day window starting from the date of the filing of
the 10-K), it is plausible that firm risk is further scruti-
nized when the firm actually raises capital. Specifi-
cally, when firms raise equity or debt, stakeholders
will likely examine the disclosure more closely or con-
textualize it with complementary information, thereby
further reducing information asymmetry regarding
the firm’s cyber risks. Therefore, the effect of DCI on
COC will be more pronounced when firms raise
capital.

To verify this, we need a design that allows us to do
the following: first, we observe the firm’s cost of capi-
tal in period t — 1, wherein in a treatment period, the
firm discloses cybersecurity investments, and subse-
quently, in period t the firm raises capital/debt. Then,
we compare the difference in COC between treated
firms and a set of reasonable counterfactuals in the
two periods. We estimate Equation (2) in the sample
with the aforementioned characteristics. Given that
most firms in our sample disclose their cybersecurity
investments in their annual reports, a design such that
the treatment period is Q1 of year ¢, when the annual
reports for year t—1 are disclosed, would better
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capture the effect. We consider Q4 of the previous
year as the before period, whereas Q2 of the current
year is the after period.

To accommodate this design, we consider two sam-
ples, one with firm-year observations when the firm
raises equity in Q2 (SSTK from COMPUSTAT) and
one with observations when the firm raises debt in Q2
(DLTIS-DLTR from COMPUSTAT). In the first sam-
ple, the outcome variable is COE, and in the second
sample, it is COD. Control covariates are measured
at the quarterly level. Treat equals one if firms disclose
a cybersecurity investment in their annual reports
released in Q1 and equals zero otherwise. Counterfac-
tuals are found in the same way as described in the
previous section, except that a control observation is
matched based on identical treatment history for three
years (i.e.,, DCI in years t —1, t —2, and ¢ —3). Thus,
from the set of potential control observations with the
same history of DClIs in the previous three years, fol-
lowing Imai et al. (2023), weighting is assigned to
observations based on the inverse value of propensity
scores based on historical values control variables
(i.e., historical values from Q1, Q2, Q3, and Q4 of the
previous year). Post equals one for observations in the
current year Q2 and equals zero for observations in
the previous-year Q4. Figure 1.1 in Online Appendix I
depicts this design.

Columns 10 and 11 of Table 6 present the results of
these estimations. The DID estimates (Treat X Post)
show effect sizes that are significantly larger than
those in the estimates of DCI in our observational mod-
els. This is consistent with the underlying mechanism
laid out earlier. Firms’ financing needs prompt addi-
tional scrutiny from capital markets, leading investors
to parse the signals sent through DCI, which in turn
reduces information asymmetry between investors and
firms and, consequently, lowers the costs of equity and
debt.

To conclude, both the CL review (IV) and DID
approaches have respective strengths and weaknesses.
The CL review approach shocks DCI but reduces the
general disclosure quality (which we address by control-
ling the variable), whereas the DID approach provides a
clean setting, but the first-time DCI requirement and the
matching criteria naturally reduce the sample size. Nev-
ertheless, across a battery of different specifications,
results converge in both direction and magnitude.

7. Conclusions

In evaluating the effect of disclosing cybersecurity
investments, this paper moves beyond short-term
equity-market reactions (Gordon et al. 2010, Bose and
Leung 2019) and examines how such disclosures
improve firms” access to capital. This represents a fun-
damental shift in how cybersecurity disclosures are

understood and interpreted, moving the focus from
sentiment-based and often transitory effects to more
stable and substantial influences on firms’ access to
vital resources such as capital. Although market return
measures such as CAR capture both cash flow and dis-
count (risk) factor news, the cost of capital is a direct
measure of risk. Its tie with DClIs thus reveals how
capital markets view cybersecurity as a fundamental
component of public firms’ risk structure. Because the
payoff structures of debt and equity markets differ
(downside protection versus upside participation), the
cost of capital offers a more comprehensive view of
firm risks by integrating information from both the
markets. CAR can also be influenced by prior market
anticipation of disclosures and potential market over-
reaction or underreaction (Chan 2003), whereas cost of
capital is less affected by the timing and measurement
window. In short, executives rely more on the cost of
capital, which serves as a key input in valuation mod-
els like discounted cash flow analysis. A higher cost of
capital reduces the present value of future cash flows,
which decreases firm value. Managers focus on con-
trolling factors that affect firm value over time, and the
cost of capital, unlike price fluctuations due to passing
perceptions, is a core element in that equation.
Building on prior literature (Gordon et al. 2010,
Bose and Leung 2019), this study further delineates
how signals sent through periodic reports undergo a
process of information intermediation that ultimately
improve firms” access to capital. In doing so, we pro-
vide unique evidence that supports the presence of
this information intermediation process in the case of
cybersecurity investment disclosures. First, we show
that firms with more financial analyst coverage and a
higher level of institutional holdings are more likely
to benefit from disclosing cybersecurity investments.
Analysts are information intermediaries, and institu-
tional investors often possess the resources to conduct
further information discovery triggered by disclosure
signals. In addition to providing fresh evidence that
cybersecurity investment disclosures are picked up by
information intermediaries, this finding reveals the
type of firms that can reap more value from disclosing
cybersecurity investments. Importantly, we show that
informative disclosures, that is, those significantly dif-
ferent from peer disclosures and historical disclosures,
are tied to better access to capital, suggesting that
boilerplate disclosures have limited effect. This is rare
evidence regarding the limitations of boilerplate disclo-
sures, which are common in the cybersecurity domain.
Further consistent with the information intermediation
mechanism, we show the level of actual cybersecurity
investments plays a key role in converting disclosure
signals into tangible capital access benefits. This sug-
gests that disclosures are subject to additional informa-
tion discovery as part of the intermediation process,
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and that without a demonstrable commitment to cyber-
security investments, such disclosures may not yield
the expected benefits. This echoes prior studies on
stock market reactions to cyber risk disclosures with
risk-mitigation themes (Wang et al. 2013) and on the
effectiveness of substantive cybersecurity investments
in preventing data breaches (Angst et al. 2017).

Our study is not without limitations. Because our
sample consists of U.S. firms, and cybersecurity dis-
closure mandates vary across different countries, the
effect on cost of capital should be generalized with
caution. In revealing the underlying mechanism, we
have adopted analyst coverage as one of the modera-
tors. Although the number of analysts covering a firm
is observable, we do not have access to databases con-
taining analyst reports. As a result, we are unable to
perform content analysis on these reports, which lim-
its our understanding of the information intermedia-
tion process. Moreover, although the study measures
firms’ in-house IT infrastructure, many organizations
are shifting toward cloud computing, which may
attenuate the effect of cybersecurity investment disclo-
sures on capital market assessments of firm risk. With
the looming disruptions of artificial intelligence and
quantum computing on cybersecurity, future studies
will also need to account for the impact of latest tech-
nologies on cybersecurity risk. With increasing regula-
tory attention on cybersecurity, recent years have seen
the introduction of stricter disclosure requirements.
For instance, the SEC’s 2023 rule mandates “registrants
to disclose material cybersecurity incidents they experi-
ence and to disclose on an annual basis material infor-
mation regarding their cybersecurity risk management,
strategy, and governance.””' Building on voluntary
cybersecurity disclosure, future research can leverage
these regulatory changes to examine the effect of more
stringent cybersecurity disclosure requirements on
capital markets and beyond.
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Endnotes

1 See https://www.gartner.com/en/newsroom/ press-releases /2024-
08-28-gartner-forecasts-global-information-security-spending-to-grow-
15-percent-in-2025.

2G8EC guidance on cybersecurity disclosures in 2011 and 2018: https://
www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm,
https: //www.sec.gov/files/rules/interp /2018 /33-10459.pdf.

3 Online Appendix A provides an illustration of the low rate of dis-
closures of cybersecurity investments.

#2023 SEC rules on Cybersecurity Risk Management, Strategy,
Governance, and Incident Disclosure by Public Companies: https://
www.sec.gov/corpfin/secg-cybersecurity.

5 For example, Equifax faced class action lawsuits over its 2017 data
breach, with plaintiffs citing the company’s own claims of having
“strong data security”: https://natlawreview.com/article/court-
finds-cybersecurity-related-claims-sufficient-securities-class-action.

8 Awareness costs are expenses incurred by investors to monitor for
and become aware of the existence of new disclosures. Acquisition
costs are expenses related to obtaining and accessing the content of
disclosures. Integration costs are expenses associated with analyz-
ing, interpreting, and incorporating the information from disclo-
sures into investment decisions.

7 The percentage of financial firms and real estate firms excluded
relative to the total number of firms is approximately 2%.

®In matching firms with CITDB, a semiautomatic approach was fol-
lowed, where first a simple word match (after excluding “Inc.,”
“Corp.,” etc. from firm names) was conducted and exact matches
were identified. Then, the rest of the firms were manually matched
to the CITDB data set.

° This roughly translates to 8.6 observations for each firm, and
therefore the panel is not balanced. This is mainly due to a firm
being delisted (e.g., because of mergers, acquisitions, or bankrupt-
cies) or CITDB not profiling a firm in certain years.

1% The measures, citations, and data sources for each variable are
summarized in Online Appendix B.

" Online Appendix D presents evidence of the extent of variations
of the cost of debt (COD) in the sample.

2 We acknowledge that CITDB has certain limitations. McElheran
(2014) suggests that a firm’s headquarters may not be aware of IT
adoptions at the establishment level. We do not possess the proprie-
tary data on the IT purchasing authority to address this limitation.

'3 As Chen et al. (2015) explain, value-weighting nonmissing item
ratios in income statements are problematic because the operating
expense group alone accounts for about 90% of the weight when
using sales as the denominator of the weight ratio.

" Total assets are deflated by the GDP deflator for nonresidential
fixed investments and depreciated by 5%.

15 The GDP deflator for nonresidential fixed investments is used to
deflate R&D and ADV; missing values are replaced by zero, follow-
ing prior studies. The base year for all deflations is the year 2000.

16 Although we have access to CITDB from 2000 to 2018, our access to
InformationWeek 500 rankings is limited only to the 2000-2010
period. Still, it is notable that we find that 81% of the public firms
appearing in the InformationWeek 500 rankings are present in CITDB.

17 Gee https: //www.sec.gov/news/speech /2008 /spch111708wc-slides.
pdf.

18 Figure E.1 in Online Appendix E depicts the distributions of DCI
for firms with CL reviews.

19 Figure E.2 in Online Appendix E provides a timeline depiction of
the CL review process. Other figures in Online Appendix E provide
additional support regarding the validity of the instrument, particu-
larly the exclusion criteria.

20 See hitps: //www.sec.gov/news/ press/2004-89.htm.

21 See https://www.sec.gov/divisions/ corpfin/cfannouncements /
edgarcorrespondence.htm.
221n our sample, as shown in Figure E.3 of the Online Appendix E,

21% of those receiving CLs move from no DCI pre-CL to some level
of DCIL.


https://www.gartner.com/en/newsroom/press-releases/2024-08-28-gartner-forecasts-global-information-security-spending-to-grow-15-percent-in-2025
https://www.gartner.com/en/newsroom/press-releases/2024-08-28-gartner-forecasts-global-information-security-spending-to-grow-15-percent-in-2025
https://www.gartner.com/en/newsroom/press-releases/2024-08-28-gartner-forecasts-global-information-security-spending-to-grow-15-percent-in-2025
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
https://www.sec.gov/files/rules/interp/2018/33-10459.pdf
https://www.sec.gov/corpfin/secg-cybersecurity
https://www.sec.gov/corpfin/secg-cybersecurity
https://natlawreview.com/article/court-finds-cybersecurity-related-claims-sufficient-securities-class-action
https://natlawreview.com/article/court-finds-cybersecurity-related-claims-sufficient-securities-class-action
https://www.sec.gov/news/speech/2008/spch111708wc-slides.pdf
https://www.sec.gov/news/speech/2008/spch111708wc-slides.pdf
https://www.sec.gov/news/press/2004-89.htm
https://www.sec.gov/divisions/corpfin/cfannouncements/edgarcorrespondence.htm
https://www.sec.gov/divisions/corpfin/cfannouncements/edgarcorrespondence.htm
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23 We present a plethora of additional analyses in the Online
Appendices to further evaluate the robustness of our findings.

24 Main analyses without instrumentation shows a similar relation-
ship with much larger effect size (Table E.5 in Online Appendix E).

25 The standard deviations of COC and its mean in model 1’s sam-
ple are 0.065 and 0.085, respectively, and therefore firms with

DCI=1 have, on average, 0.099 (§3%2) ~ 7.6% lower COC.

28 In the Wu-Hausman’s diagnostic test for the model in column 7
of Table 2, panel B, the F-value is 47.2 (p <0.001).

27 0On average, a 1% increase in coverage will increase the effect of
DCI on the cost of capital by 0.333%. Similarly, on average, a 1%
increase in informativeness leads to a 0.011% increase in the main
effect. Given that informativeness is only observable when DCI=1,
we conducted an additional analysis where we treat DCI as the
choice variable in a Heckman selection model (Table H.5, Online
Appendix H). Notably, the inverse Mills ratio is insignificant in the
second stage, suggesting no support for the presence of selection
bias. The results reaffirms that informativeness negatively affects
COC.

28 The categorization of these software and technology items as
cybersecurity related is directly obtained from the extended installa-
tion tables provided by the Aberdeen Group.

2 Table 1.4 in Online Appendix I presents the results of models
with a set of different matching approaches.

30 Table I.1 in Online Appendix I presents a relative time estimation
confirming the parallel trends assumption, with all pretreatment
effects being insignificant and posttreatment effects showing signifi-
cance consistent with Equation (2) estimations. Figure 1.1 illustrates
the relative time DID estimate. Table L2 presents alternative DID
estimations.

31 See https: //www.sec.gov/news/press-release /2023-139.
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