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Abstract. As vital pillars for data protection in our digital age, data privacy and data secu
rity coevolve and increasingly attract the attention of researchers, practitioners, and policy
makers alike. However, both concepts tend to be studied, managed, and regulated 
separately, leaving the precise nature of their interplay underexplored. Conceptually, we 
add clarity by distinguishing and explicating three mutually enriching perspectives: (1) a 
layered view that sees data security as a prerequisite for data privacy, (2) a complementar
ity view that sees both as reinforcing each other, and (3) an emerging interference view 
that sees one as potentially undermining the other. Empirically, we demonstrate the viabil
ity of the interference view by examining an identity theft scenario. Here, attackers weap
onize individuals’ right of access to their own personal data stored by organizations 
according to Article 15 of the European General Data Protection Regulation. Originally 
intended to serve as a shield enhancing data privacy, they repurpose the regulation as a 
sword to exfiltrate others’ personal data without authorization as part of an intricate cyber
attack. Our analysis of 718 such fraudulent subject access requests distributed across three 
cases of simulated identity thefts, as well as 21 complementary in-depth expert interviews 
with data protection officers, reveals that this attack strategy can be highly effective, allow
ing attackers to gain access even to sensitive personal data such as the victims’ national 
identity card, bank account number, and consumption history. We provide deep insights 
into the characteristics, enablers, consequences, and mitigation options of this attack strat
egy and the broader interference view it illustrates. These insights have important implica
tions for our understanding of the interplay between data privacy and data security as well 
as the unintended consequences of data protection regulations.
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1. Introduction
As the digital transformation permeates our profes
sional and private lives, our personal data are increas
ingly attractive for—and vulnerable to—exploitation. 
Organizations collect an ever more extensive and 
diverse array of personal data ranging from demo
graphic to financial and behavioral data, often to mone
tize it through data-based business models (Cichy et al. 
2021). At the same time, cyberattacks on data of indivi
duals, organizations, and countries continue to grow 
exponentially and are estimated to cost the global 
economy up to $90 trillion in 2030 (World Economic 

Forum 2019). In 2022 in the United States alone, author
ities registered more than 800,000 cyberattacks with an 
economic damage amounting to more than $10 billion 
(Federal Bureau of Investigation 2022).

As vital pillars for data protection, data privacy and 
data security coevolve and attract growing attention 
among scholars, practitioners, and policymakers alike 
(Smith et al. 2011, Lowry et al. 2017, Biselli and Reuter 
2021), culminating in ambitious laws such as the Euro
pean General Data Protection Regulation (GDPR). 
Somewhat surprisingly, however, data privacy and 
data security are still often studied, managed, and 
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regulated separately (Solove and Hartzog 2022). There 
is hence a lack of understanding regarding whether and 
how data privacy and data security are conceptually 
and practically interconnected in shaping personal data 
protection. Studies variously—and often implicitly— 
assume both to be independent, one to be a part of the 
other, one to be a prerequisite for the other, or both to be 
mutually reinforcing (Belanger et al. 2002, Biselli and 
Reuter 2021).

We argue that greater conceptual clarity regarding 
the relationship between data privacy and data security 
can fuel notable progress in scholarship, practice, 
and regulation. We hence seek to shed light on the 
following research question: “How do data privacy 
and data security interrelate in shaping personal data 
protection?” In our work, we add to theory and evi
dence on data privacy and data security as two distinct, 
yet interconnected concepts by systematizing prior, 
often implicit conceptualizations of their interplay and 
providing novel evidence for an emerging alternative 
conceptualization. More specifically, we distinguish 
three mutually enriching perspectives on the interplay 
between data privacy and data security: (1) the layered 
view that sees data security as a precondition for data 
privacy; (2) the complementarity view that sees data pri
vacy and data security as mutually reinforcing; and (3) 
the emerging interference view that sees data privacy 
and data security as potentially undermining each 
other and unintentionally threatening personal data 
protection.

We provide empirical support for the interference 
view by demonstrating how efforts to increase indivi
duals’ data privacy can undermine their data security, 
when repurposed by cybercriminals as part of social 
engineering attacks, that is, cyberattacks exploiting the 
human element (Mitnick and Simon 2003). More speci
fically, we examine a scenario where attackers turn the 
European GDPR from a shield meant to foster indivi
duals’ data privacy through greater control over their 
personal data into a sword—and data security threat— 
for gaining unauthorized access to those very same 
data (Di Martino et al. 2019, Bufalieri et al. 2020). For 
this purpose, they leverage the right of access (Article 
15 GDPR) that grants European citizens (data subjects) 
the right to submit to any organization (data controller) 
affected by the GDPR a so-called subject access request 
(SAR) to gain access to any personal data stored about 
themselves. We conduct three case studies of carefully 
simulated SAR identity thefts on three victims involv
ing a total of 718 SARs across three attack waves 
and demonstrate that attackers who impersonate their 
victim and send spoofed SARs can exfiltrate sensitive 
personal data without breaching the targeted organiza
tions’ technical security measures. Having no practical 
experience in social engineering, possessing no prior 
knowledge about their victims except name and 

workplace, and bound by certain ethical and legal con
siderations, our attackers were as weak as reasonably 
assumable in a realistic scenario—meaning that just 
about anyone can replicate their attacks. Yet, even 
under these circumstances, they were able to exfiltrate 
a broad range of sensitive personal data on our three 
victims, including home address, phone numbers, util
ity bills, national identity card and bank account infor
mation, and loan financing and insurance data. Even 
relatively minor data leaks by few organizations (e.g., 
the victim’s date of birth) accumulated quickly and 
enabled the attackers to substantially improve the 
persuasiveness of their SARs, thus increasing the effec
tiveness of subsequent attacks on the same victim. 
Across the three attack waves, attackers exploited both 
organization-induced and regulation-induced leaks to 
exfiltrate similar amounts of personal data for all three 
victims, even though they differed substantially with 
regards to their privacy awareness and preferences, 
with one victim each representing a highly privacy 
aware person, an average user, and a semipublic 
figure.

Two primary contributions emerge from these find
ings. First, we contribute to research on data privacy 
and data security (Smith et al. 2011, Lowry et al. 2017, 
Biselli and Reuter 2021, Solove and Hartzog 2022) not 
only by presenting a conceptual framework on the 
interplay between both concepts—encompassing the 
layered, complementarity, and interference views—but 
also by demonstrating the viability of the so far under
explored interference view. In particular, we show that 
the GDPR and provisions to strengthen individual data 
privacy contained therein (here, the right of access 
according to Article 15 GDPR) can be weaponized to 
undermine data security, posing a substantial threat to 
individuals and the protection of their personal data. 
The interplay between data privacy and data security is 
hence not limited to one enabling (layered view) or add
ing to (complementarity view) the other. Instead, they 
might at times destructively interfere with each other 
in often unintended, yet consequential ways (interfer
ence view). Future research has much to benefit from 
conceptualizing data privacy and data security as 
closely interconnected and from explicitly accounting 
for the multifaceted nature of their interplay.

Second and building on the above, our insights add 
to the emerging, interdisciplinary literature on the unin
tended consequences of increasingly prevalent and 
powerful data protection regulations such as the GDPR, 
the California Consumer Privacy Act, or the European 
AI Act. Previous work in this stream has pointed to 
the often symbolic and compliance-oriented implemen
tation of data protection regulations within organiza
tions (Waldman 2020b) and their negative effects on 
consumers, such as decreasing consumer surplus due 
to price increases following GDPR implementation 
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(Ke and Sudhir 2023, Xu et al. 2025). Our study builds 
on these insights and shows that data privacy provi
sions within the GDPR can even be weaponized to 
undermine data security and, ultimately, the protection 
of personal data. Somewhat paradoxically, a shield 
designed to protect personal data can thus become a 
sword that facilitates the exfiltration of those data dur
ing cyberattacks. We establish a lower boundary for the 
damage potential of this novel attack vector, determine 
a set of root causes enabling it, and discuss possible 
threat mitigation options for individuals, organiza
tions, and regulators. This illustrates the practical sig
nificance of the interference view and implies that data 
privacy and data security need to be not only studied, 
but also managed and regulated in combination. Our 
insights into the underlying root causes can inform 
such efforts.

2. Conceptual Background
2.1. Data Privacy and Data Security as 

Coevolving Pillars of Data Protection
Data privacy and data security are two fundamental 
concepts in the realm of personal data protection. Each 
addresses distinct yet interconnected aspects of protect
ing personal data (Lowry et al. 2017). Data privacy 
encompasses individuals’ control over how data tied to 
their identity are gathered, stored, processed, and 
shared (Smith et al. 2011). Data security focuses on safe
guarding those data from unauthorized access and 
damage (Belanger et al. 2002), following the goals of 
confidentiality, integrity, and availability of informa
tion (von Solms and van Niekerk 2013). As the two pil
lars of data protection, data privacy and data security 
have attracted growing attention among researchers, 
practitioners, and policymakers over the last decades 
(Lowry et al. 2017).

Research on both concepts largely evolved in paral
lel. Gradually, research on the nature and predictors of 
individual privacy (Smith et al. 1996) and security 
behavior (Cram et al. 2019) was complemented with 
studies on biases and other limitations in human 
behavior that might constrain data privacy (Acquisti 
et al. 2015) and data security (D’Arcy et al. 2014). To 
better understand possible countermeasures, research 
started investigating organizational policies and prac
tices such as embracing data privacy and data security 
by design (Dehling and Sunyaev 2024), and putting 
in place dedicated units empowered to take full 
ownership of their mission (Durcikova et al. 2024). As 
organizations may face tradeoffs between protecting 
consumers’ personal data and exploiting them as part 
of their data-driven business models (Acquisti et al. 
2015), research, consumer advocates, and others have 
increasingly called for government intervention to 
ensure personal data protection by regulating data 

privacy and data security (Waldman 2020b). As a 
result, ambitious data protection regulations have 
emerged across the globe, with the European GDPR 
often seen as the current gold standard that has shaped 
the design of many other data protection laws world
wide. The GDPR equips Europeans with powerful pri
vacy rights granting greater control over how their 
personal data are collected, stored, and processed. 
These rights include the right of access (Article 15 
GDPR), the right to rectification (Article 16 GDPR), and 
the right to erasure (Article 17 GDPR). As a case in 
point, the right of access allows individuals to submit 
to any organization falling under the GDPR a SAR to 
gain access to any personal data stored about them
selves. Organizations, in turn, are required not only to 
appoint a data protection officer (DPO) but also to 
ensure that privacy rights can be exercised and that 
data security mandates stipulated in the GDPR are met.

The global influence of the GDPR and its dual 
emphasis on data privacy and data security as pillars 
for data protection have attracted substantial research 
interest especially from information systems, econom
ics, and legal scholars (Johnson 2022). Previous work in 
this interdisciplinary stream highlighted important 
beneficial effects, for instance, on consumer confidence 
in foreign digital products (Li et al. 2025) and consumer 
surplus in competitive, price-sensitive markets (Ke and 
Sudhir 2023). However, research has also started to 
uncover possible negative side effects of data protec
tion regulations such as the GDPR not only on the mar
ket level (e.g., increased market and personal data 
concentration benefiting big tech and hurting smaller 
firms; Johnson et al. 2023) and firmlevel (e.g., increased 
compliance and litigation costs; Demirer et al. 2024), 
but also on the consumer level, where robust evidence 
is particularly scarce (Johnson 2022). Here, previous 
modeling work has shown that data protection regula
tions can trigger especially firms in monopolistic and 
price-insensitive markets to increase their prices in 
such a way that overall consumer surplus decreases 
despite efforts to enhance data privacy and data secu
rity (Ke and Sudhir 2023, Xu et al. 2025). Research in 
this stream has also highlighted that organizations tend 
to implement data protection regulations in a symbolic 
and compliance-oriented rather than a substantive and 
consumer-oriented way (Waldman 2020b). As part of 
such decoupling efforts, organizations often translate 
data protection regulations and the privacy and secu
rity provisions contained therein into protocols, check
lists, and compliance trainings, rather than into 
tangible changes in product, process, and business 
model design. This issue is compounded by the fact 
that data protection professionals are often distributed 
across departments (e.g., legal and compliance depart
ment with responsibility for data privacy and informa
tion technology (IT) department with responsibility for 
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data security) and disconnected from the actual prod
uct development units (Waldman 2020b, Solove and 
Hartzog 2022). Because of these challenges, the original 
regulatory intention—namely to protect consumers 
and their personal data—risks being lost in translation, 
leaving much of the potential of data protection regula
tions unexploited (Waldman 2020b, Solove and Hart
zog 2022).

Given the close coevolution of data privacy and 
data security as pillars of personal data protection in 
research, practice, and regulation, the question of how 
the two concepts interrelate in shaping personal data 
protection moves into the foreground.

2.2. Interplay Between Data Privacy and 
Data Security

Various—often implicit—conceptualizations of the 
relationship between data privacy and data security 
coexist (Pavlou 2011, Smith et al. 2011). Specific concep
tualizations include data privacy as part of data secu
rity, data security as part of data privacy, both as two 
dimensions of the same construct, and both as clearly 
separable constructs (Biselli and Reuter 2021). The per
sisting conceptual ambiguity about the precise nature 
of the relationship between data privacy and data secu
rity is problematic in that it likely impedes advances in 
scholarship, practice, and policy alike (Belanger et al. 
2002, Biselli and Reuter 2021). We systematize this 
interplay by proposing three conceptualizations or 
views on the interaction between data privacy and data 
security,1 summarized in Table 1.

We refer to the first and still dominant conceptualiza
tion as the layered view. Here, data security is seen as a 
necessary but not sufficient precondition for data pri
vacy (Smith et al. 2011, Acquisti et al. 2016). By ensuring 
data confidentiality, integrity, and availability, data 
security establishes the foundations needed for data 
privacy to build on. Conversely, a lack of data security 
threatens data privacy and individuals’ control over 
their personal data (Cichy et al. 2021). Data security 
alone, however, is insufficient to ensure data privacy 
(Culnan and Williams 2009).

The complementarity view sees the interaction between 
data privacy and data security as mutually reinforcing 
with improvements in one likely leading to improve
ments in the other. As Solove and Hartzog (2022) put it, 
good data privacy measures strengthen data security, 
and vice versa. For example, data encryption enables 
individuals’ privacy in the form of control over their 
personal data by ensuring that they can only be 
accessed by authorized parties. Vice versa, good data 
privacy practices may boost data security: Systematiz
ing and minimizing the collection and storage of users’ 
personal data, for instance, simplifies the implementa
tion of data security measures and reduces the impact 
of a potential data breach (Solove and Hartzog 2022).

Our study adds a third conceptualization, which we 
call the interference view. This view sees data security 
and data privacy as potentially interfering with each 
other in a destructive and typically unintended manner 
with potentially far-reaching negative implications for 
personal data protection. It also captures unforeseen 
cases where one can be repurposed—with malicious 
intent—to undermine the other. As a case in point, 
there is initial evidence that data privacy rights such as 
the right to access personal data (Article 15 GDPR) can 
be weaponized for social engineering attacks to exfil
trate others’ personal data (Di Martino et al. 2019, Bufa
lieri et al. 2020). In such an attack scenario, a malicious 
actor (the attacker) pretends to be another data subject 
(the victim) and submits a fraudulent SAR in the name 
of that data subject, attempting to convince the targeted 
organization to disclose personal data. It is the viability 
of this attack strategy and the interference view it is 
representing that we will examine in detail in our 
study.

3. Methods
3.1. Case Study Design
As Lowry et al. (2017) argue, ecological validity is 
essential for research in security and privacy. We there
fore adopted a multiple case study design (Yin 2009) to 
simulate an attack that seeks to exploit Article 15 GDPR 
(the “right of access”) under real-world conditions. 

Table 1. Three Conceptualizations of the Interplay Between Data Privacy and Data Security

Layered view Complementarity view Interference view

Description Data security as necessary 
precondition for data privacy

Data security and data privacy 
as mutually reinforcing

Data security and data privacy 
as unintentionally 
compromising each other

Illustration Authentication techniques 
preventing unauthorized 
access as prerequisite for 
control over personal data

Data encryption enabling data 
privacy on the Internet; 
Structured data collection 
and storage facilitating the 
implementation of data 
security mechanisms

Right to access personal data 
being weaponized for social 
engineering attacks to 
exfiltrate personal data and 
conduct identity theft

Logic Constitutive Complementary Compromising
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More specifically, we simulated identity theft through 
weaponized SARs—impersonating the victim and 
sending illegitimate ones in their name—resembling a 
real-world attack scenario as closely as possible. This 
allowed us to study the handling of SARs by organiza
tions and to investigate the potential damage an 
attacker could cause. To understand if and how a 
victim’s data privacy characteristics affect the effective
ness of such attacks and hence derive potential mitiga
tion mechanisms for data subjects, three structurally 
distinct individuals volunteered as victims. We tasked 
a team of six attackers with gathering as much personal 
data on these victims as possible within the time frame 
and operational constraints of the case study. This 
attack was simulated in four stages, taking place from 
November 2020 until February 2021. In the first stage, 
which lasted a week, the attackers gathered initial data 
on their victims from openly available sources (e.g., 
social media). Afterward, they went through three 
iterations—roughly 33 days each—of submitting a total 
of 718 spoofed SARs and evaluating the responses.

3.1.1. Realism of the Attack Scenario. Aiming to 
understand if and what damages a real-world attacker 
could potentially cause through SAR identity theft, we 
tailored the design of our case study to replicate the 
capabilities of a realistic, yet severely constrained and 
weak, attacker to establish a lower boundary for this 
threat model. The attackers and their victims were 
strangers prior to our case study, such that the simu
lated attackers had similar knowledge constraints to 
real ones. They were allowed to freely select targeted 
organizations in analogy to a real-world attack, with 
restrictions only on the healthcare sector due to ethical 
concerns, as presented later. Because of legal and ethi
cal constraints, the attackers were not informed about 
letters mailed to the victims and had no ability to inter
cept them, which we deemed likely to be the case in a 
real identity theft scenario as well. Similarly, they had 
no access to the victims’ real email accounts or phone 
numbers at any time. Another operational constraint 
was that their frequency of interaction with organiza
tions was limited by the iterative design of our SAR 
process, which will be presented later. As this limita
tion would not exist in a real-world setting, a real 
adversary would be able to react to organizations’ 
responses more quickly and more often, likely improv
ing their success chances.

Further, also because of legal considerations, the 
attackers were not allowed to falsify documents or 
scans thereof, and could not impersonate their victims 
in phone calls (from a fake number) for identity verifi
cation. Unlike our simulated attackers, a real-world 
adversary already in the process of committing identity 
theft might not hesitate to engage in such criminal 
activities. In their study, Di Martino et al. (2019) found 

that 8 of the 15 organizations that fell for malicious 
SARs in total did so because the adversary provided an 
altered identity card. We therefore believe that a signifi
cant percentage of targeted organizations could be 
fooled by forging a (redacted) scan of the data subject’s 
passport or identity card. However, given our focus on 
simulating a highly constrained attacker, we decided to 
leave evaluating SAR identity theft with such capabili
ties as subject to future research.

Outside of the strictly regulated interactions between 
victims and attackers according to our SAR process 
presented later, there was no communication between 
the two parties and the victims took a passive role pro
viding neither assistance nor additional information to 
the attackers. To prevent biases through local hearsay, 
for example, word of the study getting out to a DPO 
prior to them receiving a fraudulent SAR, all involved 
parties agreed to keep our study secret until after it had 
concluded.

3.1.2. Legal and Ethical Considerations. A vital pillar 
for our study design was protecting the victims, the 
attackers, the organizations, and the individuals 
therein who handled our SARs. Guided by legal restric
tions and established standards for ethical research, we 
derived a set of operational constraints for our attack 
simulation. First, we required that the simulated vic
tims (data subjects) were kept informed about the state 
of the attack, retained control over their personal data, 
and were able to withdraw their consent at all times. 
The simulated attackers (data requesters) received a 
legally binding guarantee that they could not be held 
liable for their attack as long as they followed rules 
mutually agreed upon with their victims a priori. Given 
that they, by design, were unfamiliar with their victims 
prior to the simulated attack, we asked both parties to 
sign a contract outlining the case study protocol and 
establishing rules. Additionally, as doing so may vio
late German law, the attackers were prohibited from 
forging any documents, impersonating their victim in 
phone calls, or attempting to intercept postal mail for 
the purpose of identity verification.

Second, we ensured that our study causes no harm to 
the targeted organizations (data controllers). To pre
vent them from becoming liable to legal penalties 
according to the GDPR, we designed our SAR submis
sion procedure in such a way that organizations techni
cally did not transmit any data to an unauthorized 
third party, even if they would have done so in a real 
attack due to insufficiently verifying the data subject’s 
identity. We also did not report any such incidents to 
governmental data protection agencies. To prevent rep
utational damage to affected organizations, we do not 
disclose their names here nor give descriptions detailed 
enough to deduce their identity. Additionally, we took 
care to not disrupt any organization nor waste an 
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overproportional amount of organizational resources. 
For example, the total number of SARs sent to a small 
sports club would have been restricted to one across all 
attack victims, whereas a large corporation could have 
received one request for each victim. SARs to health
care professionals (e.g., local doctor’s offices) were lim
ited to a few instances to avoid overburdening their 
resources already strained by the COVID-19 pandemic.

Third, we took care to protect the individuals that 
improperly handled our attackers’ SARs from reper
cussions. From our outside perspective, we were 
unable to judge if flawed organizational policies or 
individual errors were at fault for a successful attack in 
some instances. Hence, we decided on a case-by-case 
basis to responsibly disclose vulnerabilities only if we 
were able to rule out individual error. When doing so, 
we emphasized constructive advice on improving poli
cies rather than putting blame on the individuals that 
execute them. For organizations with an external DPO, 
we chose to address our disclosure to the external 
entity rather than the appointing organization. This 
way, they could improve their SAR processes without 
being at risk for having their appointment revoked.

3.1.3. Victim Personas and Privacy Characteristics. Our 
victims were selected based on structural differences in 
their privacy characteristics. We restrict our use of identi
fying information in this paper to protect their anonym
ity, for example, by using gender-neutral pronouns.

3.1.3.1. VictimA. As a university professor, this per
son has interacted with a large number of organizations 
throughout their professional career and private life. 
Although aware of the resulting privacy implications, 
VictimA tends to disclose their real name, date of birth, 
and more when signing up on websites. They use their 
work email and phone number for many interactions 
with organizations, do not follow the principle of data 
minimization, and have little regard for recommended 
security practices such as using a password manager 
and a unique password for each account. A variety of 
key identifiers (e.g., date and place of birth) and a 
detailed CV are publicly accessible. Their research 
interests and parts of their professional network can be 
identified based on publications. VictimA has accounts 
on multiple social media platforms; however, most 
information shared on there is not publicly visible. In 
our case study, they represent a semipublic figure with 
limited privacy awareness.

3.1.3.2. VictimB. Similar to VictimA, this person uses 
nonpseudonymized data when interacting with organi
zations and does not practice data minimization. 
Hence, many organizations store VictimB’s personal 
data. As a research associate, however, they are less 
publicly exposed and have fewer key identifiers in their 

public CV. Despite being mostly private, their 
social media presences disclose some data such as age 
(implying year of birth) and a few hobbies. For our case 
study, VictimB represents an average user with some 
privacy awareness, for example, setting most social 
media private.

3.1.3.3. VictimC. Being proficient in cybersecurity and 
working as a research associate, this person is highly 
aware of their digital footprint and privacy. As such, 
they try to minimize interactions with organizations 
that require disclosing personal data. VictimC uses 
pseudonymized data for interactions with organiza
tions whenever possible and maintains multiple per
sonal email addresses for creating accounts on 
websites, for example, one email when it is necessary to 
give their real name, and a different one when using 
pseudonymized data. Further, they use random pass
words and a password manager and keep track of 
reported data breaches to react accordingly. When no 
longer interested in interacting with an organization, 
VictimC makes use of the right to erasure (Article 17 
GDPR) to force that organization to delete their per
sonal data. Their use of social media is limited to pro
fessional networks, where they take care to minimize 
disclosure of personal data. However, some details 
such as a profile picture and their higher education are 
publicly visible on social media and the website of their 
employer. Within our case study, VictimC represents a 
highly privacy aware person.

3.1.4. Initial Knowledge and Open-Source Intelli
gence. The attackers were provided with only their 
victims’ names and workplaces, reflecting a bare mini
mum set of identifying information a real-world adver
sary would possess. During the first week of the attack 
and prior to submitting any SARs, they expanded their 
knowledge through open-source intelligence (OSINT), 
that is, “intelligence that is produced from publicly 
available information” (U.S. House 109th Congress 
2006, Section 931). To this end, they scoured the vic
tims’ social media presences,2 their employers’ web
sites, newspaper archives, and more for information. 
Data validity and integrity were established by conser
vatively filtering out ambiguous findings based on a 
combination of reasonable assumptions (e.g., that a 
victim lives in a city close to their workplace) and 
cross-referencing data from multiple sources. We 
expect real-world adversaries to leverage OSINT for 
initial reconnaissance in a similar manner, given that it 
constitutes a promising yet easily and covertly accessi
ble source of information.

3.1.5. SAR Process. Our case study design was 
guided by striking a balance in the tradeoff between 
our goal of simulating a realistic attack by a malicious 
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adversary on the one hand and fulfilling the previously 
outlined legal and ethical requirements on the other 
hand. We developed an iterative process for coordinat
ing the SARs between attackers and victims, as 
depicted in Figure 1.

Before starting the first iteration of our simulated 
attack, each victim created a “fake” email account in 
their own name with a popular free email provider.3
Having the victims create an email account themselves 
helped avoid potential legal implications for organiza
tions, because any reply from organizations, including 
those leaking data without proper identity verification, 
would be received by an account that, on paper, 
belongs to the true data subject. In a real identity theft 
scenario, the attackers would have created this email 
account themselves in order to impersonate their vic
tim. A credible email address not only boosts the legiti
macy of the fraudulent SARs but also provides the 
attackers with a plausible pretext for lacking access to 
the victim’s real email, which the targeted organization 
might store and use for proof of ownership. For exam
ple, if an organization sends a password to the victim’s 
real email in response to the SAR, the attackers could 
ask for it to be sent to the victim’s “new” (fake) email 
instead, pretending to have lost access to the real 
account.

At the start of each iteration, the victims granted the 
attackers access to their fake email, but never to their 
real email accounts. This does not impact realism, as 
the attackers would have created this email account 
themselves in a real scenario and thus have full access 
to it. The attackers then had 24 hours to draft, but not 
send, SAR emails to organizations of their choosing. As 

presented in more detail later, they strategically 
selected and approached organizations in different 
ways to best fit their current knowledge about each vic
tim.4 SAR emails were authored in German or English 
and addressed to the data protection inquiry email or, 
as a fallback solution, generic customer support.

Subsequently, the victims revoked the attackers’ 
access to their fake email by changing the account pass
word. Then, they sent out the attackers’ drafts without 
being allowed to alter them. This proxied design was 
crucial to fulfilling our legal and ethical requirements 
because it ensured that all SARs were technically sub
mitted by the true data subject (the victim) rather than 
an impersonator (the attackers), eliminating potential 
legal issues for all involved parties. Further, it also 
guaranteed that the victims reaffirm their consent to 
each individual SAR being sent. The attackers had no 
access to the fake email account for the entire legally 
allowed response time of one month. Once it had 
elapsed, the victims audited all received emails and 
could prevent any personal data from reaching the 
attackers by deleting individual responses,5 in line with 
our ethical guidelines. Finally, the attackers were again 
granted access to the fake email account, analyzed all 
replies, and aggregated newly gained knowledge to be 
weaponized. They also decided if and how to follow 
up on authentication requests by DPOs and prepared a 
list of new organizations to contact in the next iteration.

3.1.6. Use of Social Engineering. Social engineering 
refers to exploiting the human element for cyberattacks 
(Mitnick and Simon 2003). It is commonly studied in 
the context of phishing (Williams et al. 2018), which 

Figure 1. SAR Process of the Case Study 

Gladis et al.: How Data Privacy Can Undermine Data Security 
Information Systems Research, Articles in Advance, pp. 1–18, © 2026 The Author(s) 7 

D
ow

nl
oa

de
d 

fr
om

 in
fo

rm
s.

or
g 

by
 [

21
6.

73
.2

16
.1

98
] 

on
 2

2 
Ju

ne
 2

02
6,

 a
t 0

0:
23

 . 
Fo

r 
pe

rs
on

al
 u

se
 o

nl
y,

 a
ll 

ri
gh

ts
 r

es
er

ve
d.

 



exhibits many similarities to our fraudulent SARs. Rec
ognizing this, our attackers read up on the basics to pre
pare for interacting with DPOs, given that they had no 
experience in social engineering. They formulated 
SARs using techniques shown to boost phishing sus
ceptibility such as credible impersonation (Algarni et al. 
2017), contextualization (Goel et al. 2017), and influence 
techniques (Cialdini 2009, Wright et al. 2014). For exam
ple, they emphasized the mandatory response within 
one month to instill a sense of authority and urgency, 
hoping that the resulting susceptibility to phishing also 
applies to our scenario (Williams et al. 2018).

3.2. Data Collection
Our data sample comprehensively depicts the entire 
chronology of the simulated attacks, comprising 718 
SARs submitted by the attackers in total. Throughout 
the study, we systematically recorded the attackers’ 
strategies, including their reasoning for choosing them, 
as well as how organizations reacted to submitted 
SARs. In three focus group interviews (one prior to 
each iteration), we acquired reports about the attackers’ 
initial OSINT findings and their discussions regarding 
attack strategy, target selection, and development of 
highly targeted SARs sent to specific organizations. 
Further, we recorded all communication with organiza
tions (e.g., received emails and letters) with detailed 
metadata such as request and response timestamps, 
recipient (e.g., a response sent to the victim’s true email 
rather than the fake one) and whether an external DPO 
handled the request.

3.3. Data Analysis
We analyzed our data sample in a three-stage process. 
First, we focused on the individual victims as isolated 
cases in a within-case analysis. We investigated what 
data were leaked by organizations and how, as well as 
especially effective attack strategies and key challenges 
for the attackers. Second, a comparison of the three 
cases in a cross-case analysis yielded common patterns 
in organizations’ SAR processing. We also examined 
the effect of our victims’ distinct privacy characteristics 
on the attack by contrasting scope and sensitivity of 
leaked personal data acquired by the attackers. Third, 
we conducted an in-depth root cause analysis to reveal 
the enablers of such attacks.

3.4. Supplemental Expert Interviews with DPOs
We enriched our case study with 21 in-depth expert 
interviews with DPOs of organizations targeted by our 
attackers and beyond.6 They were conducted after the 
simulated attack had concluded and comprised a total 
interview duration of over 15 hours, resulting in more 
than 250 pages of transcripts for qualitative analysis. 
We selected a broad sample of interview partners to 
cover different industries and organizations of different 

sizes. In contrast to our case study that approaches SAR 
identity theft from the attackers’ perspective, these 
complementary interviews provided valuable insights 
from the receiving end of such attacks, allowing us to 
assume a more complete perspective in our analyses.

4. Results
According to our three-stage data analysis, we present 
our findings in three parts. First, an isolated analysis of 
how the three victims were attacked reveals successful 
data leaks and attack strategies. We then compare the 
three cases to identify common behavior by organiza
tions and to investigate the impact of our victims’ pri
vacy characteristics on data leaked to the attackers. 
Finally, we enrich these insights with expert interviews 
and an inspection of the GDPR to unveil and systema
tize the underlying root causes enabling our attack.

4.1. Within-Case Analysis
Starting with varying levels of OSINT knowledge about 
their victims, our attackers tailored different strategies 
for the first iteration and adapted them after each itera
tion to account for newly acquired and now weaponiz
able information. We will present their approaches, 
successful attacks resulting in important data leaks, and 
other notable incidents in an anecdotal manner on a 
case-by-case basis.7

4.1.1. VictimA. Prior to the first iteration of our case 
study, the attackers had already collected some key 
data commonly used for weak forms of knowledge- 
based authentication about VictimA through OSINT, 
such as date and place of birth, as well as a likely home 
address. Through educated guesses based on the 
aggregated data sources, in particular the victim’s pub
lic CV, they were able to reconstruct a coarse timeline 
of places that VictimA had lived in since birth.

4.1.1.1. First Iteration. Utilizing this a priori knowl
edge, the attackers decided to pursue a dual-track strat
egy, submitting SARs to a total of 118 organizations in 
the first iteration.

On the one hand, they submitted highly targeted 
SARs to select organizations that were known to store 
data about VictimA (e.g., the former school) or were 
likely to do so (e.g., sports clubs matching hobbies in 
cities they have likely lived in). When approaching the 
victim’s former school, for example, our attackers 
weaponized data from VictimA’s public CV, summa
rizing their professional career and referencing the year 
of graduation to convey legitimacy by disclosing 
supposedly nonpublic knowledge. Additionally, they 
plausibly contextualized the SAR with an academic 
research project on the GDPR, which—ironically—was 
not far from the truth. This proved successful, yielding 
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our attackers scanned documents containing sensitive 
data from VictimA’s childhood, such as their parents’ 
names and address, their religion, and the name of their 
primary school. Any of these could have been 
requested for proof of identity, which would have ren
dered the attack unsuccessful.

On the other hand, the attackers picked industries 
that almost everyone interacts with but that also have 
relatively few key players, such as airlines or insur
ances operating in Germany, and sent a generic SAR to 
all organizations within. Because the GDPR mandates a 
SAR response even if the requester is unknown to the 
organization, the attackers hoped to find out which 
organizations store data on VictimA by principle of 
exclusion—if all organizations except one reply that 
they store no data, it is highly likely that this one orga
nization does. Through such “organization enumera
tion attacks,” the attackers acquired knowledge that 
helped them narrow down the scope of subsequent 
efforts, without necessarily being able to fulfill identity 
verification requests by the organization yet.

With this dual-track strategy, the attackers caused 
four significant data leaks already during the first itera
tion. The knowledge acquired this way confirmed pre
vious assumptions on key information usable for proof 
of identity in subsequent iterations, such as VictimA’s 
current home address. They also gathered new key 
identifiers such as a private email address used by the 
victim and learned a variety of organization-specific 
information (e.g., customer numbers). Although poten
tially useful to a real-world adversary engaging in 
further attacks beyond submitting SARs, organization- 
specific data were of little use to our attackers as they 
could not be weaponized against other organizations.

4.1.1.2. Second Iteration. Having exhausted all orga
nizations they knew to store data on VictimA, the 
attackers focused on educated guesses to target 126 new 
organizations. Among others, they succeeded in exfil
trating personal data from a multinational conglomerate 
in the furniture industry, a multinational car rental com
pany, a comparison shopping website, and multiple sci
entific publishers. In addition to organization-specific 
data such as customer numbers or purchase histories, 
they acquired more key identifiers including VictimA’s 
private mobile phone number, former home address, 
national identity card and driver’s license numbers, and 
a personal bank account number.

Further, they gained some insights into the victim’s 
insurances and a building loan, presumably for their 
current home. This was caused by flaws in how the 
organization secured the data exchange with the 
requester, allowing the attackers to access names, but 
not contents, of files sent in the SAR reply. These file 
names, however, contained relevant metadata such as 
dates and descriptions of individual insurance policies 

or loan financing plans, for example, “20170821_ 
lifeinsurance_contract.pdf.”

4.1.1.3. Third Iteration. The attackers decided to 
leverage newly gained knowledge to target a total of 54 
more specialized organizations, for example, govern
ment agencies from the victim’s hometown, a winery, 
and a lottery. Despite some of them storing data on Vic
timA, no further leaks were achieved.

4.1.2. VictimB. In the case of VictimB, the attackers 
were unable to find certain key data commonly used 
for proof of identity, such as date and place of birth or 
home address, through OSINT.

4.1.2.1. First Iteration. Afraid of being unable to fulfill 
a potential request for proof of identity due to their lim
ited knowledge, the attackers decided to not immedi
ately contact the victim’s former school (as known from 
a public CV) in the first iteration. Instead, because their 
knowledge was mostly related to the victim’s profes
sional career, they decided to focus on submitting 
SARs to 26 organizations that they deemed likely to 
have had interactions with a person from VictimB’s 
line of work. For example, they contacted select Euro
pean railway companies, as well as hotel chains popu
lar for work-related travel throughout Germany and 
Europe. Out of these organizations, one hotel chain 
provided them with the victim’s home address and 
entire booking history.

4.1.2.2. Second Iteration. The attackers leveraged 
their newly acquired data for a total of 126 SARs and to 
follow up on requests for further authentication from 
the first iteration. Given their limited success thus far, 
the attackers adapted their targeting strategy to a com
bination of educated guesses and broader organization 
enumeration attacks, similar to VictimA. This proved 
successful, resulting in six major leaks yielding key 
information including VictimB’s date of birth, former 
and current private mobile phone number, former 
home address, and personal bank account number—all 
obtained from multiple organizations, thus strengthen
ing data validity through cross-references.

One of the most glaring security flaws was an auto
mobile association with millions of members leaking 
VictimB’s date of birth, home address, current private 
phone number, bank account number, and more. Their 
DPO sent an encrypted ZIP file attached to an email 
stating that VictimB’s date of birth was used as pass
word. This implies that they considered knowledge of 
the data subject’s date of birth, plus supplied name and 
work email matching their records, to suffice for acces
sing data such as bank account numbers. Although 
questionable as to whether this is GDPR compliant, 
their approach also exhibits a trivial vulnerability 
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rendering the requirement to know the data subject’s 
date of birth void: Using any date of birth to encrypt a 
file archive transmitted to the attackers (implying los
ing the ability to rate limit attempts at cracking the 
password) provides no security. The attackers simply 
tried out all valid dates of birth8 within milliseconds 
using a computer program.

Notably, a former insurer of VictimB initially replied 
via postal mail to the home address they stored. Given 
that intercepting letters was beyond our attackers’ 
capabilities, we would consider this sufficiently secure. 
However, the letter was returned as undeliverable 
because the stored address was not up to date. In an act 
of helpfulness, the employee in charge contacted the 
attackers via the fake email, providing all sensitive per
sonal data electronically without encryption or proof of 
identity. This incident highlights that even if a reason
ably secure SAR response workflow exists in an organi
zation for everyday cases, the security concept is at risk 
for falling apart in extraordinary situations.

4.1.2.3. Third Iteration. The attackers decided to 
continue their strategy and contacted 54 new organiza
tions, including some previously identified as candi
dates for systematic flaws like the multinational car 
rental company that leaked VictimA’s data. In analogy 
to that interaction, the company also transmitted Vic
timB’s private phone numbers, date and place of birth, 
national identity card and driver’s license numbers, 
and bank account number without any proof of iden
tity. Further—now confident in being able to authenti
cate themselves—the attackers targeted the victim’s 
former school, whose DPO disclosed data on the vic
tim’s family, religion, as well as grades and courses 
throughout their school years. Having found a photo
graph of VictimB wearing glasses via OSINT, the 
attackers also targeted optical store chains. Despite 
storing the victim’s personal email and phone number, 
both usable for reasonably secure authentication, one 
such chain with a significant share of the German eye- 
wear market disclosed the victim’s visual acuity mea
surements and purchase history.

4.1.3. VictimC. The attackers collected the least 
amount of data on VictimC via OSINT. More impor
tantly, they were unable to find any key identifiers, 
such as a personal email address, beyond work-related 
ones published on the website of the victim’s employer. 
Further, they could not find any hints regarding Vic
timC’s hobbies or affiliations with organizations other 
than a former school.

4.1.3.1. First Iteration. Given the limited amount of 
information the attackers knew about VictimC, they 
chose to pursue only organization enumeration attacks in 
the first iteration, submitting SARs to 99 organizations 

(e.g., airlines or supermarket chains) in total. Even if 
they were likely unable to follow up on requests for 
proof of identity, they hoped to gain some insights 
into what organizations stored data about VictimC. 
However, their efforts were of limited success because 
none of the targeted organizations leaked personal 
data, and only three organizations revealed that they 
stored data on the victim in their authentication 
requests. Unlike the schools contacted impersonating 
VictimA and VictimB, a scanned national identity card 
was requested for verification by the employee han
dling the SAR submitted to VictimC’s secondary 
school. A noteworthy observation during this iteration 
is that several of the contacted organizations denied 
storing any data on VictimC, despite doing so. We sus
pect that these organizations look up data for SARs by 
email address rather than name, as the victim had 
used only their personal email address—which was 
unknown to the attackers at this point and hence not 
included in the SAR—for previous interactions 
with them.

4.1.3.2. Second Iteration. Having gained barely any 
new knowledge on VictimC, the attackers targeted 94 
organizations in the second iteration without changing 
their strategy. A local energy provider operating in the 
vicinity of VictimC’s workplace leaked a broad spec
trum of personal data, such as home address, personal 
email address, bank account number, customer num
ber, and electricity bills. None of the identifiers sup
plied by the attackers, such as work email or work 
phone number, were known to the energy provider. 
This implies that the only data their DPO could have 
used for proof of identity was the victim’s name, which 
is certainly in breach of the GDPR. Concerningly, this 
organization had secure options for identity verifica
tion at their disposal, such as requesting VictimC’s cus
tomer number plus data from their latest electricity bill 
for reasonably secure knowledge-based authentication. 
They could also have leveraged the victim’s personal 
email address or home address for proof of ownership. 
This is particularly noteworthy because the SAR was 
handled by an externally appointed DPO specialized in 
providing GDPR compliant services. The attackers 
hence identified this organization as a likely candidate 
for a systematically flawed SAR workflow to be 
exploited for the other victims.

4.1.3.3. Third Iteration. The attackers followed up on 
SARs from previous iterations, now able to provide 
identifiers such as VictimC’s personal email. Addition
ally, they submitted SARs to 21 new organizations, 
most of which they previously identified as systemati
cally vulnerable. The attackers were unable to obtain 
more personal data from these organizations because 
none of them stored any data on VictimC. However, a 
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newly contacted multinational video game and con
sumer electronics retailer disclosed VictimC’s date of 
birth. This organization could have leveraged Vic
timC’s personal email for proof of ownership but pro
cessed the SAR without any further authentication. 
Even worse, they added the attackers’ fake email as a 
legitimate alternative one to the victim’s user account.

4.2. Cross-Case Analysis
4.2.1. Privacy Characteristics, Leaked Data, and 
Potential Damage. The three victims of our case study 
are structurally distinct in their public exposure and 
privacy preferences. For example, whereas VictimA is 
a semipublic figure with little regard for their digital 
footprint, VictimC tries to minimize publicly available 
personal data and uses pseudonyms whenever possi
ble. This reduced the effectiveness of our simulated 
SAR identity theft in two ways: First, the attackers were 
unable to find key identifiers such as VictimC’s date of 
birth via OSINT while preparing their attack. Second, 
the number of organizations that could have leaked 
data on this victim’s real identity was comparatively 
low due to most of them storing only pseudony
mized data.

Despite VictimC’s efforts, they were unable to pro
tect themselves against SAR identity theft, as shown in 
Table 2. Rather than fully mitigating this attack, we 
observed that an increased level of privacy awareness 
resulted in a time shift (in iterations) of data known to 
the attackers. Here, multiple data leaks across three 
iterations were required for their knowledge on Vic
timC to reach a level slightly above what they knew 
about VictimA from OSINT. Arguably, this conver
gence of known data would have continued through
out further iterations, ultimately nullifying VictimC’s 
advantage. This is because simply contacting more 
organizations increases the likelihood of data leaks and 
enables organization enumeration attacks, without any 
diminishing returns or increased risk for the attackers 

other than more likely alarming their victim of the 
ongoing attack.9

One of the most prevalent uses of stolen identities by 
criminals is stealing money through credit card fraud 
or similar (Willox et al. 2004). Relying solely on the per
sonal data exfiltrated by our attackers, such goals could 
have been accomplished for all three victims. For 
instance, using the victims’ bank account data, a crimi
nal actor could have purchased goods in online shops 
via direct debit. A more sophisticated attacker could 
have even attempted to forge a national identity card 
using VictimA’s data to, for example, register a credit 
card in their name or cross state borders under a false 
identity for the purpose of drug trafficking. On the 
bright side, attackers without knowledge about which 
organizations store data on their victim need to submit 
SARs to a large number of organizations. Although the 
process of sending generic emails can be automated 
easily, the replies our attackers received were mostly 
unstructured, highly individualized, and sometimes 
implied clues for educated guesses even when not 
directly leaking personal data. Based on our observa
tions, we consider it difficult to fully automate evaluat
ing these replies as of today. This implies limited 
scalability, meaning that even though SAR identity 
theft is feasible for targeted attacks on select in
dividuals, it does not yet pose a highly automated 
large-scale threat such as phishing emails. However, 
attackers may soon be able to leverage advances in arti
ficial intelligence (AI) to automate parts of SAR identity 
theft that previously required human input, such as 
researching organizations to contact, authoring SAR 
emails,10 or extracting and aggregating information 
from unstructured replies.

4.2.2. Key Identifiers Requested by Organiza
tions. Organizations commonly requested certain 
types of data either for knowledge-based proof of 
identity or for identifying the data subject in their data
base. These key identifiers can be split into two groups: 
organization-specific (e.g., customer number) and 
generic (e.g., date of birth) personal information.

In case of a data leak, organization-specific data typi
cally cannot be exploited for SARs submitted to other 
organizations. As doing so is key to our identity theft 
scenario, such data were of little value to the attackers. 
Additionally, DPOs insisting on organization-specific 
data for identity verification—rather than being content 
with generic data—constituted a roadblock given the 
capabilities of our simulated attackers. We therefore 
consider this approach an improvement over request
ing generic personal information. Nevertheless, a more 
sophisticated attacker in a real-world scenario might 
still be able to obtain organization-specific data through 
additional, potentially illegal, means.

Table 2. Iterations Needed to Acquire Victims’ Key 
Identifiers

Data VictimA VictimB VictimC

First and last name Provided Provided Provided
Workplace Provided Provided Provided
Workplace email address OSINT OSINT OSINT
Workplace phone number OSINT OSINT OSINT
Home address OSINT 1 2
Date of birth OSINT 2a 3
Place of birth OSINT 3 —
Personal email address 1 2 2
Personal phone number 2 2 —
Bank account number 2 2 2
National identity card number 2 3 —
Driver’s license number 2 3 —

aYear of birth known from OSINT prior to the first iteration.
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Leaked generic personal information, however, was 
highly useful to our attackers as they could weaponize 
it against further organizations to exfiltrate even more 
data. Consequently, we observed that even small leaks 
of such data, seemingly unimportant when seen in iso
lation, played a significant role when accumulated in a 
large-scale attack targeting hundreds of organizations. 
Despite its widespread use, knowledge-based authenti
cation using generic data (e.g., date of birth) can there
fore not be considered sufficiently secure for verifying 
a SAR data subject’s identity.

Further, we identified certain “critical mass” thresh
olds of exfiltrated generic data. Once crossed, we 
observed a significant increase in the number of organi
zations able and willing to process the attackers’ 
requests. For example, knowing a broad range of per
sonal contact information (e.g., home address, email 
address, and phone number) enabled most organiza
tions to locate the victim’s records in their data storage. 
Based on Di Martino et al. (2019), we believe that an 
even more significant critical mass effect can be 
observed once the attackers are capable of convincingly 
forging a national identity card scan. Although our 
attackers managed to acquire all data necessary for 
such an endeavor, they did not attempt to falsify any 
documents for legal and ethical reasons.

4.3. Root Cause Analysis
To identify the root causes for our observations, we 
investigated salient patterns that emerged when ana
lyzing how organizations reacted to the 718 submitted 
SARs. We supplemented this data with insights from 
21 in-depth expert interviews with DPOs of organiza
tions targeted in our case study and beyond, as well as 
with a close inspection of the GDPR and the role it 
played in our attack scenario. The results of our analy
sis are summarized in Table 3 and will be presented in 
the following sections.

4.3.1. Organization-Induced Leaks. We first zoomed 
in on the level of isolated SARs and disregarded 

interdependencies with SARs sent to other organiza
tions. Throughout our study, most data were leaked 
here either due to nonsystematic errors made by the 
individual employees handling our attackers’ requests 
or due to systematic flaws in the processes implemen
ted by organizations for handling SARs. Hence, we 
named such instances “organization-induced leaks.” 
Negligent disclosure of personal data to an unauthor
ized third party does not comply with the GDPR and 
can lead to administrative action and/or fines.

4.3.1.1. Nonsystematic Flaws. We observed a broad 
range of errors made by DPOs processing our attack
ers’ fraudulent SARs, which resulted in significant data 
leaks. On the one hand, some of them were simple 
human errors, for example, a large automobile manu
facturer mailing VictimA detailed data of an unrelated 
person because documents were accidentally placed in 
the wrong envelope. On the other hand, many of the 
DPOs’ errors were deliberately caused by our attackers’ 
use of social engineering techniques. This comes as a 
surprise because DPOs must have “expert knowledge 
of data protection law and practices” (Article 37(5) 
GDPR), implying a certain level of resilience against 
precisely such social engineering attacks. We explain 
our attackers’ success with four attributes unique to the 
GDPR that ironically boost the efficacy of social engi
neering in our scenario.

First, credibly contextualizing the interaction with 
the victim is typically challenging but highly convinc
ing in other social engineering attacks such as phishing 
(Goel et al. 2017). In our attack, this context is readily 
provided by the GDPR and the pretense of the imper
sonated data subject exercising their right of access. 
The principal of VictimA’s school, for example, did not 
question the legitimacy of the SAR due to the credible 
context of a former student, now professor, conducting 
research. Our expert interviews corroborate this, as all 
DPOs stated that they associate incoming SARs with a 
credible interaction context by default. For instance, the 
DPO of an airline requests additional proof of identity 

Table 3. Types of Data Leaks Observed in Our Study

Organization-induced leaks Regulation-induced leaks

Description Comprehensive data leak due to GDPR 
noncompliant behavior

Smaller data leak despite GDPR compliant 
behavior

Examples Insecure identity verification policies; DPO 
manipulated via social engineering

Organization enumeration enabled by 
mandatory null responses

Severity Main source of data leaks Supplemental source of data leaks
Scope Isolated (individual SAR) Sequential (aggregated SARs)
Responsibility Organization (systematic flaws); individual 

DPO (nonsystematic flaws)
Regulators/GDPR

Characterization Systematic or nonsystematic GDPR 
implementation failure

Systemic issue in the GDPR right of access

Liability Administrative action/fines None
Root causes Insecure processes; insufficient training; 

lack of social engineering resilience
Shift of scope from isolated to sequential 

attacks is not covered by the GDPR
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only if “there are signs that something is not quite 
right” (I17).

Second, the GDPR mandates that “[t]he controller 
shall facilitate the exercise of data subject rights” (Arti
cle 12(2) GDPR). Multiple interviewees reported diffi
culties reconciling this with rigid identity verification, 
as perhaps best summarized by the DPO of a large 
tourism company: “Identity verification in [the GDPR] 
is a double-edged sword, because you are not allowed 
to raise the hurdles too far” (I21). It also nudges DPOs 
toward a helpful and customer-oriented mindset, 
which our attackers exploited with social engineering 
(Wright et al. 2014). For example, they persuaded 
DPOs into accepting weaker proof of identity by argu
ing that their initial request was excessive.

Third, most interviewees admitted to uncertainty 
regarding GDPR compliance due to generic formula
tions in the law. Per the DPO of a large pharmaceutical 
company, “no organization can truly say that they are 
absolutely one hundred percent compliant” (I4). Our 
attackers exploited this using distraction and authority 
cues (Cialdini 2009). For example, the law vaguely sti
pulates that “[t]he controller should use all reasonable 
measures to verify the identity of a data subject who 
requests access” (Recital 64 GDPR). Accordingly, they 
argued about the definition of “reasonable measures” 
and thereby negotiated what identifiers they had to 
provide.

Fourth, organizations are obliged to process SARs 
“without undue delay and in any event within one 
month of receipt” (Article 12(3) GDPR). Throughout 
our interviews, this was frequently mentioned as a 
challenge by DPOs who face complicated data gather
ing due to unstructured, decentralized, and sometimes 
even analog data storage. Our attackers exploited this 
via urgency cues (Cialdini 2009) in combination with 
deliberately complex SARs, hoping that DPOs were 
forced to reallocate time away from a thorough identity 
verification to meet the deadline.

4.3.1.2. Systematic Flaws. We explain the systematic 
flaws identified throughout our study with organiza
tions being inadequately prepared for handling SARs 
that are not standard operating procedure, such as ours 
submitted with malicious intent. When told that SARs 
are exploitable for identity theft, for example, the DPO 
of a national hostel chain felt “embarrassed about hav
ing to admit that [they] had not even considered that” 
(I20). Another indicator for this is the aforementioned 
difficulty fulfilling our deliberately complex SARs 
within the mandatory deadline. Further, all DPOs we 
interviewed had completed some form of cybersecurity 
and data protection training to comply with the GDPR 
mandating expert knowledge of data protection 
practices. Most of them had also consulted external 
(e.g., law firms) and/or internal (e.g., Chief Information 

Security Officer or IT department) experts for SAR pro
cess development. Despite this, we identified trivial 
vulnerabilities resembling those observed in our simu
lated attacks when we discussed these processes with 
the DPOs. Based on our observations, we cluster such 
systematic vulnerabilities into two groups, neither of 
them compliant with the GDPR.

On the one hand, many organizations implemented 
an insecure identity verification process, or had no 
such process at all. For example, some disclosed sensi
tive personal data despite confirming the legitimacy of 
the SAR only through relatively easy to acquire key 
identifiers (e.g., date of birth). As another example, a 
local energy provider leaked a broad set of personal 
data on both VictimB and VictimC without any authen
tication. Almost all interviewees reported that a cen
sored scan of the data subject’s national identity card 
would suffice as proof of identity. Quoting the DPO of 
a large company in the German healthcare sector, “[an 
attacker] might as well falsify a national identity card. 
But this criminal energy, that usually does not happen, 
because we would become suspicious” (I10). Di Mar
tino et al. (2019), however, demonstrated such scans to 
be convincingly falsified with little effort,11 so simple 
low-quality scans should not be relied on for identity 
verification.

On the other hand, certain organizations failed to 
implement a secure data exchange with the requester 
in response to SARs. For example, some organizations 
transmitted personal data as plain text in an unen
crypted email, implementing no security measures pro
tecting against eavesdropping by a malicious third 
party. Similar issues came to light in our interviews, 
such as a large hospital network considering the trans
mission of sensitive medical data via unencrypted 
email to be sufficiently secure (I12). Other organiza
tions attempted to securely transmit personal data to 
the SAR subject but failed to do so. A common 
approach was to transmit data contained in an 
encrypted ZIP archive via email and disclose the corre
sponding password separately as means of authentica
tion. For example, one organization indicated that the 
archive was encrypted using the data subject’s date of 
birth, which provided no security because all valid 
passwords were easily tried by a computer program. 
Even with a sufficiently complex and securely transmit
ted password, this approach implies losing control 
over cracking attempts and therefore enables “harvest 
now, decrypt later” strategies.

4.3.2. Regulation-Induced Leaks. Zooming back out to 
investigate our identity theft scenario as a whole and 
observing effects that emerge from the chain of multiple 
cascading attacks on many organizations, we enter terri
tories largely uncharted in literature. Contrary to 
organization-induced leaks where the organization was 
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clearly at fault, we observed “regulation-induced leaks” 
where even organizations with—if seen in isolation— 
reasonably secure and GDPR compliant authentication 
leaked small amounts of information to our attackers. 
We identified two distinct types of such leaks:

First, consider an exemplary organization that stores 
four identifiers (name, date of birth, place of birth, and 
bank account number). It would be reasonably secure 
and GDPR compliant for that organization to request 
three of them (name, date of birth, and bank account 
number) for authentication. If an attacker possesses 
these, more data (place of birth) would be disclosed to 
them than what they were required to provide. 
Although this may appear unproblematic considering 
only this single organization in isolation, our study 
demonstrates that even such small bits of data may be 
highly valuable to an attacker when accumulated for 
large-scale sequential attacks on many organizations.

Second, organizations are obliged to process SARs 
even if they do not store data regarding the requester. 
Compliant with the GDPR, many organizations in our 
sample briefly replied that no data were stored about 
the impersonated victim. This by itself constitutes 
novel information, which in some industries revealed 
to our attackers organizations that had likely interacted 
with the victim. Ultimately, such null responses 
enabled the organization enumeration attack strategy 
that we presented earlier and allowed our attackers to 
narrow down their efforts to specific organizations.

Given that such leaks occurred despite GDPR com
pliance, our observations hint at a systemic issue rooted 
in the GDPR itself. It sufficiently covers SAR security 
on the level of isolated organizations: Organization- 
induced leaks are caused exclusively by flawed imple
mentations and not by flaws in the GDPR. However, 
the cascading nature of our specific scenario allowed 
attacking the integrated system of all organizations as a 
whole rather than just multiple organizations isolated 
from each other. We argue that this shift from isolated 
to sequential attack scope—broader than what is 
regulated by the GDPR—resulted in the observed 
emergence of regulation-induced leaks as a novel 
vulnerability.

5. Discussion
Our study sought to shed new light on how data 
privacy and data security interrelate in shaping per
sonal data protection. To do so, we systematized prior, 
often implicit conceptualizations of this interplay and 
advanced what we call the interference view as a novel 
perspective highlighting tensions between the two con
cepts (Figure 2). We illustrated this view by exploring 
an identity theft scenario, as part of which attackers 
weaponized individuals’ right of access to their per
sonal data and the associated instrument of subject 

access requests (Article 15 GDPR) to steal sensitive per
sonal data including the victims’ national identity card, 
bank account number, and consumption history from 
organizations. Paradoxically, a shield for data privacy 
could be turned into a sword that threatens data 
security and is even effective in exfiltrating the per
sonal data of highly privacy aware individuals. As 
highlighted in Figure 2, interferences between data 
privacy and data security are inherently multilayered 
in nature, in that they can manifest at the conceptual, 
regulatory, or organizational level. Importantly, inter
ferences at one level (e.g., mismatching scopes of legal 
mandates at the regulatory level) can cascade up to the 
next level (e.g., organizations struggling to fulfill dia
metrical demands at the organizational level), accumu
lating into a far-reaching threat to data protection (e.g., 
enabling cybercriminals to steal identities by exploiting 
regulation-induced leaks combined with organization- 
induced leaks). Below, we discuss the implications of 
these findings for research and practice, highlight the 
limitations of our study, and suggest directions for 
future research.

5.1. Implications for Research
We see two main contributions for research. First, we 
advance knowledge on the interplay between data pri
vacy and data security, the two constituents of data 
protection in our digital age. Despite their coevolution 
and substantial attention from researchers, practi
tioners, and policymakers (Lowry et al. 2017), surpris
ingly, both concepts still tend to be studied, managed, 
and regulated separately, leaving the precise nature of 
their interplay underexplored (Belanger et al. 2002, 
Smith et al. 2011, Biselli and Reuter 2021). It is against 
this backdrop that our study adds conceptual clarity 
by distinguishing and explicating three perspectives. 
These include the still dominant layered view that con
ceives of data security as a necessary but not sufficient 
precondition for data privacy (Smith et al. 2011), as 
well as the emerging complementarity view that sees 
them as mutually reinforcing (Solove and Hartzog 
2022). We add an underexplored, yet conceptually 
and empirically meaningful third perspective that we 
call the interference view, where data privacy can 
compromise data security or vice versa. We enrich this 
perspective with empirical evidence by identifying 
interferences between the two concepts in the GDPR 
right of access on multiple levels: conceptual, regula
tory, and organizational. As highlighted in Figure 2, 
their adverse effects accumulate and contribute to the 
unexpected severity of the SAR identity theft attacks 
we simulated. Our study thus illustrates how progress 
in data privacy might inadvertently trigger regress in 
data security, ultimately threatening personal data pro
tection. These insights challenge the assumption under
pinning the layered view and the complementarity 
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view that data privacy and data security are necessarily 
prerequisites for—or complements of—each other 
(Acquisti et al. 2016, Biselli and Reuter 2021). Instead, 
under certain conditions, they can have a mutually 
compromising relationship with one exhibiting the 
potential to undermine—or interfere with—the other. 
Importantly, we do not argue for the superiority of the 
interference view or indeed any of the two others. 
Rather, we see these views as coexisting and mutually 
enriching. In many settings, the interplay between data 
privacy and data security will exhibit facets of all three 
views.

Second, our theory and evidence contribute to the 
still small, but growing literature stream on the effec
tiveness and unintended consequences of data protec
tion regulations such as the GDPR (Johnson 2022). Our 
study complements previous modeling work that 
focuses on potential unintended negative consequences 
of the GDPR with regards to pricing and ultimately 
consumer surplus (Ke and Sudhir 2023, Xu et al. 2025). 
We do so by showing empirically and across a broad 
range of markets that data privacy provisions con
tained in data protection regulations can, as an unin
tended consequence, even undermine data security 
with potentially far-reaching negative implications for 
personal data protection and consumer surplus. More 
specifically, we demonstrate that the right of access to 
personal data according to Article 15 GDPR can be 
weaponized by malicious actors to threaten consumers’ 
data security and, ultimately, their personal data 
protection—a risk earlier studies had pointed to (Di 
Martino et al. 2019, Bufalieri et al. 2020). These insights 
and the interference view they exemplify illustrate that 
data protection regulations may contain provisions 
that paradoxically can be turned from a shield into a 
sword to attack what the regulation was designed to 
protect in the first place.

Our insights into both organization-induced and reg
ulation-induced leaks that enabled such attacks to suc
ceed also add to the literature on how data protection 
regulations are enacted and translated into organiza
tional and individual practices. In line with previous 
research in this space (Waldman 2020a, b; Solove and 
Hartzog 2022), our study documents that the original 
regulatory intention—namely to protect consumers 
and their personal data—risks being lost in enactment 
and translation. Going beyond prior research, we show 
that these translation challenges can be exploited by 
malicious actors during cyberattacks to make the regu
lation and individual provisions contained therein not 
only less productive than anticipated, but even poten
tially counterproductive for protecting personal data. 
Our newly introduced conceptual framework and its 
interference view expose drivers for these translation 
challenges, as illustrated in Figure 2. For example, the 
GDPR poses diametrical demands on identity verifica
tion, which contributed to enabling organization- 
induced leaks that result from ineffective data protec
tion policies and/or individual noncompliance (Parks 
et al. 2017). Additionally, we unearthed regulation- 
induced leaks that occur despite compliant behavior 
and are rooted in imperfections of the regulatory texts, 
which leave ample room for interpretation or even 
allow malicious exploitation through sophisticated sys
tem-level attack strategies (Waldman 2020a). At a dee
per level, our analyses reveal that cyberattacks can— 
implicitly or explicitly—exploit imperfections of the 
regulation (e.g., right to make an unlimited number 
of SARs), the organization (e.g., disconnect between 
data privacy and data security professionals in GDPR 
process design and execution), and the individual han
dling the SAR (e.g., lack of situational threat awareness) 
to exfiltrate sensitive personal data. This highlights 
that data protection regulations must be designed to 

Figure 2. Interference View: Exemplary Tensions Between Data Privacy and Data Security 
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withstand not only implementation by organizations 
with conflicting commercial interests (Waldman 2020b), 
but also misuse by malicious actors in search for new 
attack strategies.

5.2. Implications for Practice
Overall, we demonstrate the importance of managing 
and regulating data privacy and data security in an 
integrated manner to account for their interdepen
dence. Given the multifaceted interplay between the 
two, treating them as separate or loosely connected 
concepts might leave potential complementarities 
unexploited and create unintended interferences on the 
regulatory or on the organizational level, such as the 
exemplary ones identified in our study and illustrated 
in Figure 2. For organizations, an integrated approach 
requires close coordination between, e.g., the IT 
department typically handling data security and the 
legal/compliance department often responsible for 
data privacy. Regulators crafting integrated data pro
tection laws, in turn, could benefit from the three views 
on the interplay between data privacy and data security 
we advance. A deeper understanding of this interplay 
also appears relevant for legal scholars seeking to 
evaluate ambitious rights, such as the GDPR’s right 
of access, and their potential consequences. More 
specifically, our study highlights the need for action by 
organizations and regulators to mitigate SAR identity 
theft and the damage it could cause to victims (Willox 
et al. 2004). Our insights into the root causes of both 
organization-induced and regulation-induced data 
leaks appear instructive in this regard.

To prevent organization-induced leaks, it is vital to 
raise awareness of this indirect, sequential attack strat
egy among DPOs, to educate them on how to recognize 
and address it, and to motivate them to engage in 
secure behavior. What appears to be needed is deeper 
social engineering resilience training that builds an 
understanding of the underlying techniques rather 
than focusing solely on their typical application in 
phishing emails (Abbasi et al. 2021). Likewise, organi
zations need to carefully navigate the tension between 
accessibility and security of their SAR identity verifica
tion mechanisms, implement resilient policies for pro
cessing SARs, reduce the room for human error, and 
ensure a secure data exchange with the requester. Reg
ulators, in turn, could contribute to weakening the 
effectiveness of urgency and authority cues employed 
by attackers by showing leniency if an organization is 
found in breach of the GDPR but acted in good faith. 
On the technical side, national or international identity 
verification systems, such as the European Digital Iden
tity, could be linked to organizations’ databases for 
more robust authentication.

To contain regulation-induced leaks, measures are 
needed that can interrupt the chain of cascading attacks 

against many organizations, for instance, by constrain
ing the use of personal data that are not organization- 
specific (e.g., date of birth) for SAR identity verification. 
If possible, proof of ownership (e.g., replying only to a 
stored email address) should be preferred over proof 
of knowledge for authentication. Governments could 
assist organizations with authentication and simulta
neously impede organization enumeration attacks by 
limiting the number of SARs a data subject is allowed 
to submit within a given time frame. For example, a 
centralized clearinghouse system, accessed using 
government-issued credentials, could issue a limited 
number of one-time tokens to be submitted alongside a 
SAR and to be consumed by the receiving organization. 
However, such a system in itself might raise new pri
vacy concerns and could become a high-value target 
for cybercriminals.

5.3. Limitations, Future Work, and Conclusion
We carefully designed our exploratory multiple case 
study to fulfill the quality criteria outlined by Yin 
(2009) and to achieve ecological validity (Lowry et al. 
2017). This includes executing simulated attacks that 
closely mimic a real-world scenario, observing similar 
outcomes for three structurally distinct victims, con
tacting a large number of different organizations, and 
presenting a detailed case study protocol. Yet, like any 
research, our study is not without limitations that 
future research might want to address. External valid
ity could be further enhanced by replicating the study 
in other geographical contexts or by imposing fewer 
constraints on the attackers’ capabilities, for example, 
allowing them to simulate document scan forgery or to 
interact with organizations through additional commu
nication channels such as phone calls. This would yield 
further insights into the damage a more determined 
and sophisticated attacker with no regard for the law 
could cause. To investigate the scalability of the iden
tity theft scenario, the attackers could attempt to auto
mate tasks such as authoring SARs or evaluating 
replies utilizing AI.

Overall, the theory and evidence we provide on how 
data privacy and data security interrelate in shaping 
personal data protection might affect how we study, 
manage, and regulate data privacy and data security at 
the individual, organizational, and broader societal 
level. Most fundamentally, scholars, managers, and 
regulators might need to attend to both concepts 
increasingly in combination rather than in isolation to 
better account for the mutually constitutive, comple
mentary, and at times interfering nature of this 
relationship.
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Endnotes
1 There are related but conceptually distinct arguments about trade
offs between individuals’ privacy and public security at the societal 
level, such as public surveillance initiatives that necessarily invade 
individual privacy (Pavone and Esposti 2010). Such tradeoffs 
between the individual-level interest in privacy and the societal- 
level interest in public security are outside the scope of our concep
tualization of the interplay between data privacy and data security 
on the individual level.
2 In order to not risk alarming the victims, this reconnaissance step 
was purely passive. For example, no friend requests were sent with 
the goal of gaining access to more sensitive data. Instead, only pub
licly visible data were gathered.
3 For example, FirstName.LastName@gmail.com or LastName_ 
FirstCharacterOfFirstName@outlook.com.
4 Exemplary emails authored by the attackers are provided in the 
Online Appendix.
5 Made use of only once to conceal sensitive data about religion, 
family, childhood, and more. As this occurred in the final iteration 
of our study, it had no effect on its outcome because there were no 
subsequent for the data to be deployed in. The victim precisely 
described what types of data were leaked so this incident could be 
included in our evaluation.
6 Details on the interview protocol, interview partners, and inter
view guideline are presented in the Online Appendix.
7 An aggregated overview over all data leaks that occurred 
throughout the iterations is provided in the Online Appendix.
8 A reasonable range from 1900/01/01 to 2020/01/01 contains only 
approximately 45,000 passwords to test.
9 The Online Appendix contains a brief treatise on our victims’ 
awareness of the ongoing attacks.
10 We asked ChatGPT to author a convincing email using social 
engineering techniques. We found the result to be just as persuasive 
as our attackers’ emails. Like them, the AI also leveraged the GDPR 
for persuasiveness.
11 After our case study had concluded, we made a genuine black- 
and-white scan of one victim’s German national identity card— 
using a low image resolution on purpose—and redacted all infor
mation except for name, date of birth, and address. Because of the 
poor scan quality and heavily redacted information, this image 
would have been trivial to forge even for an unsophisticated adver
sary. All data visible had previously been gathered from interac
tions with multiple organizations by our attackers. Yet, this 
document persuaded a DPO who had initially denied the SAR for 
identity verification reasons, even though that request had already 
contained all information not redacted in the scan.
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