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Abstract. People are often unaware that their personal data can serve as valuable inputs
for economic activities in secondary data markets. However, whether secondary monetiza-
tion of personal data determines privacy preferences remains unclear. I examine whether
privacy decisions are motivated by the data recipient’s ability to benefit from trading indi-
viduals” data with a third party. A large online laboratory experiment involving personally
identifiable psychometric data is implemented with real data-sharing consequences and
monetary benefits. I find that individuals decrease their willingness to share data—both in
terms of their likelihood of participating in the data market and the prices demanded for
such participation—when the recipient’s ability to monetize the data through secondary
trade is salient. Strategic responses to updated beliefs about the recipient’s gain from the
trade are ruled out via the chosen price elicitation. I find that increased data exposure (to
more recipients) does not explain the significant revealed disutility from secondary moneti-
zation. These findings are also robust to controlling for the risk exposure differences

between data recipients and third parties.
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1. Introduction
Recent events in the digital economy raise questions
about whether individuals’ data privacy choices are
influenced by activities in secondary data markets.
Cambridge Analytica collected Facebook users’ psycho-
metric data through a personality survey, and these
data were used to create profiles and analytical services
sold to U.S. presidential campaigns (Graham-Harrison
and Cadwalladr 2018). Clearview Al harvests user-
published images to fuel a facial recognition database
(Hill 2020), which is sold as software to various govern-
ment agencies (USAspending 2023). Personal data can
also be utilized in secondary markets without allowing
direct access, such as those harvested by data brokers to
create data services sold to marketers. These examples
motivate discourse on whether individuals demand
privacy regulations over the use of their data in com-
mercial activities.

The secondary monetization of personal data is a
ubiquitous operational feature of data markets. After
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individuals make an initial decision to share data with
a recipient, their data can be traded and monetized by
the recipient with third parties. Once personal data
enter secondary markets, the average consumer cannot
control the economic activities that involve these data.
Because personal data are linked to a person’s identity
and contain information about that person, individuals
may have preferences over how others utilize data
about them. For instance, users may feel continued
ownership of the profiles that they share with a social
media platform, so they demand some of the profits
that accrue from the secondary use of such data. In
another example, people might believe that it is unethi-
cal for anyone other than themselves to commercialize
their facial images, and people are less willing to share
such data if these ideals are violated.

To capture whether secondary markets negatively
affect individuals, it is important to capture the
“consumption value” of privacy that is enjoyed by
individuals when they do not disclose their data." If
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the individual suffers disutility from a recipient’s abil-
ity to monetize personal data in secondary markets,
then the value of the privacy that the individual enjoys
from nondisclosure increases. The aim of this study
is to empirically isolate and examine this disutility,
which is revealed through individuals” willingness to
share data.

Using an economic experiment, I test whether increas-
ing the salience of a data recipient’s ability to monetize
data in a secondary trade leads individuals to value their
privacy more by being less likely to enter the data mar-
ket or demanding greater benefits in exchange for data
sharing. This study captures individuals’ relative pri-
vacy preferences across various data-sharing conditions
that contain differential information signals about sec-
ondary monetization. To reveal these preferences, sub-
jects first generate personally identifiable psychometric
data® and then face a privacy trade-off in choosing
whether to release their data to a recipient in return for
monetary payment. The consequences of data sharing
and secondary monetization are real. The data recipients
are anonymous and randomly selected from the study
to earn profits from receiving the personal data of
others. Thus, this study captures the valuations of the
privacy that individuals expect to experience by not dis-
closing their personal data.

The results provide consistent evidence that a data
recipient’s ability to profit from secondary market activ-
ities decreases individuals” willingness to share per-
sonal data. An aversion to secondary monetization is
present in both extensive and intensive margins, includ-
ing a decreased likelihood of participating in the data
market (by not sharing data at all) and among those
willing to share, a higher reservation price for data shar-
ing. Concerns about data being made available to more
parties are examined and found not to explain the dis-
utility from secondary monetization. Moreover, any
perceived differential risks in data access by recipients
versus third parties also do not explain the reluctance to
share data when secondary monetization activities are
salient.

The idea that secondary market activities may incur
privacy costs is not new. Varian (1996) explains that
extrinsic nuisance costs to the individual can occur as a
result of secondary transactions because there is a clear
externality that arises from the misalignment of individ-
ual and third-party interests. On the other hand, the
extant empirical research on privacy focuses on prefer-
ences regarding access to personal data (John et al. 2010,
Tsai et al. 2011, Acquisti et al. 2013, Athey et al. 2017,
Adjerid et al. 2019), which includes the risk of data access
by third parties rather than only by second parties (Buck-
man et al. 2019). By predominantly focusing on access
concerns, existing research fails to fully capture the exter-
nalities of secondary market activities and their impact
on people’s willingness to share and sell personal data.

The results of this study empirically challenge those
privacy models that equate privacy to the value of
secrecy and protection from unwanted observation.
The claim that the distaste for surveillance is the only
determinant of privacy preferences is theoretically con-
tested. Nissenbaum (2009, p. 2) stipulates that what
people care about most is not the restriction of informa-
tion flows but rather, is “ensuring [information] flows
appropriately.” In this study, I present a framework for
separating privacy preferences for data being experi-
enced as a product (e.g., for others to “see” or “know”)
versus being utilized as an asset (e.g., for others to use
or trade as a resource in other activities). This contri-
butes to empirical works that support more expansive
privacy models. For instance, Brandimarte et al. (2012),
in their exploration of preferences for control, frame
their study around the notion that “access” and “use”
of personal information are two different dimensions
of privacy considerations, reflecting whether recipients
have access to the data and if so, what they can do with
such information. Other works identify various under-
lying components of privacy preferences, such as the
intrinsic versus instrumental factors in Lin (2022) or the
larger combination of nonnormative factors in Acquisti
etal. (2015).

In this experiment, the fact that people make imper-
fectly informed choices is both assumed and con-
firmed, thus contributing to the literature regarding
the information disadvantage of individuals when val-
uing personal data privacy. Consistent with existing
research, my results imply that individuals are vulner-
able to suboptimal data-sharing choices in online set-
tings. Individual valuations of data privacy are highly
uncertain and unstable (Acquisti et al. 2016, Tomaino
etal. 2023). Collis et al. (2021) find that real-world infor-
mation about the market value of their data motivates
people to revise the valuation of their data, with differ-
ential consequences for more or less economically vul-
nerable populations.

This study contributes to improving the methodology
used in experiments that elicit data-sharing choices. I
accommodate the pricing-out behavior common in real-
world privacy trade-offs, where benefits are usually
small and rely on all-or-nothing decisions. The experi-
ment implements a repeated-measures design that
balances carryover effects, reveals the relative privacy
preferences that account for the idiosyncratic nature of
personalized data, and lessens contextual challenges
when forming valuations.

In this study, a privacy cost due to a data recipient’s
secondary market monetization capability is empirically
isolated and disentangled from disutility arising from
data access risks. This work extends empirical pri-
vacy research beyond secrecy concerns and assesses
whether people find it appropriate for a recipient to
benefit from utilizing individuals’ personal data in
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secondary markets. I contribute to the notion that pre-
ferences over sharing data exhibiting features of an
input good (i.e., an asset) can differ from those over
sharing data as a finished good (i.e., a product). The
research design of this study guides future works
that elicit privacy preferences by using prices as the
instrument. Because people often lack the information
needed to account for their preferences related to the
operational features of data markets, the importance of
secondary market activities can be easily overlooked.
Overall, I find that the secondary monetization ability
of data recipients is a critical determinant of indivi-
duals’ valuations of their privacy.

2. Background

2.1. Inalienability, Nonrivaly, and Input Goods
Personal data are characterized by their inalienability
(Koutroumpis et al. 2020): information that perma-
nently refers to a specific individual. Individuals gener-
ate and contribute to digitizing information related to
their attitudes, attributes, tastes, and behaviors. These
contributions can be passive, such as the exhaust data
collected as a by-product of other activities (e.g., web
browsing). Active data generation activities include
users creating content on information platforms (e.g.,
likes) or responding to online surveys (e.g., personality
tests). All of these data are typically considered per-
sonal data as they are connected to or identifiable’ to
the originator of the data.* Because of inalienability,
individuals may always perceive or feel psychological
ownership of personal data (Spiekermann et al. 2013),
even after they trade away personal data in return for
goods and services.

Another aspect of data is their nonrivalrous nature,
which means that utilizing some data does not prevent
another entity from doing the same and thus, enables
secondary markets for personal data with increasing
returns (Jones and Tonetti 2020).° This feature prevents
individuals from maintaining control over their data in
secondary markets, and their agency over their personal
data often begins and ends with generating and releasing
that data to a recipient. In practice, users can face a series
of cascaded choices beginning with an “upstream”
choice to join a platform—or the preselection of privacy
settings—before conducting “downstream” data genera-
tion and disclosure (Adjerid et al. 2019). However, indivi-
duals are usually excluded from economic participation
in any further downstream transfers of their data (ie.,
they cannot influence the manner in which their data
flow in these markets). Because of the nonrivalry of data
that enables, theoretically, infinite transfers, individual
preferences for whether and how their data are accessed
and utilized in secondary markets should be examined.

Finally, data are not often finished goods (i.e., pro-
ducts consumed and experienced by a recipient) but

rather, input goods (e.g., assets utilized in a commercial
activity). Once released to a single recipient, data can
be repeatedly traded. However, the originator of the
data no longer receives the surplus accrued from their
data in secondary uses. This situation leads to a valid
debate over how and whether consumers should
receive data dividends (Arrieta-Ibarra et al. 2018) as the
original suppliers of personal data that are utilized in
secondary markets.

The inalienability, nonrivalry, and input good nature
of personal data underscore the importance of broad-
ening empirical privacy research to understand the
role of individuals as the suppliers of data inputs for
the digital economy. This study contributes to the eco-
nomics of data markets by examining individuals’ pri-
vacy preferences regarding their inalienable data as an
asset utilized for profit in secondary trades rather than
a product to be experienced or consumed.

2.2. Unique Privacy Concerns for Secondary
Data Markets

Seminal privacy research in information systems docu-
ments an association between individuals’ privacy
attitudes and the secondary use of their personal infor-
mation. According to Culnan (1993), those less con-
cerned about secondary use are also less concerned
about other privacy features, including control over
access to personal information and the nuisance of
privacy invasions. Sutanto et al. (2013) finds that an
information technology solution that prevents third-
party data sharing reduces perceived privacy intru-
sions. Recent experiments also feature data with either
finished or input good characteristics. Athey et al.
(2017) measure people’s willingness to prevent surveil-
lance (i.e., framing personal data as a finished good)
and find weak revealed preferences, despite strong
stated concerns. Buckman et al. (2019) frames personal
data as an input good but finds no evidence of changes
in behavior when participants are informed about the
risk of data being distributed to third parties. These
studies offer some clues about privacy preferences
related to the nature of personal data markets.

Studies focusing on exposure concerns—or borrowing
terminology from Nissenbaum (2009, p. 2), to how many
parties the data are “flowing”—find weak revealed pre-
ferences, such as the value of preventing surveillance or
the tolerance for data being accessed by a third party. In
addition, studies often include explicit or implied data
usage risks that can influence the instrumental value of
privacy as opposed to the intrinsic value of privacy (Lin
2022). This makes it difficult to isolate whether the opera-
tional features of the secondary data market are undesir-
able in themselves rather than the consequences of such
features. Therefore, little is known about whether indivi-
duals might find certain forms of data transfer, such as
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secondary monetization, more appropriate than other
forms.

Data markets are an important context for studying
more expansive privacy models by considering how
features of data markets can influence privacy choice
making. External data sharing is now a common and
profitable digital business strategy among firms. Data-
based consumer analytics have evolved beyond the
nuisance costs of unwanted solicitation theorized in
Varian (1996) and into issues of targeted advertising
and even digital mass persuasion (Matz et al. 2017).
Today, some of the largest and most profitable digital
companies are built on personal data. As consumers
become more aware of how the data economy oper-
ates, their privacy concerns may also focus beyond the
issue of unwanted surveillance.

The user-generated data appended to personal iden-
tifiers can be highly valuable in commercial data mar-
kets. From the perspective of parties interested in
utilizing data, the value of consumer data is more than
simply a function of the ability to identify individuals
and is not necessarily correlated with the degree of
secrecy or sensitivity of the content.® For example, psy-
chometric data based on the five-factor model have the
ability to understand, predict, and discriminate the atti-
tudes and behaviors of individuals (Goldberg 1992,
McCrae and John 1992, Junglas et al. 2008, Matz et al.
2017, Li et al. 2019).” Miller and Tucker (2018) make a
similar characterization about the predictive power of
a person’s genetic data on future health risks. These
data (unlike phone numbers or email addresses) con-
tain much information about other behaviors and traits
that have consequences for long-term welfare.

There is growing theoretical and empirical support
for the idea that privacy preferences are combinations
of more primitive ideals. Individuals have idiosyn-
cratic intrinsic tastes for privacy separate from the
instrumental value of privacy (Lin 2022). This can be
conceptualized by viewing privacy as a commodity
enjoyed for its own sake and has various attributes val-
ued more or less by each individual. As described by
Farrell (2012), some of these attributes make privacy
seem like a final good (i.e., caring about privacy for its
own sake in an intrinsic way), and others make it seem
like an intermediate good (i.e., caring about privacy in
a more instrumental way).

A person’s aversion to a data recipient’s ability to
conduct secondary data monetization can be consistent
with privacy as a final and intermediate good.® For
instance, individuals may find it unfair that the trading
of their privacy (as a final good) is profitable to others
rather than only to themselves. On the other hand, a
desire for control and self-determination enabled by
privacy (as an intermediate good) can explain an aver-
sion to secondary transactions of their data. Some peo-
ple may find secondary monetization to be unethical or

untrustworthy (Culnan and Armstrong 1999). Other
people may feel that they have ownership rights over
the data that others have about them (Spiekermann
et al. 2013) and desire a share of the profits gained from
the use of their personal data. Overall, any combination
of these ideals and beliefs may explain individuals’
revealed preferences when faced with salient second-
ary monetization capabilities of data recipients, which
can be separated from purely objective consequences
of sharing personal information (e.g., price discrimina-
tion or identity theft).

Overall, more expansive privacy models motivate an
empirical examination of privacy preferences related to
secondary markets, where data are usually bought and
sold as inputs or assets rather than finished goods or
products. Although this study measures a privacy
trade-off (i.e., willingness to share data), these choices
result from unobserved preferences over the attributes
of a privacy commodity. By examining the relationship
between data sharing and secondary monetization, this
study explores theories of privacy preferences that
extend beyond secrecy concerns and into preferences
related to operational features of secondary data mar-
kets, including but not limited to notions of fairness
ideals, self-determination, and perceived ownership.

2.3. Unstable and Uninformed Revealed Privacy
Preferences
Following the “privacy calculus” framework of Laufer
and Wolfe (1977), the privacy literature provides a
wide range of costs and benefits that can enter into
each disclosure decision (Culnan and Armstrong 1999,
Dinev and Hart 2006). Within the realm of privacy eco-
nomics, the disclosure decision is generalized as the
individual’s trade-off in utility over wealth and pri-
vacy: u(w, p) (see Acquisti et al. 2013, Buckman et al.
2019). This model describes a person with p* amounts
of privacy considering entering a state with p~ < p*
amounts of privacy. A perfectly optimized decision
would demand price 7 such that u(w, p*) = u(w+r,p").
The challenge with this rational privacy choice is that
individuals are burdened with estimating . In reality,
an individual’s estimate, 7, is likely biased and incorrect
because of various inattention, environmental, or non-
normative factors. In this study, therefore, it is never
assumed that individuals have perfectly informed
choices. Instead, I assume that individuals are moti-
vated to improve their estimate of the benefits they
demand, 7, once they become more informed.
Individuals” lack of awareness regarding data-sharing
consequences is a challenging issue to address. Conse-
quences may result from failed-to-imagine scenarios
and incorrect presumptions concerning data control
rights. Moreover, the complexity of data markets and
confusion regarding the terms and conditions of releas-
ing personal data exacerbate the salience challenges
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to individuals’ privacy decisions. Behavioral research
already documents the instability of people’s valuations
of their privacy (Adjerid et al. 2013, Acquisti et al. 2015).
Most of this instability is attributed to a lack of aware-
ness and incomplete information concerning disclosure
outcomes (Acquisti and Grossklags 2005).

Many other behavioral affects and heuristics regard-
ing privacy choices can come into play (Acquisti and
Grossklags 2008). For instance, individuals often obtain
tangible, immediate benefits in return for generating
data, and individuals may have tendencies to over-
weigh immediate payoffs (O’Donoghue and Rabin
1999). Moreover, suppose that individuals myopically
focus on the immediate rewards of information sharing
while ignoring the less vivid downstream costs of
data trading. In this case, they do not accurately reveal
their willingness to accept all—and especially the more
opaque—of the privacy consequences.

Uninformed privacy choices are consequential for
consumer welfare, motivating research on information
interventions to help people make better (i.e., utility-
enhancing) privacy choices. In most data markets, indi-
viduals cannot reappropriate the information that they
disclose.” Often, their only available privacy choice rests
in their initial decision to disclose raw information that
can be digitized. To correct consumer inattention toward
data-sharing consequences, policy-oriented research
examines the effects of notice-and-consent policies (Tsai
et al. 2011, Athey et al. 2017). However, the challenge
here is identifying which opaque features of data mar-
kets can affect privacy preferences. Therefore, this study
contributes to the work on notice-and-consent policies
by providing novel evidence of a feature that consumers
both care about and are inattentive toward—namely, the
secondary monetization capability of the data recipient.

2.4. Interpreting the Monetary Values of
Personal Data

As used in economic experiments, monetary rewards
are an appropriate medium for measuring the value of
privacy, even when real data markets resemble a bar-
tering economy (i.e., data in return for goods and ser-
vices). Empirical privacy works show that monetary
rewards are effective at obtaining private information
(Hui et al. 2007, Xu et al. 2010). In contrast, the use of
other goods in exchange for data has severe interpret-
ability limits and biased estimates of the value of privacy
(Tomaino et al. 2023). Prices can be modeled into all
forms of data sharing as an economic trade-off, where—
even when there are no explicit monetary amounts
involved—there is always an implicit price for a person’s
loss of privacy from disclosing personal data. Money is
comprehensively used as the numeraire in a vast majority
of real-world transactions; therefore, it is relatively easy
for individuals to estimate their preferences regarding

money. Money is easily divisible, and individuals nearly
always prefer more than less.

Unlike the ease of understanding how individuals
value money, the interpretation of privacy valuations
can be challenging. Preferences for sharing personal
data are highly idiosyncratic across individuals, which
can lead to uninformative average valuations. Idiosyn-
crasy is not challenging to interpret when there are
differences only in preferences concerning the same
commodity; however, complexity arises when the com-
modity differs from one person to the next. Individual
data are, after all, personalized. For instance, people
might perceive that the disclosure of certain personal-
ity types is neither intrinsically invasive nor instrumen-
tally harmful, whereas the release of other personality
types is highly embarrassing or risky. Depending on
their personality score, individuals may be more or less
reluctant to share their psychometric data.

Another complication is that individuals might have
relative rather than absolute valuations of the state of
privacy that they enjoy from not participating in data
markets. For instance, they may prefer to disclose data
under some conditions more than others; however,
they may make very imprecise estimations of the bene-
fits (e.g., prices) that they are willing to accept under
any condition in isolation. Experimental evidence
from Adjerid et al. (2018) already shows that reference
dependence is important and present in privacy deci-
sion making, particularly in actual choice contexts.

To circumvent these challenges in empirical privacy
research, allowing individuals to make relative privacy
choices can be helpful. In essence, studies can observe
individuals” changes in willingness to share data in
response to a common environmental factor. To under-
stand how external factors influence personal data
sharing, observing repeated measures of individuals’
privacy behavior can capture more informative privacy
responses, which controls for idiosyncratic data and sup-
ports reference-dependent decision making. A discussion
of the methods for implementing the within-subject
design used in this study is presented in Section 4.5.

Depending on the choice architecture, reservation
prices can manifest as choices to participate in a data
market (i.e., the selection decision) and conditional on
participating, the benefits demanded (i.e., the price
decision). Assuming that a person has some degree of
inattention toward consequences that influence the
consumption value of not sharing data, 7 (i.e., the res-
ervation price to compensate for privacy loss) can shift
with an increasing awareness of any relevant conse-
quences as a result of more salient environmental sig-
nals. Holding fixed the available market prices for
data, I can capture relative preferences using the dif-
ferential inattention that individuals have toward cer-
tain aspects of data markets (for further details, see
Section 3.1).
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3. Framework

This study is focused on measuring an individual’s
willingness to share her data or equivalently, her valu-
ation of the privacy enjoyed from not sharing data. This
is captured through observing how much compensa-
tion a person is willing to accept to trade away privacy.
The consumption value of privacy, revealed by the per-
son’s willingness to share, represents the utility gained
or lost when the individual discloses her data with a
set of recipients.

Many different consequences of data sharing can
influence how much an individual gains or loses in util-
ity. Brandimarte et al. (2012, p. 341) describes that the
action to share data with some set of recipients is a nec-
essary precondition for the “access, use, and potential
misuse” of data. Disutility from disclosure can emerge
from the recipient accessing the data as well as sharing
the data with others. In sharing the individual’s data
with others, the recipient may economically benefit
from the secondary monetization of personal data.

I organize two possible components for the indivi-
dual’s value of privacy in preventing the recipient from
accessing personal data. Suppose that some possible
amount of disutility that the individual suffers when
her personal data are released to recipients is V = v(e) +
o(e), where e > 0 is the number of data recipients."’ The
first component v is the disutility from sharing her data
to be experienced as a product by data recipients. The
second component o is the disutility from sharing her
data to be utilized as an asset by recipients."" For exam-
ple, v can reflect unwanted observations or judgments
by others. As discussed in Section 2.2, the 0 component
can include or result from a desire for control over per-
sonal data that is violated if a recipient participates in
secondary data markets, a distaste for a recipient profit-
ing from personal data about her, or a perception of
ownership over the personal data released to a recipient.

3.1. Manipulating Salience to Identify Disutility
from Secondary Monetization

It is challenging to observationally disentangle prefer-
ences over sharing data as a product versus an asset. The
decision to release data includes the preferences both for
tolerating data being made available to be experienced
and for tolerating data being utilized by the recipient. The
solution proposed by this study is to exploit the inatten-
tion that individuals might have toward the asset nature
of data by manipulating its salience and exogenously
influencing individuals” awareness about the secondary
monetization abilities of their data recipient.

To organize and demonstrate how privacy behavior
can change in response to information signals, I adopt
the inattention framework from DellaVigna (2009, p.
349). Suppose that the individual is inattentive to
features related to data as an asset, the 0 component.

Then, she perceives that
V =0(e) +[1 - 6(s)]ofe),

where 0 is the inattention parameter as a function of
salience s € [0, 1] of 0. Assuming that 6'(s) < 0, 8(1) =0
is full awareness with a fully salient signal, and 6(0) =
1 is complete blindness with no salient signal (which
follows psychological theory positing that information
attention is nondecreasing in salient signals). There-
fore, varying the salience of the information about
the recipient’s secondary monetization ability should
reveal the inattentive individual’s preferences related
to her data being utilized as an asset.

The main prediction is that individuals decrease their
willingness to share data when it is more salient that
their recipient can monetize that data in a secondary mar-
ket. However, there are consequences and attributes
entangled with a recipient’s secondary monetization abil-
ity that can potentially increase other privacy concerns
related to data being experienced by others as a product
(the v component). These factors include increased expo-
sure and differential exposure risks. Additional consid-
erations for the conditions under which individuals
make data-sharing choices can be used to isolate the
importance of secondary monetization in individuals’
privacy choices.

3.2. Exposure Concerns Due to Secondary
Monetization

Secondary market monetization necessarily makes data
available to more recipients. Any revealed disutility
from secondary market transactions can potentially be
explained by an individual’s dislike of additional par-
ties experiencing her data as a product rather than by
her dislike of her data being utilized as an asset. For
instance, if secrecy is the main privacy concern of
individuals, then this can explain the dislike of the sec-
ondary monetization activities of data recipients (as
opposed to a dislike specific to the ability of their recipi-
ents to benefit from such secondary transactions). To
control for this factor, secondary monetization signals
can be explicit about the presence of a single third party
with which the recipient can transact, thus limiting the
exposure level to only two parties (the recipient and the
third party). Then, this context can be compared with
how individuals value privacy from many parties but
in the absence of secondary monetization signals. If
individuals are more likely to share data at higher expo-
sure levels with no signals about secondary transaction
ability, then concerns about secrecy are unlikely to
explain a decreased willingness to share data when sec-
ondary monetization is salient.

On the other hand, individuals may not strictly per-
ceive that their recipient’s transaction with a single
third party is equivalent to making data available to
one additional recipient. For example, they may believe
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that a third party is an entity of several individuals.
Additional conditions can further disentangle or con-
trol these expectations about data availability. First,
information about the monetization abilities of the
recipient that does not contain information about the
third party can be explored. If individuals decrease
their willingness to share data under a recipient’s mon-
etization potential alone compared with sharing with
many recipients that do not have monetization abilities,
then increased exposure is unlikely to be the primary
mechanism behind the increase in the value of privacy
under secondary market monetization.

Moreover, choices can be examined under high expo-
sure to many data recipients that can each engage in sec-
ondary monetization. Then, individuals’ data-sharing
choices can be compared with those in environments
with a singular data recipient with the same secondary
monetization ability. If exposure to additional parties is
the primary driver of disutility from secondary moneti-
zation, then there should be a significant decrease in the
willingness to share with many recipients under sec-
ondary monetization. If such a situation does not occur,
then this challenges the importance of exposure con-
cerns in their privacy choices.

Finally, data-sharing choices can be elicited in an
environment where the third party is drawn from the
same anonymous and indistinguishable pool of recipi-
ents. For instance, the choice to release data to many
recipients can be compared with the choice to release
data to one recipient that transacts that data with one
other recipient. The differential exposure concerns can
be effectively controlled in a market that disables
unsanctioned data trades among recipients. If indivi-
duals are less willing to share data with 2 recipients
that can benefit through trade with each other than
they are to share data with 30 recipients, with no sig-
nals about their secondary transactions, then concerns
related to differential exposure risks are unlikely to be
the driving force behind any revealed aversion to sec-
ondary monetization.

3.3. Differential Risk Between Recipients and
Third Parties

Secondary market activities can be perceived as riskier
depending on the type of exposure. For instance, indi-
rect access by a third party can incur greater perceived
instrumental costs for the individual than direct access
by a recipient. To explore this mechanism, data-sharing
behavior under weaker information or more controlled
exposure can be examined. First, the choices made
under an understanding of only the recipient’s moneti-
zation ability are informative. This approach allows
signals about the asset goods nature of data to be vivid
while keeping information about third-party access
opaque. This more narrowly elicits the individual’s
consumption value of a privacy commodity that

prevents the recipient from monetizing the individual’s
personal data.

In addition, the third party can be made indistinguish-
able from another data recipient. Following the same
method of disentangling exposure concerns from sec-
ondary monetization, privacy concerns associated with
third parties can be controlled by drawing the third party
from the set of potential recipients. Thus, individuals
choose how willing they are to share their data when
monetization can occur in a secondary market among
their data recipients. Perceived privacy risks unique to
third parties can be ruled out if individuals reveal disutil-
ity from secondary monetization when the risk profile of
the third party is identical to that of the recipient.

4. Experimental Design

The online experiment involves a personal data market
where individuals generate their psychometric data
and face real decisions regarding whether to share
those data with others in return for benefits. The study
is broadly categorized into three stages. First, in the
data generation stage, subjects generate psychometric
data that are personally identifiable. Then, in the data-
sharing stage, individuals choose to release their data
to anonymous recipients in the study in return for
monetary benefits. In the final stage, real outcomes
from data sharing are realized by both the subjects and
the recipients, where the subjects receive earnings from
any data sharing and the recipients earn profits from
user data through secondary monetization.

4.1. Subjects

The study was conducted at Cornell University’s Busi-
ness Simulation Laboratory (hereafter referred to as the
“laboratory”), which maintains an institutional review
board-approved subject pool for online studies. One
benefit of running a study using this form of research
laboratory is the ability to tightly control the setting
and implement real trades between subjects. There are
credible consequences for subjects as this experiment is
similar to other laboratory studies in which people are
randomly and anonymously paired to conduct real
transactions.'?

Another reason that the laboratory is well positioned
for this study is its high-quality maintenance of the
subject pool. Importantly, the personal identifiers of
the registrants (e.g., names and emails) are maintained,
made available to the researcher prior to data collec-
tion, and piped into the subjects” psychometric data
generated during the survey. The personalized survey
is distributed to each subject via a personalized email.
More generally, the laboratory manages verification
processes and monitors those who click through a sur-
vey without engaging with the content or those with a
history of incomplete studies.
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This study was advertised with the title “How well
do you know yourself? An economic decision study”
to avoid priming potential subjects with the idea that
the study is meant to examine privacy preferences. In
fact, the words “privacy” and “security” are not used
for the entirety of the study until the exit survey ques-
tions related to privacy attitudes are asked.'” Addition-
ally, subjects earn a minimum of $2 in Amazon gift
cards for completing the 15-minute survey, with the
possibility of earning more based on the survey taker’s
decisions made within the study.

4.2. Data Generation Task

The first stage of the survey involves a 50-item five-
factor questionnaire about the respondents’ attitudes
and habits. These items are taken from the standard
sample of Likert-type assessment statements from the
International Personality Item Pool, which is widely
used in psychology research. All of the items are shown
in Online Appendix Figures B.7 and B.8. Responses to
these self-assessments generate personality scores across
the following five traits: extraversion, agreeableness,
conscientiousness, emotional stability, and intellect.'*
After completing all 50 items in the self-assessment, sub-
jects view their personal identifiers, their personality
scores, and information about how to interpret their
scores (see Figure 1 and Online Appendix Figure B.1).
Each score is an integer in the range from 10 to 50. A
high score in extraversion, for example, indicates high
extraversion and low introversion.

Similar to previous works measuring privacy valua-
tions using the personal data gathered within a study,
untruthful information can be contained in the responses.
It is not clear how lower data quality (i.e., imperfect mea-
sures of a person’s personality) ultimately influences the
interpretation of these results (a longer discussion and
analysis of psychometric data quality is presented in Sec-
tion 5.3.2). However, importantly, the IPIP items are
designed as self-assessments rather than external evalua-
tions of an individual’s personality. IPIP items, in partic-
ular, have been shown to be successful at eliciting and
discriminating personality measures that can predict the
real behaviors and traits of individuals (Matz et al. 2017),
particularly those in Western and educated populations
(Laajaj et al. 2019).

Considerations are made in the experiment to remove
any contamination risk to the data-sharing choices in the
second stage of the experiment. The self-assessments are
elicited at the start of the study without revealing to sub-
jects that the study intends to elicit their willingness to

Figure 1. Example Subject’s Psychometric Data

share this psychometric data with other persons in
the study. No scores are more economically valuable
than other scores are, and this indifference was made
explicit to subjects prior to both self-assessment and
data-sharing decisions.'”

4.3. Eliciting Data-Sharing Choices

To elicit honest valuations of the privacy that subjects
retain by not sharing data, the Becker—-DeGroot-Marschak
(BDM) (Becker et al. 1964) incentive-compatible method
for eliciting willingness to accept is adopted. The BDM
method is commonly used in experimental economics to
reveal an individual’s reservation price for a good, even
for commodities without established market prices (List
and Shogren 2002). One characteristic of the BDM method
is its ability to reveal valuations that are not strategic
prices. This feature is critical to this study, where the pri-
mary information treatment includes signals that can
update subjects’ beliefs about the value of data to recipi-
ents. The dominant strategy for a subject under the BDM
method is to reveal the minimum acceptable price (reser-
vation price) that can correctly reflect the consumption
value of privacy from nondisclosure instead of a strategic
response to new information about how valuable her
data may be to a recipient. If the consumption value of
privacy increases because of the secondary monetization
ability of a potential recipient, then this is an increase in
utility that a subject feels regarding the quality of the pri-
vacy commodity.

The implementation of a BDM price elicitation is not
without its challenges. The instructions for selecting a
minimum price, given an unknown final price drawn
from a random distribution, can be unusual and con-
fusing. It is easy to conflate the minimum acceptable
price with any acceptable price. Moreover, data are not
sold for explicit prices in the real world but are, rather,
implicitly priced with bartered digital services. Thus, it
is reasonably challenging for individuals to estimate
their reservation prices without prior experience with
data prices.

To remedy these challenges, the survey uses a short
and coarse list of only five prices ($0.01, $0.49, $0.99,
$1.99, and $2.99). Subjects do not need to consider a
continuum of prices or estimate the minimum accept-
able amount. Rather, they consider a few potential
price outcomes and either accept or reject them.'® The
survey taker can, therefore, easily consider each price
in isolation and imagine whether she would “take it or
leave it” if that price were the final price. Imagining
whether one can accept $2.99 in exchange for data

First Name Last Name Extraversion Agreeableness Conscientiousness Emotional Stability Intellect

Jane Doe 19 31

21 42 48
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sharing is much easier than forming a point estimate of
one’s minimum price."” Online Appendix Figure B.3
displays the price elicitation.

4.4. Data-Sharing Conditions

Privacy choices are elicited under more or less salient
signals regarding how personal data can be utilized as
an asset rather than simply experienced as a product
by a data recipient. Each subject faces four different
conditions in randomly assigned order for making
data-sharing choices with no prior knowledge of the
terms of each condition.'® One of these conditions is
randomly selected, and the subject’s decision for this
condition is implemented in actuality.

The choices for the conditions [1,N], [30,N], and
[1,F] are elicited for all subjects in the study. The base-
line condition [1, N] is the choice to share data with one
recipient, with no signals about secondary monetiza-
tion. In the main treatment condition [1,F], full infor-
mation is provided about the recipient’s ability to
monetize any data that they receive by sale to a third
party. Finally, condition [30,N] elicits the value of
releasing data to 30 recipients and no provisions about
their secondary monetization abilities. Individuals’ dis-
utility arising from a recipient’s secondary monetiza-
tion activity can be tested by comparing [1,N] and
[1,F]. In addition, aversion to secondary monetization
can be compared with sensitivity to secrecy concerns
(i.e., 30 recipients [30, N] versus 1 recipient seeing their
data [1, N]) to examine whether indirect exposure to an
additional party explains a reluctance to share data
under [1, F].

Figure 2. Experimental Conditions

In addition, all of the subjects make one additional
data-sharing decision under one of three possible con-
ditions that vary according to the experimental sample:
[1,P], [30,F], or [1,F’]. Each of these sample-varying
conditions is designed to test the robustness of conclu-
sions resulting from differences in the privacy choices
from the three conditions common to all samples.
Figure 2 summarizes the six different data-sharing con-
ditions, and the survey text is provided in Online
Appendix Table B.1.

Sample 1 includes condition [1, P], which is a weaker
secondary monetization treatment than [1,F] by
removing any information about data transfer to a
third party and keeping only information about the
monetization benefits for the recipient. This [1, P] con-
dition keeps indirect exposure risk as opaque as [1,N]
to examine whether an effect under [1,F] is largely
explained by concerns about third-party access or
whether aversion to secondary monetization persists
under [1, P].

Sample 2 includes condition [30, F], which releases
data to 30 recipients who can each monetize data
through trade with a third party. This condition inter-
acts high exposure with secondary monetization sig-
nals. If subjects are primarily concerned about others
experiencing their personal data as a product through
direct or indirect access, then sharing with 30 data reci-
pients with secondary monetization capabilities should
significantly reduce subjects’ willingness to share. This
condition also provides an alternative test of whether
salient secondary monetization decreases the willing-
ness to share data by comparing [30, N] and [30, F].

INFORMATION ABOUT THE
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Sample 3 includes condition [1, F’'], which explicitly
defines the third party as another person in the study.
This condition serves to control for differences in
characteristics between recipients and third parties by
drawing the third party from the pool of potential data
recipients. Through this condition, the main effects
under [1,F] can be disentangled from the explanation
that subjects can perceive third parties as riskier forms
of exposure than the data recipients that they directly
transact with.

4.5. Randomization Groups

One advantage of a within-subject approach versus a
between-subjects design (i.e., randomizing treatments
across individual clusters) is that it removes the effect
of extraneous subject-level characteristics on the out-
come variable. This design is particularly attractive
for eliciting people’s personal data valuations. As
described in Section 2.4, willingness to share data can
be highly dependent on the qualities of each person’s
idiosyncratic data. This naturally leads to multimodal
distributions for the value of privacy that are because
of differences in the objective value of each person’s
privacy commodity'” rather than heterogeneity in the
intrinsic tastes for privacy.

Another advantage of a repeated-measures approach
is that people’s personal data valuations likely rely on
relative choices (also described in Section 2.4) because
most people do not have any prior experience with
prices for their personal data. In fact, Birnbaum (1999)
warned of a lack of context in between-subjects designs,
creating a larger data interpretation issue than the con-
text effects that are naturally present in within-subject
designs.” Repeated measures in within-subject designs

Figure 3. Survey Chronology

can capture the subject’s relative preference rankings
between conditions (e.g., “I value my data privacy more
in this condition than in the other”).

The challenge in implementing a within-subject
design is the need to counterbalance order effects. For
example, if [1, F] is always the last and most experienced
choice, then the resulting effects cannot be orthogonal to
the spillovers from previous decisions. To resolve this
issue in the experiment, block randomization is per-
formed with a Latin square design to ensure that each
condition appears at each ordinal position of a decision
in a balanced fashion (see Online Appendix Table B.2).
This approach is a standard technique for counterbalan-
cing spillover effects by rendering the outcomes from
one condition independent of the order in which they
are presented to the respondent. This design also rando-
mizes anchoring effects: for example, whether subjects
experience [1,F] before [1,N] or [1,N] before [1,F]. In
the statistical interpretation of the results, variables
related to this exogenously assigned order—including
both anchoring and experience—can be controlled for
and are independent of the experimental treatments.

Subjects’ ex ante knowledge of the repeated-measures
design is intentionally vague. Prior to any data-sharing
decisions, the subjects are informed that there would
be “several” scenarios with different conditions for
releasing their data, where one is randomly selected
and made real. Then, the realized outcome is revealed
directly in the survey after all of the data-sharing choices
are made. A summary of the survey chronology from
the subjects” perspective is shown in Figure 3. In addi-
tion, payments and outcomes are delivered via email
one week following survey submission, and subjects are
aware of this prior to their data-sharing choices.”!
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4.6. Data Collection

The data are collected across three subsamples with
multiple waves, with a combined total of 1,188 subjects
from 2019 to 2020 (see the details in Online Appendix
Table B.3). The survey also includes voluntary ques-
tions regarding the respondents’ demographic infor-
mation and social media usage. Approximately 79% of
individuals self-report using Facebook with a nona-
nonymous account and accessing the platform at least
once per week. Following this same definition of
platform usage, 50.8% and 24.3% of the subjects self-
report as users of LinkedIn and Twitter, respectively.”
Finally, a series of privacy and data ownership atti-
tudes are elicited using a Likert-type assessment of
statements related to privacy concerns and data usage
by firms (see Online Appendix Table A.9).

5. Results

5.1. Descriptive Summary

In the baseline condition [1,N], 21% of individuals do
not participate in the market for releasing data to one
recipient given the available prices and with no infor-
mation provisioned about secondary market activities
of the data recipient. Conditions [1,F’], [1,F], and
[30, F], which include salient information about the sec-
ondary monetization of personal data, approximately
double the nonparticipation rate. Between 39% and
42% of individuals refuse to release their data under
conditions where they are most aware of a recipient’s
ability to conduct secondary monetization. Pricing-out
behavior is also nearly as prevalent (at 37%) under the

Figure 4. Price Choices by Data-Sharing Condition

weaker information treatment [1,P]. Moreover, the
sharing of data with 30 recipients under no secondary
monetization (condition [30,N]) reveals the second
weakest privacy response, with 29% not participating
in the data market.

This descriptive evidence of the extensive margin
not only highlights the importance of secondary mone-
tization in privacy choices but also, highlights that
exposure concerns may be an unlikely explanation for
the lower instances of data sharing under conditions
with salient secondary monetization. Figure 4 sum-
marizes the proportion of individuals who choose to
price out of each condition; in addition, reservation
prices chosen by participants in each condition are
displayed.

By leveraging the within-subject design, changes in
data market participation can be observed at the indi-
vidual level across conditions. The largest share of
exits (i.e., a subject participating in the data market
under one condition but not another) occurs when
subjects are treated with information about secondary
monetization. As shown in Figure 5, 23% of indivi-
duals are willing to share personal data with one recip-
ient ([1,N]) but unwilling to share data when treated
with information about one recipient’s secondary
monetization abilities ([1, F]).

According to these descriptive results of exit behav-
ior, the response to [1, F] is unlikely to be explained by
increased exposure or differential risk. When the
exposure increases from 1 to 30 recipients (i.e., [1,N]
to [30,N]), 10% of the subjects exit the data market.
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Figure 5. Data Market Participation and Nonparticipation by Condition
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However, 18% of individuals are willing to enter the
data market under [30, N] but not under [1, F]. In con-
trast, only 5% of the subjects exhibit the reverse behav-
ior (i.e., enter in [1,F] and exit in [30,N]). Evidence
can also be found in choices under sample-varying
conditions. When a recipient’s monetization ability is
salient and third-party access is opaque, 16% of the
individuals exit (i.e.,, [1,N] to [1,P] in sample 1).
Under high-exposure conditions, salient secondary
monetization also induces 17% of individuals to exit
(i.e., [30,N] to [30, F] in sample 2). When the differen-
tial risk between recipients and third parties is con-
trolled for, 18% of individuals exit (i.e., [1,N] to [1,F’]
in sample 3).

5.2. Estimated Participation and Prices

Given the nature of the price elicitation, acceptable
prices are chosen simultaneously with whether to accept
any price in the available range. Rejecting all available

prices allows a subject to exit the data market. Rather
than assuming a natural censoring by the price list, the
chosen analysis method measures observed behavior in
two parts: (1) the odds or likelihood of data market par-
ticipation by individuals and (2) the price demanded
among those who participate.

Unlike many market participation questions in eco-
nomics that focus on intensive margin changes to a
price variable, the extensive margin decision to partici-
pate in this data market is the more relevant and unbi-
ased outcome of interest. In reality, data markets
ask consumers to make all-or-nothing disclosures in
exchange for a set menu of goods and services while
rarely asking consumers how much they would be
willing to accept in such an exchange. Although mea-
suring price changes is useful for inferences internal to
the experiment, it is difficult to map these magnitudes
to external contexts, especially where the benefits from
data sharing are not monetary amounts and when the
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pricing decision is based on the individuals who select
into the data market.”

First, this approach estimates how the explanatory
variables impact data market participation. Whether
individual i chooses to participate in the data market in
decision ¢ is indicated by

1, v, <299,

1
0, v,>299, M

Participation;, = {

where y}, is the true, unobserved minimum acceptable
price. Second, for those who participate, the observed
minimum acceptable price when Participation, =1 is

0.01, y; <0.01,
0.49, 0.01 <y <049,
Price; = ¢ 0.99, 0.49 <y; <0.99, 2)
1.99, 099 <y; <1.99,
299, 1.99 <y, < 2.99.
Because each individual i makes four data-sharing
decisions across t decision periods, I use a panel ran-
dom effects model that corrects for the nonindepen-
dence of multiple responses from a single individual
(Liang and Zeger 1986):
Pricey] = a + B - Condition;
+0 - T +v-Yi+0i +uy,

[Participation,,,

where Condition; is a set of categorical variables indicat-
ing the conditions of interest to be compared with the
omitted condition. A set of decision-period controls is
denoted as T;. These are included to capture effects speci-
fic to each decision period that can presumably affect
all individuals uniformly. The vector Y; is a set of
individual-specific characteristics. Controls for anchoring

effects are included, such as whether the individual is
randomly assigned to a no information (N) condition in
the first two decision periods and secondary monetiza-
tion information (P, F, or F’) conditions in the last two
decision periods.**

A set of optional characteristics for examining privacy
behavior across different types of individuals is included,
such as psychometric scores to explore whether a low or
high score in each trait is correlated with relative privacy
preferences. Studies find that five-factor scores have pre-
dictive power for online behavior (Junglas et al. 2008,
Matz et al. 2017, Li et al. 2019), especially for people in
Western, democratic, and educated populations (Laajaj
et al. 2019). The individual-specific random effect is
denoted by 0,, and u; is the error term. Because all indivi-
duals experience conditions that are randomly assigned
to a decision period, the estimates are uncorrelated with
the observed (Y;) and unobserved individual differences
or error term (0; and u;, respectively).

The results tables present the likelihood of participa-
tion and the prices demanded in the data market relative
to the omitted condition [1,N]. There are three specifica-
tions for each part. First, the baseline model includes the
condition under which a privacy choice is made, control-
ling for sample and order effects. The second specifica-
tion extends the first by including a control for anchoring
effects. The third specification includes controls for
individual-specific characteristics.”> All errors are clus-
tered at the individual level, and regression specifications
are compared using a Wald test to determine whether
the inclusion of regressors has meaningful explanatory
power. Table 1 presents the estimated impact of the [1, F]
and [30, N] conditions on the odds of individuals partici-
pating in the data market and the prices demanded.”

Table 1. Participation and Prices for Sharing Personal Data (All Samples)

Logit: Participation

OLS: Price ($) | Participation =1

(1a) (2a) (3a) (1b) (2b) (3b)
(Intercept) 1.289*** 1.455*** 2.089*** 1.499*** 1.389%** 1.140%**
(0.113) (0.138) (0.385) (0.061) (0.079) (0.212)
[30,N]: 30 recipients, no information —0.433%** —0.433%** —0.4471%** 0.102%** 0.102%** 0.102***
(0.054) (0.054) (0.055) (0.024) (0.024) (0.024)
[1,F]: 1 recipient, full information —1.018*** —1.016%** —1.039*** 0.390*** 0.393*** 0.392%**
(0.064) (0.064) (0.065) (0.033) (0.033) (0.033)
Sample controls X X X X X X
Order controls X X X X X X
Anchoring controls X X X X
Psychometric controls X X
Demographic controls X X
Individual clusters 1,188 1,188 1,188 975 975 975
Observations 3,564 3,564 3,564 2,472 2,472 2,472
Wald test (1a), (2a) (2a), (3a) (1a), (3a) (1b), (2b) (2b), (3b) (1b), (3b)
Pr(>x?) 0.003 0.000 0.000 0.020 0.186 0.041

Notes. The omitted category is [1,N]: one recipient, no information. Clustered robust standard errors are in parentheses.

4t < 0,001
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I find that secondary monetization increases the dis-
utility of sharing data. Individuals are more likely to
not participate and increase prices when information is
provided about their recipient’s ability to monetize
data through sale to a third party. The odds of not
entering the data market under condition [1, F] are 2.83
times greater than those under condition [1,N] (p <
0.001) (column (3a) in Table 1). A similar pattern is
reflected in the intensive margin, where prices under
[1,F] are $0.39 higher than those in [1,N] (p < 0.001)
(column (3b) in Table 1).

Notably, the magnitude of individuals’ aversion to a
recipient’s ability to transact personal data with a third
party ([1,F]) is greater than their aversion to directly
sharing data with 30 recipients ([30, N]). Increasing the
number of recipients from 1 to 30 does result in greater
disutility from releasing data. The odds of not partici-
pating in the data market are 1.55 times greater, and the

prices are $0.10 higher under [30,N] (p < 0.001) (col-
umns (3a) and (3b) in Table 1). However, the willing-
ness to share is significantly weaker when a single data
recipient’s ability to trade with a third party is salient.
The odds of individuals not participating in the data
market under [1, F] are 1.82 times greater, and the prices
are $0.29 higher than those in [30, N] (p < 0.001).

Evidence of a disutility specific to secondary moneti-
zation is also found in the various mechanism tests
using the conditions varying by sample. The results
shown in Table 2 display the conditions common to all
samples ([1,N], [30,N], and [1,F]) plus a condition
tested in each sample ([1,P], [30,F], or [1,F’]). All of
the other model specifications are the same as those
in Table 1, aside from the sample controls in these
sample-specific results.

In sample 1, individuals are averse to a recipient’s
monetization ability without being treated with explicit

Table 2. Participation and Prices for Sharing Personal Data (by Sample)

Logit: Participation

OLS: Price ($) | Participation =1

(1a) (2a) (3a) (1b) (2b) (3b)
Sample 1
(Intercept) 1.317%** 1.585%** 1.176* 1.472%** 1.3417%** 1.468***
(0.138) (0.188) (0.580) (0.070) (0.101) (0.330)
[30,NT]: 30 recipients, no information —0.425%** —0.428*** —0.4471%* 0.092* 0.091* 0.090*
(0.083) (0.084) (0.086) (0.039) (0.039) (0.039)
[1,P]: 1 recipient, partial information —0.682%** —0.681*** —0.701%** 0.252%** 0.252%** 0.252%**
(0.097) (0.097) (0.100) (0.050) (0.050) (0.050)
[1,F]: 1 recipient, full information —1.046%** —1.050%** —1.082*** 0.428*** 0.429%** 0.427%**
(0.108) (0.108) (0.111) (0.058) (0.058) (0.058)
Sample 2
(Intercept) 1.554##* 2.028*+* 4.034%* 1.412##* 1.310%** 0.606*
(0.149) (0.204) (0.659) (0.064) (0.104) (0.301)
[30,N]: 30 recipients, no information —0.395%+* —0.407*** —0.426**+ 0.069" 0.069" 0.070*
(0.098) (0.102) (0.106) (0.036) (0.036) (0.036)
[1,F]: 1 recipient, full information —1.007*** —1.021*** —1.081%*** 0.430%** 0.432%** 0.432%**
(0.115) (0.115) (0.120) (0.052) (0.052) (0.052)
[30, F]: 30 recipients, full information —1.079*** —1.099%** —1.166%** 0.395%** 0.397*** 0.397%**
(0.118) (0.120) (0.125) (0.053) (0.053) (0.052)
Sample 3
(Intercept) 1.284%** 1.406%** 2.063** 1.551%** 1.487*** 1.439***
(0.144) (0.200) (0.757) (0.071) (0.108) (0.426)
[30,NT]: 30 recipients, no information —0.484*** —0.483*** —0.492%** 0.168*** 0.168** 0.168***
(0.102) (0.102) (0.103) (0.048) (0.048) (0.048)
[1,F’]: 1 recipient, alt. full information —0.789*** —0.785*** —0.800%** 0.390*** 0.392%** 0.397%**
(0.103) (0.102) (0.104) (0.057) (0.057) (0.057)
[1,F]: 1 recipient, full information —0.998*** —0.996*** —1.016%** 0.362*** 0.364*** 0.362***
(0.113) (0.113) (0.114) (0.062) (0.062) (0.062)
Order controls X X X X X X
Anchoring controls X X X X
Psychometric controls X X
Demographic controls X X

Notes. The omitted category is [1,N]: one recipient, no information. Clustered robust standard errors are in parentheses.

*p < 0.05; *p < 0.01; **p < 0.001; Tp < 0.1.
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information about third-party sales. As shown in Table
2, the odds of not sharing data under [1,P] are 2.02
times greater, and the prices are $0.25 higher than those
under [1,N] (p < 0.001) (columns (3a) and (3b) in sam-
ple 1 in Table 2). In fact, under this partial signal about
a single recipient’s secondary monetization ability,
individuals’ revealed disutility is still greater than their
aversion to directly disclosing to 30 recipients. Partici-
pation odds are 1.3 times greater and the prices are
$0.16 higher under [1, P] than those under [30,N] (p <
0.01). Finally, exit behavior and prices also increase
under [1,F] relative to [1,P], revealing an increase in
disutility as the secondary market (or the external
nature of the transaction) becomes more salient.

In sample 2, the privacy responses to secondary
monetization signals are replicated under direct disclo-
sure to 30 recipients. The odds of not participating are
2.09 times greater and the prices are $0.33 higher under
[30, F] than under [30,N] (p < 0.001) (columns (3a) and
(3b) in sample 2 in Table 2). Moreover, individuals
exhibit little change in privacy behavior under [1,F]
versus [30,F], despite dramatically increasing their
exposure to more data recipients and third parties. This
challenges the notion that exposure concerns or differ-
ential risk can explain the magnitudes of the decrease
in participation and increase in prices that occur when
secondary monetization is salient.

Finally, in sample 3, the aversion to secondary mone-
tization is replicated when controlling for the percep-
tion of differential risk between the recipient and the
third party. When faced with a decision to share data
with two persons in the study (who partake in second-
ary monetization with each other) versus disclosing to
30 people in the study (without secondary monetiza-
tion), individuals significantly lower their willingness
to share data in the former scenario—despite the third
party being drawn from the same pool of potential reci-
pients. The odds of exiting the data market are 1.36

times greater (p = 0.002) and the prices are $0.22 higher
(p < 0.001) under [1, F’] than those under [30, N]. There
is a small increase in pricing-out behavior under [1,F]
than those under [1,F’] (p = 0.004) that suggests the
existence of a privacy concern related to perceived risk
differences between a recipient and a third party, but
the price gap is statistically inconclusive.

5.3. Robustness Checks

5.3.1. Between-Subjects Comparison of First-Period
Choices. Because of the block randomization design,
subjects’ first-period choices are randomly and evenly
assigned across the conditions as a between-subjects
experiment. However, first-period decisions have no
prior context, so subjects cannot reveal their relative
privacy preferences (as previously discussed in Sec-
tions 2.4 and 4.5), which can obscure the statistical pre-
cision and meaning of the estimates generated from
these observations. Despite the expected challenges to
first-period choices, the between-subjects comparison
reveals a significant reluctance to participate in a data
market with salient secondary monetization.

Table 3 shows that by limiting the analysis to only
decisions made in the first period, individuals under
[1,F] are significantly less likely to participate in the
market than are those under [1,N] (p < 0.05) (column
(3a) in Table 3).”” However, the difference between the
secondary monetization ability of 1 recipient versus
releasing data directly with 30 recipients is not detect-
able during the first period.

The revealed preference differences between condi-
tions become clearer in magnitude and precision
with each decision (see Online Appendix Table A.5).
Between the first and second decision periods, the
block randomization design prevents spillovers from
the injection or removal of secondary monetization sig-
nals.”® The difference between [30,N] and [1,F] is sig-
nificant by the second choice (p < 0.10). Therefore, the

Table 3. Between-Subjects Comparison of First-Period Participation and Prices for Sharing Personal Data

Logit: Participation

OLS: Price ($) | Participation =1

(1a) (2a) (3a) (1b) (2b) (3b)

(Intercept) 1.121##* 1.108*** 1.567** 1.560%** 1.583*** 1.533***

(0.135) (0.168) (0.493) (0.071) (0.093) (0.277)
[30, NJ: 30 recipients, no information —0.331" -0.331" —0.343" —0.021 —0.020 —0.044

(0.184) (0.184) (0.188) (0.103) (0.103) (0.104)
[1, F]: 1 recipient, full information —0.458* —0.458* —0.451* 0.030 0.030 0.011

(0.182) (0.182) (0.185) (0.104) (0.104) (0.105)
Sample controls X X X X
Psychometric controls X X
Demographic controls X X
Observations 892 892 892 625 625 625
Adjusted pseudo-R? 0.001 —0.002 0.001 —0.003 —0.005 —0.009

Notes. The omitted category is [1, N]: one recipient, no information. Standard errors are in parentheses.

*p < 0.05; **p < 0.01; **p < 0.001; 'p < 0.1.



Downloaded from informs.org by [216.73.216.198] on 20 June 2026, at 01:42 . For personal use only, all rights reserved.

Wu: Secondary Market Monetization and Willingness to Share Personal Data

8486

Management Science, 2025, vol. 71, no. 10, pp. 8471-8490, © 2025 The Author(s)

disutility from secondary monetization can be disen-
tangled from exposure concerns with more experience
and without any spillovers for subjects with or without
information about secondary monetization. By the most
experienced decision, the between-subjects comparison
reveals the largest decrease in individuals’ odds of par-
ticipating under [1, F] relative to [1, N] and [1, F] versus
[30,N] (p < 0.001) (column (3a) in Table 3 in decision
period t = 4).*’ This trend supports the notion that indi-
viduals make relative choices regarding their willing-
ness to share personal data (Acquisti et al. 2012, Adjerid
et al. 2018).

5.3.2. Quality of Psychometric Data. International
Personality Item Pool scores based on the five-factor
model are designed to be self-assessments; however,
self-reporting can generate lower-quality data than
those produced by an evaluator.®® Although objective
data quality does not confound the experimental treat-
ments, it does challenge whether the findings of this
study can be generalized to other forms of personal
data, such as data that are more challenging to manipu-
late (e.g., credit scores). To examine this, IPIP responses
are assessed for internal consistency.

Correlation analysis and factor analysis are used to
test the quality of the data (see Online Appendix Figure
A.l and Table A.6). If individuals answer the survey
inattentively or randomly, then the results would show
a low association among the items intended to measure
the same trait, and the underlying factors in a factor
analysis would not show any correspondence to the
five personality traits. The general pattern of the survey
responses shows consistency and reliability, which
rules out the prevalence of low-quality, randomly gen-
erated psychometric scores.

Understanding the degree to which data quality
suffers from inattentive respondents does not identify
whether there is a set of individuals who are intention-
ally curating a false persona. However, how falsified
responses interact with disclosure behavior is unclear.
First, the experiment’s data-sharing opportunity is
revealed only after the five-factor survey is completed.
Second, inaccurate psychometric data can have both
costs and benefits for the subject. For instance, the
individual can incur disutility from being misrepre-
sented to others. On the other hand, inaccurate infor-
mation can obfuscate a person’s true personality,
which provides a form of secrecy that may be valuable
to the individual. An interesting direction for future
research is to examine these two possibilities by exog-
enously assigning objectively true or false data and
assessing the unintended consequences of privacy-
protecting tools, such as garbling. In addition, a more
challenging research direction is to disentangle endog-
enous motivations for individuals who intentionally
falsify their data.

5.4. Limitations

There are several limitations to the interpretation of
these results. First, there is a natural difference between
for-profit and nonprofit settings. The expectations of
many individuals involved in a research study are dis-
associated from their perceptions of commercial mar-
kets. For instance, this study cannot conclude whether
individuals are aware of the secondary monetization
activities of online retailers. Replicating this study in
the field, utilizing personal data traded in real mar-
kets, or measuring behavior through real commercial
products are all ways to understand how privacy pre-
ferences generalize outside a controlled, laboratory
market.

Second, there are context effects that come with
price elicitation survey questions. Although the relative
valuations in this study provide meaningful inferences
about privacy preferences, the study’s average prices
should not be generalized to real market prices for per-
sons’ psychometric data. Although the multiple price
list elicitation method in this study is intended to mini-
mize this issue, the estimates of reservation prices can
vary depending on the lower and upper bounds. One
alternative approach is to directly ask subjects to declare
a minimum acceptable price. However, as mentioned in
the previous sections of this paper, point estimates of
reservation prices for sharing data are unnatural, unsta-
ble, and difficult for a decision maker to compute.

Third, I cannot correct for selection bias in the valua-
tion of personal data by those who opt in to the
data market in this study. Therefore, I cannot discern
between those who are naturally censored by the price
range and those who exist on an unobserved distribu-
tion of prices. For example, $6.99 could be enough to
capture all, some, or none of those who reject $2.99.
However, wider ranges of price lists cannot easily
correct this issue because of the aforementioned con-
text effects. Furthermore, extremely high upper-bound
prices can be less believable to decision makers, which
effectively renders them opt-out choices and thus, diffi-
cult for researchers to interpret.

Fourth, a laboratory study cannot completely rule
out the potential influence of Hawthorne and experi-
menter demand effects, despite employing the most
important design choice: the inclusion of real outcomes
and incentive compatibility. Even though an analysis
of between-subjects outcomes confirms the intuition of
the main findings, this strategy is not ideal as it rules
out the importance of capturing relative privacy prefer-
ences over idiosyncratic data.

Finally, individuals in the experiment are not in a
state of “digital resignation” (Draper and Turow 2019).
As captured by their revealed preferences, subjects
believe that the choice to share personal data in the
experiment is consequential and that a recipient can nei-
ther obtain similar data nor easily conduct secondary
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monetization in unsanctioned ways. In reality, indivi-
duals may be very aware that their personal data are
available through third parties (e.g., data brokers) that
have indirectly collected their personal data (James et al.
2017, Barocas and Levy 2020). The infeasibility of
unsanctioned data trades is key for internal validity, and
the unexpectedness of sanctioned data trades is key for
efficacy. However, these design features limit the eco-
logical validity for settings where consumers are fully
aware of secondary data markets.

6. Discussion

I find evidence that individuals consistently lower their
willingness to share data when it is salient that a data
recipient has monetization abilities in secondary mar-
kets. This result begs the following question. What
are the underlying concerns that drive this change in
individuals” value of privacy? The experiment rules
out three apparent mechanisms. First, concerns about
increasing exposure do not explain the lower willing-
ness to share data. Second, concerns about the greater
risk from access by third parties do not explain the
effect. These findings are broadly consistent with the
idea that access risks yield weak privacy responses. For
instance, Buckman et al. (2019) find that the risk of dis-
tributing data to a third party as a form of external sec-
ondary use yields no change in privacy behavior.
Third, using the BDM method, I also rule out strategic
responses to new information about the value of data
to the recipient.

Although further research is needed to answer this
question, the results suggest that secondary monetiza-
tion of personal data violates some set of ideals that
influence privacy preferences. One obvious nonnorma-
tive factor relates to fairness. Individuals can experi-
ence disutility if they do not obtain a fair share of the
profits gained by a recipient from a secondary data
exchange. Other factors may be more related to the
notion of contextual integrity (Nissenbaum 2009). Indi-
viduals may feel that it is unethical for others to profit
from information about them, leading individuals to
demand greater compensation in exchange for data
sharing. Finally, other mechanisms can be specific to
the nature of personal data markets, such as data
inalienability, which may lead to the perceived owner-
ship of personal information.”’ Despite a decision to
trade away data, individuals may still feel ownership
over what they consider “their” data and demand data
dividends from secondary transactions.

The research design of this study also offers guid-
ance and insight for conducting future experiments on
data sharing and privacy valuation. This study accom-
modates and confirms that all-or-nothing privacy
responses are prevalent in data-sharing decisions. A
price elicitation that does not include an opt-out choice

can miss this distinction in people’s intended responses
to notice-and-choice regimes. By using prices as an
instrument to reveal preferences in a repeated-measures
design, researchers can also better capture relative prefer-
ences (ie., preferring to preserve privacy under some
conditions more than others). This method accommo-
dates the contextual challenges that individuals have in
making point estimates about the value of their data and
controls for the idiosyncratic nature of psychometric data
that could drive heterogeneous preferences.

The results of this study have important practical,
policy, and theoretical implications for personal data
markets. Unlike data markets that rely on user data to
be collected “freely” by firms or from take-it-or-leave-it
data transactions (where individuals forgo all control
rights), data markets may find success in treating per-
sonal data as inalienable to individuals. For instance,
the study provides empirical evidence for the success
of using “data vaults” to facilitate data transactions,
which has been supported by privacy architecture
researchers (Mun et al. 2010) and organizations, such
as Solid.* The findings also support policies that treat
data as consumer possessions that primarily benefit
their owners (Arrieta-Ibarra et al. 2018). The results are
also consistent with the theoretical benefits of granting
data control rights to individuals rather than to firms
as individuals can balance their value of privacy with
the economic gains from selling their data, whereas
firms may choose to hoard and inefficiently use data
(Jones and Tonetti 2020).

Overall, this study presents a promising direction for
broadening and deepening the research on the privacy
preferences that determine individuals’ choices con-
cerning their personal data. The findings prove that it
would be naive to conclude that people are uncon-
cerned about secondary data markets when studies
focus only on access concerns and context-specific
usage risks. Instead, how data are made available to
the secondary market is important, especially when the
method involves the individual’s data being economi-
cally exploited by others. This study provides rich and
consistent evidence demonstrating that privacy is more
valuable when there is potential for secondary moneti-
zation. The findings are informative for theoretical pri-
vacy models and have implications for the design of
data markets and privacy policy regimes.
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Endnotes

! This privacy choice is formalized in Acquisti et al. (2013), where
there is a trade-off between the utility from consuming wealth and
privacy.

2 These data are in the form of five-factor scores and are the same as
those obtained by Cambridge Analytica from users’ activities on
Facebook.

3 Personal identification can also occur through the reverse engi-
neering of identifiers (Abowd and Schmutte 2019).

# Consistent with the data privacy literature across disciplines and
fields (e.g., Nissenbaum 2009, Acquisti et al. 2016, Jones and Tonetti
2020, Koutroumpis et al. 2020) and the European General Data Pro-
tection Regulation (GDPR), the privacy choice studied in this work is
related to the activities surrounding this definition of personal data.

5 Data produced in an economy “[feed] back” and make all firms
more productive in a virtuous cycle of productivity and data (p.
2832).

8 Prior studies examine individuals’ disclosure of identifying or sen-
sitive content (e.g., email addresses and medical history) (John et al.
2010, Athey et al. 2017, Buckman et al. 2019). However, identification
is becoming easier and less expensive. For example, Acquisti and
Gross (2009) shows how Social Security numbers can be predicted
from publicly available data. On the other hand, Glasgow and Butler
(2017) find that personal (or unique) identification is a required fea-
ture of the ability of shared personal data to invoke privacy con-
cerns, despite the decreasing commercial value of identification.

" The public domain International Personality Item Pool (IPIP),
which is used for five-factor personality measurement, is pervasively
used in Western, educated, industrialized, rich, and democratic
(WEIRD) nations for various research and assessment purposes, con-
tributing to its predictive and persuasive power over human behav-
ior and attitudes for WEIRD populations (Goldberg et al. 2006, Laajaj
etal. 2019).

8 Sometimes, the literature refers to this as subjective (psychological)
versus objective privacy harms. For example, Calo (2011) largely
conceptualizes subjective privacy harm as the undesirable observa-
tion by others rather than as a psychological aversion to personal
data being used by others. However, privacy can still be an interme-
diate good for other psychological benefits (e.g., a desire for control
or self-determination).

9 Even under the European GDPR provisions on the right to be for-
gotten, the nonexcludable nature of data makes the enforcement of
erasure rights for personal data difficult and costly for both indivi-
duals and firms.

10 This paper describes each component as a disutility or privacy
loss (positive v and o). However, this framework does not restrict
individuals from gaining positive utility from sharing their personal
data. Both components generalize to nonnegative utility (i.e., an
individual enjoys being observed (negative v) or having her per-
sonal data utilized in secondary markets (negative 0)).

" The framework allows o to depend on the number of recipients
that can benefit from data being utilized as an asset. However, this
does not exclude the possibility that an individual primarily suffers

from the existence of activities in secondary markets and remains
insensitive to how many data recipients can benefit from secondary
monetization.

2 These practices include no deception and transparency in the
terms and conditions of data transactions. The subjects are not able
to access the list of study registrants, thus preventing unsanctioned
data sharing with other subjects. Unsanctioned data monetization
by those randomly selected to receive personal data (i.e., data reci-
pients) is also unlikely given the lack of commercial opportunities
for consumers to sell individual or small-scale personal data in sec-
ondary data markets.

13 Adjerid et al. (2019) shows that individuals have a greater propen-
sity toward privacy outcomes when prompted to make decisions
about their “privacy” settings versus their “survey” or “app” settings.

1 All self-assessment statements require a response. Skipped ques-
tions prevent the survey from continuing to the next page and the
later stages of the survey.

15 Subjects are told at the start of the self-assessment that the bonus
payment amounts are unrelated to this stage in the survey (e.g.,
“Your responses for each statement will NOT determine your earn-
ings in this study”).

'8 The price range is chosen based on pilot surveys of this study.
The prices ending in 49 and 99 cents are commonly advertised for-
mats for prices and are designed to evoke familiarity in subjects’
minds with other digital goods and services (e.g., paid mobile apps
and online subscription services). The $0.01 choice is used in place
of a $0.00 choice to prevent any nonnormative factors from
influencing this decision (i.e., there may be a special reluctance to
choose to give away something for free, even if a subject values her
privacy at a nonpositive price).

17 Price-reversing behavior in a multiple-price list does occur (e.g.,
accepting $1.99 while rejecting $2.99) either by mistake or because
of uncertainty. However, the survey is not designed to prevent this
behavior, allowing these forms of inattention, incomprehension, or
indecision into the data. A small number of subjects exhibited some
form of price-switching behavior, and they are included in the anal-
ysis based on the minimum price that they accept regardless of
inconsistency with higher rejected prices. The preregistration also
does not specify the exclusion of these subjects.

8 The number of decision rounds is limited to four to reduce inat-
tention and survey fatigue.

1° This is empirically reflected, for example, in Collis et al. (2021).

20In Birnbaum (1999), respondents in a between-subjects study
could rate the number 9 as having the same magnitude as the num-
ber 221, whereas this issue disappears in a within-subject design,
where 9 is rated as relatively smaller than 221.

21 Study registrants are randomly selected to be data recipients.
Data recipients are not given any option to self-select into their roles,
any additional choices, or any reasonable possibility of unsanctioned
data monetization upon receiving the personal data of others. An
example of the data delivery process is shown in Online Appendix
Figure B.9. The role of the data recipient is not advertised in the
study and is imposed only on a randomly selected set of people reg-
istered for the study. The profits from sanctioned secondary moneti-
zation are determined by an undisclosed rate of return on the
number of subjects in their survey wave who released personal data.

22 A large minority of respondents report high-frequency engage-
ment with these platforms. For example, 19% are Facebook users
who post or share content on the platform at least once a week,
39.1% are LinkedIn users who respond to requests for connections
within a week, and 12.3% are Twitter users who post or share con-
tent at least weekly. Approximately 72% of participants self-
identify as female, their mean reported age is 23.8 years (standard
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deviation = 6.95), and more than 70% report being students as
opposed to being employed (full or part time). This study’s demo-
graphic makeup is similar to that of other studies conducted using
this laboratory’s subject pool.

22 Although T recognize that there exist behavioral mechanisms that
influence data market participation separately from those prices
demanded (as opposed to natural censoring), the identification of
these mechanisms is beyond the scope of this study. A Heckman-
style selection model is not used given the lack of a valid exclusion
restriction. Therefore, a two-part estimation—which recognizes but
does not correct for selection bias—is the preferred style of infer-
ence for this study.

24 Additionally, whether the individual experiences 30 recipients
before or after 1 recipient is included.

25 The demographic controls include gender, marital status, Face-
book usage, and employment status. Psychometric controls include
whether the individual scored above 30 (on a scale from 10 to 50) in
each of the five-factor traits: extraversion, agreeableness, conscien-
tiousness, emotional stability, and intellect.

26 Suppose C is the focal condition and C is the omitted condition;
then, the odds ratio of C and C is exp[f] = exp[log(oddsC/oddsC)]
=oddsC/ oddsC, where B is the coefficient estimate of the condition
of interest. The change in prices demanded is estimated among the
individuals who participate in the data market under the omitted
and focal conditions.

27 The price differences between those who select into one condition
and those who select into another condition are not detectable in
the first period; however, differential selection into each condition
confounds a meaningful between-subject comparison of the inten-
sive margin.

28 Subjects with [1,F] at t = 2 experienced [1,P], [30,F], or [1,F'] at
t =1 and vice versa. Subjects with [30,N] in t = 2 experienced [1,N]
in t =1 and vice versa. See Online Appendix Table B.2.

22 The intensive margin choices (for those who participate under
each condition) also become precise and significantly different.

30 For example, a psychological analysis of each subject by an expert,
perhaps in a field setting or over a long period, would curate a
superior-quality data set of individuals” psychometric information.

31 A recent discussion by Morewedge et al. (2021) calls for empirical
research about the role of psychological ownership in the digital
economy. The self-identification antecedent to the psychological
ownership of personal data is more specifically explored in Spieker-
mann et al. (2013).

32 This project is led by Tim Berners-Lee (inventor of the World
Wide Web) for individuals to store and control their data (https://
solidproject.org/).
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