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Abstract. The growth of information technologies has intensified concerns about individ
ual privacy and highlighted the importance of consumer privacy rights. At the same time, 
these technologies enable significant personalization of communications and offerings. We 
develop a theory of the effects of privacy based on the concavity of an individual’s derived 
payoff function with respect to market beliefs: When this function is concave, privacy is 
valuable. We identify market conditions that lead to concavity or convexity in the derived 
payoff function. The framework is applied to contexts such as product choice, price dis
crimination, data breaches, and health insurance.
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1. Introduction
The development of information technologies makes it 
possible to track citizens’ searches, communications, 
movements, and purchases in unprecedented detail. 
The potential for tracking means a loss of privacy, and 
understanding when tracking harms or benefits indivi
duals has become a central policy and managerial issue.

However, the existing literature shows contrasting 
effects of privacy. Within a fixed market environment, 
the welfare effects of privacy can vary depending on 
market structure and which dimensions of information 
are revealed. For example, in simple price discrimina
tion settings, a loss of privacy generally harms con
sumer welfare when firms learn about consumer 
preferences (Robinson 1933, Schmalensee 1981), but a 
loss of privacy can improve consumer welfare when 
firms are in competition or learn about cost differences 
across market segments (Thisse and Vives 1988, Chen 
and Schwartz 2015). Across environments, privacy can 
have opposite effects despite similar information being 
revealed. For example, information about consumer 
preference tends to harm consumers in price discrimi
nation settings but can help in targeted advertising set
tings through improved match quality between 
products and preferences (Athey and Gans 2010, de 
Cornière and de Nijs 2016).

The divergent results within and across market 
environments call for a unifying framework that 
accommodates general information structures and 
market actions. This paper’s main idea is that a loss of 
privacy increases the precision of observers’ posterior 
beliefs about an individual’s preferences or behavior. In 
particular, a loss of privacy leads to a mean-preserving 
spread in the distribution of their beliefs. An indivi
dual’s welfare response therefore hinges on the curva
ture of their derived payoff in the observers’ beliefs: 
Concavity implies that a loss of privacy is harmful, 
and convexity that it is beneficial. This single mecha
nism offers a unified explanation for existing results 
and clarifies when new information helps or hurts 
consumers.

A familiar benchmark illustrates the logic. When the 
observer is the individual herself, the case of a single 
decision maker under uncertainty, more information is 
always valuable; the decision maker’s payoff is convex 
in their beliefs. In terms of privacy losses, if the observer 
is perfectly aligned with the individual (i.e., they act in 
their best interest), a loss of privacy is always beneficial 
to the individual.

This paper derives conditions on the indirect utility 
function of an individual and on observers’ responses 
to information about the individual’s type of behavior 
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such that the individual’s derived payoff function is 
concave or convex. These conditions depend on three 
effects that collectively explain when and why privacy 
is beneficial or harmful within and across different mar
ket environments. First, the observers of the informa
tion may react in a way that is beneficial or harmful to 
the individual. Second, as more information leads the 
observers to react more steeply to any signals, the indi
rect utility function of the individual with respect to 
their actions may be convex or concave, which has 
implications for the derived payoff function in terms of 
the posterior beliefs. Third, the actions of the observers 
of the information may react to their posterior beliefs in 
a concave or convex way.1

Applying the framework clarifies several long- 
standing puzzles and, more broadly, offers a unifying 
theory of the effects of privacy, which has thus far 
proven elusive. Indeed, several existing results on pri
vacy in diverse settings can be reinterpreted through 
this lens. For example, it explains some conditions for 
price discrimination to benefit or harm consumers. If 
price discrimination is based on consumer preference, 
the first effect typically dominates. That is, higher types 
suffer more from higher prices, and markets charge 
higher prices for segments with higher types. In con
trast, if price discrimination is based on marginal costs, 
the third effect may dominate. When the optimal prices 
are concave in marginal costs,2 more information leads 
to lower average prices, which benefits consumers. We 
further consider the application of this framework to 
other settings, including various forms of targeting 
effects, health insurance, hacking, and the case of pri
vacy being a value in itself. We show how the insights 
apply to these settings by identifying the shape of the 
individual’s derived payoff function and the dominat
ing effect in each application.

This unified framework offers implications for both 
managers and policymakers. For managers, it provides 
a systematic approach to predict the environments 
when individuals will resist sharing information and 
when they might welcome personalization, guiding 
data-collection strategies. For policymakers, the frame
work helps differentiate environments where privacy 
regulations should be stringent (when information 
harms consumers) from environments where flexibil
ity might be beneficial (when information benefits 
consumers).

As discussed in Acquisti et al. (2016), privacy has 
been defined in different ways, from the protection of 
an individual’s personal space (Warren and Brandeis 
1890), to the control over one’s personal information 
(Westin 1967), to a dimension of dignity and academic 
freedom (Schoeman 1992). Related to the change in 
beliefs, Eilat et al. (2021) measure privacy as the 
Kullback–Leibler divergence between the prior distri
bution of beliefs over the types of an agent and the 

posterior beliefs induced by the equilibrium actions. In 
terms of this paper, we concentrate only on the aspects 
of observation by third parties of certain characteristics 
or behaviors of individuals (the effect on posterior 
beliefs). If privacy is seen as control over that informa
tion, then this paper can be understood as studying 
whether individuals should give access to that informa
tion, at what price, and to whom. If privacy is regarded 
as a dimension of dignity and academic freedom, then 
it can be considered a value in itself, and the paper also 
considers that case as an application, interpreting this 
possibility in terms of the framework presented here.

Regarding privacy as a value in itself, Farrell (2012) 
notes that privacy can be seen as a final good (value in 
itself) or an intermediate good, where privacy allows 
an individual to receive better offers from other agents. 
Regarding the value in itself, Farrell (2012) notes the 
“icky” feeling of being watched and tracked. In fact, at 
the extreme, most individuals may not find it pleasing 
if a technology is developed such that the individual is 
on camera at all hours of the day. However, some litera
ture suggests that this value of privacy per se may 
not be very large, which has been called “the privacy 
paradox.” That is, although most individuals state a 
preference for privacy, they require relatively small 
incentives to forgo some dimensions of their privacy 
(Gross and Acquisti 2005, Barnes 2006, Adjerid et al. 
2013, Athey et al. 2017, Johnson et al. 2020).

There has been significant work on different dimen
sions of privacy with a focus on specific market applica
tions. Hui and Png (2006) and Acquisti et al. (2016) 
provide surveys on the economics of privacy. This liter
ature reveals contrasting findings across different 
environments: In contracting environments, a loss of 
privacy may induce inefficient switching (Fudenberg 
and Tirole 2000, Taylor 2003), increase rent extraction 
(Calzolari and Pavan 2006), and facilitate adverse selec
tion (Hermalin and Katz 2006), but may also prevent 
inefficient market exclusion (Hermalin and Katz 2006). 
In markets with repeat purchases, a loss of privacy may 
benefit consumers by intensifying competition (Villas- 
Boas 1999, Zhang 2011) or inducing consumers to stra
tegically delay purchases (Villas-Boas 2004); the effect 
of privacy can depend on consumer sophistication 
(Taylor 2004) and the cost of anonymization technolo
gies (Acquisti and Varian 2005, Conitzer et al. 2012). 
With behavior-based, targeted advertising, a loss of pri
vacy may benefit consumers through improved ad rele
vance and more informed inferences (Athey and Gans 
2010, Goh et al. 2015, Rafieian and Yoganarasimhan 
2021, Shin and Yu 2021, Villas-Boas and Yao 2021) but 
may lead to misuse of data (Evans 2009), negative exter
nalities (Goh et al. 2015), or higher prices (de Cornière 
and de Nijs 2016, Oery 2016, Ning 2021); the effect may 
vary with consumer annoyance of receiving advertising 
(Shen and Villas-Boas 2018, Lin 2020) and consumer 
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flexibility in product preferences (Zhu et al. 2025). In 
personalized pricing settings, the effect of privacy may 
depend on market competition (Shaffer and Zhang 
1995), fairness concerns (Li and Jain 2016), quality- 
adjusted costs (Rhee and Thomadsen 2017), consumer 
valuations (Amaldoss and He 2019), firms’ commit
ment power (Ichihashi 2020), network effects (Hajiha
shemi et al. 2022), and approaches to balance 
personalization with privacy (Chen et al. 2022, Lei et al. 
2024). These contrasting results highlight the need for a 
unifying theoretical framework.

There is also literature on how agents (for example, 
consumers) react to privacy regulations, incurring costs 
to preserve privacy, or ceasing to interact with the mar
ket (Calzolari and Pavan 2006, Hann et al. 2008, Kum
mer and Schulte 2019, Montes et al. 2019, Chen et al. 
2020, Jullien et al. 2020, Argenziano and Bonatti 2023, 
Choi et al. 2023, Fainmesser et al. 2023, Miklós-Thal et al. 
2024).3

Another strand of literature addresses how the pres
ence of more or less information in a market affects the 
market interaction between different economic agents 
(Vives 1984, 1988; Gal-Or 1985; Shapiro 1986; Raith 
1996; Casadesus-Masanell and Hervas-Drane 2015; 
Johnson et al. 2023). In relation to that work, the presen
tation here does not focus on the interaction between 
economic agents but instead concentrates on the shape 
of the derived payoff functions and the market actions 
as a function of the information in the market. In this 
vein, the market segmentation analyses in Bergemann 
et al. (2015), Yang (2022), and Elliott et al. (2022) assess 
the impact of information design in settings with mar
ket power. In particular, Farboodi et al. (2025) use the 
concavity of the aggregate consumer surplus to sign the 
welfare effects of information facilitating third-degree 
price discrimination. Finally, Rhodes and Zhou (2024) 
explore fully personalized versus fully anonymous 
pricing in a competitive context.

One potential issue regarding privacy is that an 
individual may want some agents to have the indivi
dual’s information, but for that information not to go 
to other agents. The analysis of that more complex sit
uation is not considered here, with the focus being 
solely on the situation of an individual facing a certain 
type of agent.

Another issue is that if individuals can credibly dis
close information about their type (for example, disclos
ing verifiable information), these problems of privacy 
can unravel because the “best” types have an incentive 
to reveal their type to receive better treatment, and the 
market may be able to infer that the types that do not 
reveal their information are “less good” types (Posner 
1978, Stigler 1980). This yields a situation where indivi
duals do not have privacy. We consider settings where 
the individual’s type cannot be credibly communicated 
or where there are laws against such communication.

The remainder of the paper is organized as follows. 
Section 2 discusses a motivating example and Section 3
presents a general model tying an individual’s indirect 
utility function to that individual’s preferences for pri
vacy. Section 4 derives conditions on the primitives of 
the problem, such that the derived payoffs of the indivi
duals satisfy the conditions for privacy to be preferred 
or not to be preferred. Section 5 presents applications of 
the framework to several settings, and Section 6 con
cludes the paper.

2. Motivating Example: Health Insurance
Most privacy regulation involves sensitive personal 
data. One prime example of such sensitive data is 
health data. Part of the regulators’ concerns is that such 
data may be used to price discriminate in health insur
ance markets. This motivating example illustrates 
clearly the tradeoffs involved. In Section 5, we present 
several general market applications, including price 
discrimination, product and price targeting, and qual
ity pricing and screening.

Consider the following setting, based on the insur
ance model of Hirshleifer (1971). An individual con
sumer may or may not have a certain gene. The 
presence of the gene causes health complications that 
cost L to address. The individual starts with wealth w 
and has a strictly concave direct utility function u(·)
over total wealth. Perfectly competitive, risk-neutral 
insurers provide insurance to this market.

Each individual consumer has the gene with proba
bility θ. The risk parameter θ ∈ [θ,θ] is distributed in 
the consumer population with mean µ0. The competi
tive insurance industry has access to individual-level 
data, which we model as observing an informative sig
nal s of the type of each individual. Let µ(s) ≡ E[θ |s]
denote the mean of the firms’ posterior distribution 
induced by signal s. By the law of total probability, we 
also have E[µ(s)] � µ0, that is, the posterior averages 
out to the prior.

Assume that the parameters are such that all consu
mers participate in the competitive insurance market, 
so there are no selection effects. This means that the fol
lowing condition holds:

θ u(w� L) + (1� θ)u(w) < u(w� θ L):

Every individual who generates signal s is fully reim
bursed in case of a loss L and pays a competitive insur
ance premium of

p(s) � µ(s)L:

This results in a fully insured wealth level w�µ(s)L.
Therefore, the aggregate consumer surplus gener

ated under the signals s is given by

W � Es[u(w� µ(s)L)]: (1) 
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Under the prior distribution only (i.e., without addi
tional signals), we instead obtain

W0 � u(w� µ0L), 

and because Es[µ(s)] � µ0 and u(·) is strictly concave, 
we immediately conclude that W < W0. Therefore, con
sumer welfare (i.e., the aggregate consumer surplus) 
with a competitive insurance industry is larger under a 
privacy regime. This is intuitive—a lack of privacy 
exposes the consumer to classification risk. With more 
information, insurance companies can more precisely 
categorize consumers based on their risk levels, leading 
to varying premiums across different consumer seg
ments. Because consumer utility is strictly concave in 
wealth (and therefore in premiums), a fully insured 
consumer prefers a premium with certainty over an 
uncertain premium with the same average. This risk 
aversion makes this classification risk on average 
welfare-reducing for consumers.

In the rest of this paper, we derive a more general 
model that applies beyond the insurance setting. In the 
context of this example, the richer model will enable us 
to explore the robustness of the above conclusion to 
assumptions such as a binary distribution of health 
expenditures for each consumer, competitive insurance 
markets, full market coverage, and no moral hazard.

3. Model
Consider a representative consumer who interacts with 
a firm or market. The consumer has a preference type 
θ ∈Θ. These types can be discrete or continuous, 
depending on the application. They can also be seen as 
private actions taken previously (and nonstrategically) 
by the individuals. Let U(θ, a) be the consumer’s indi
rect utility function if the consumer has type θ and the 
market takes action a.4 This indirect utility function will 
vary with the application considered and is discussed 
in the next section.5

The commonly known prior distribution of the con
sumer’s type is given by F0(θ): The market observes 
some data about the consumer, which we model as an 
informative signal s ∈ S of the consumer’s type θ. The 
signals s are drawn from a known information struc
ture and allow the market to update its prior beliefs 
over θ. The market’s action a is a function of its beliefs 
Fs about consumer type; that is, the market can tailor its 
actions to each consumer segment.6 Note that there is 
asymmetric information between the consumer and the 
market. The consumer knows θ, whereas the market 
only observes the signal s.

One extreme is the case in which the signal is fully 
informative of θ. Another extreme case is that of an 
uninformative signal, that is, full consumer privacy. 
More generally, the signals induce market segmentation

S � {(πs, Fs)}s∈S:

A segmentation is a mixture with weights πs over distri
butions Fs that jointly satisfy the law of total probability

Z

s
Fs(θ)πsds � F0(θ), ∀θ ∈Θ: (2) 

In a learning interpretation (Yang 2022), a segmenta
tion is the probability distribution over the market’s 
posterior beliefs over the consumer’s type. Equivalently, 
each signal realization s corresponds to a segment of 
the consumer population.7 The size of each segment s is 
given by πs, and its composition in terms of the con
sumer types is given by Fs(θ).

Under segmentation S, each market segment s 
obtains an expected surplus of8

V(Fs) ≡

Z

θ
U(θ, a(Fs))dFs(θ):

We define consumer welfare as the aggregate consumer 
surplus across all market segments. It is then given by

W(S) ≡ Es[V(Fs)] �

Z

s
V(Fs)πsds:

Note that W(S) represents the ex ante expected surplus 
before consumers learn their types. We use consumer 
welfare to refer to this aggregate (or ex ante) measure W, 
whereas consumer surplus refers to V(Fs), the expected 
surplus for a specific segment s with distribution Fs. In 
the special case of full privacy, S � ∅,9 the market takes a 
single action a(F0), and consumer welfare is given by

W(Ø) ≡ V(F0) �

Z

θ
U(θ, a(F0))dF0(θ):

We are interested in whether a loss of privacy—a 
more informative segmentation S in the Blackwell 
order, which we define below—is beneficial or harmful 
to consumer welfare. We evaluate the question of pri
vacy before individuals learn their types or take their 
actions. That is, privacy policies are set when the mar
ket and individuals have symmetric information about 
θ, after which the market observes a signal s and takes 
action a, and finally, the consumer observes their type θ 
and may respond accordingly.

This setup aligns with many real-world environ
ments, such as platform-mediated interactions. In such 
settings, consumers engage with multiple firms 
through a common platform, such as an online market
place or a content ecosystem. When consumers make 
decisions about their privacy settings, they typically 
cannot anticipate which specific firms they will eventu
ally interact with or what particular preferences they 
might have during future transactions. Moreover, the 
signals that firms receive about consumer types are 
derived from behaviors across multiple products and 
interactions, making strategic withholding or distortion 
of information difficult for any specific anticipated 
transaction.
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Given this structure, we assess the value of privacy 
from the perspective of the entire consumer population, 
evaluating expected outcomes across the distribution of 
consumer types θ. We recognize that privacy regula
tion likely has heterogeneous effects on the population, 
and we take an aggregate welfare perspective.

Because the type space and distribution are unrest
ricted, the model presented here can be seen as provid
ing a unifying framework to understand the effects of 
privacy in a multidimensional setting. This unifying 
framework can be seen as relatively straightforward, 
but making progress in this direction has been rela
tively slow.

This framework also offers an interpretation of the 
monetary value of privacy. When consumer utility is 
quasi-linear in money, the difference W(Ø)�W(S)
represents the consumer’s willingness to pay to main
tain privacy to prevent information disclosure corre
sponding to segmentation S. From the market or an 
observer’s perspective, this same quantity can be 
understood as the cost of acquiring the corresponding 
information.

The model does not formally consider the strategic 
interaction between the consumer and the market and 
summarizes that interaction by the market action a(Fs):

That is, the point of the paper is just to consider the 
effects of the market action a(Fs) and the consumer util
ity properties on whether privacy is beneficial or harm
ful to the consumer. Considering how the strategic 
interaction between the consumer and the market 
affects the market action a(Fs) is beyond the scope of 
this paper and will depend on the specificities of the 
market interaction. In the applications considered 
below, this strategic interaction between the consumer 
and the market has to be formally considered to under
stand the properties of the market action a(Fs) in that 
particular application.

Finally, the relationship between signals and poste
rior beliefs characterized by mean-preserving spreads 
of the prior is a core result in the Bayesian persuasion 
literature (Kamenica and Gentzkow 2011), where sig
nals chosen by the sender induce distributions over the 
receiver’s posteriors. In that framework, the sender’s 
benefit from persuasion at every prior depends on the 
curvature (concavity or convexity) of their utility with 
respect to the receiver’s posterior beliefs.

3.1. Discussion of Limitations
The setting presented here does not account directly for 
the possibility of individuals taking actions to protect 
their privacy. For example, it could be that individuals 
decide not to participate in the market to protect their 
privacy (Jullien et al. 2020). In such a case, a(Fs) could 
represent the equilibrium action of the market if the 
individual did participate in the market and lost their 

privacy, and U(θ, a(F0)) could account for the decision 
of the individual not to participate in the market.

Similarly, individuals could incur costs to preserve 
their privacy (Montes et al. 2019). In that case, a(Fs)

could represent the equilibrium action of the market if 
the individual did not incur costs to preserve their pri
vacy, and U(θ, a(F0)) could account for the decision of 
incurring costs to protect one’s privacy. One possibility, 
not accounted for in the model above, is that the indivi
duals could distort their type in response to market 
behavior (Calzolari and Pavan 2006). This is an interest
ing avenue for future research.

Another issue to consider is that this framework 
allows comparisons between privacy regimes in which 
one captures beliefs that are a mean-preserving spread 
of the beliefs generated by the other regime, which can 
be a relevant comparison on the degree of privacy. 
However, the framework is not informative when com
paring privacy regimes that cannot be ordered in terms 
of the mean-preserving spread.10

The setup considered here assumes that individuals 
are fully informed about the privacy regime in which 
they are making decisions. In the real world, indivi
duals may have incomplete information about the pri
vacy regime and only learn through experience about 
how they are exposed. This is an interesting general 
issue to consider when modeling the effects of privacy, 
but it is beyond the scope of this paper.

4. Effects of Privacy
As mentioned, we are interested in conditions under 
which a loss of privacy is harmful (or beneficial) to con
sumers as a whole. To formalize the comparison 
between different degrees of privacy, we use the Black
well ordering (Blackwell 1951), which provides a pre
cise way to rank information structures according to 
their informativeness.

Definition 1 (Privacy and the Blackwell Order). Segmen
tation S � {(πs, Fs)}s∈S is more private than S′ �

{(π′s′ , F′s′ )}s′∈S′ if and only if S′ ≻ S in the Blackwell 
order, that is, if and only if S′ is a mean-preserving 
spread of S. Formally, S′ is a mean-preserving spread 
of S if and only if there exists a transition kernel K,11

such that for all Fs ∈ S
Z

s′
F′s′ (θ)K(s |s

′)πs′ds′ � Fs(θ)πs, ∀θ ∈Θ: (3) 

To build intuition for this definition, let us first exam
ine a simple special case. Consider a scenario where seg
mentation S represents the prior belief, that is, the signal 
s is completely uninformative and S � {(1, F0)}, and seg
mentation S′ is induced by an informative signal s′. In 
this case, (3) holds with transition kernel K(s |s′) � 1, 
which simplifies to the law of total probability (2). This 
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indicates that when market participants update their 
beliefs in a Bayesian manner with consistent priors, the 
resulting distribution of posteriors is always a mean- 
preserving spread of the prior distribution.12 When com
paring segmentations induced by different signals, the 
definition of mean-preserving spread through (3) can be 
seen as a generalization of the law of total probability.

To get further intuition, consider an example with 
binary types, in which the consumer’s type is one- 
dimensional and takes one of two values, θ ∈ {θL,θH}, 
with θH > θL: In this case, the distribution over types Fs 
for signal s is fully characterized by a scalar fs ≡ Pr[θH]:

Denote the prior by f0: Suppose that under the prior, 
both types are equally likely, f0 � 1=2: The market may 
receive a high signal sH or a low signal sL.13 For a 
segmentation that is completely uninformative,14 we 
would have fsH � fsL � f0 � 1=2: In other words, the 
posterior distribution over low and high types after 
receiving a high signal would be (1=2, 1=2) and the dis
tribution over types after receiving a low signal would 
also be (1=2, 1=2):

Compare this now with a segmentation that is 
completely informative. In that case, the posterior 
beliefs after receiving a low signal would be (1, 0), and 
the posterior beliefs after receiving a high signal would 
be (0, 1): That is, the distribution of posteriors in the per
fectly informative segmentation case (i.e., perfectly 
informative signal) is a mean-preserving spread over 
the prior distribution, which is the same as the distribu
tion over posteriors of the completely uninformative 
segmentation (i.e., completely uninformative signal).

In the case of binary types, as the realization of pos
teriors is uni-dimensional, we can also order the signals 
s, such that a higher s corresponds to a higher posterior 
belief fs on the type θH: We can then have that the 
mean-preserving spread condition (3) is equivalent to 
the familiar one-dimensional condition 

R f
0(Π

′
f �Πf ) ≥

0, ∀f , where Π′f represents the cumulative distribution 
function of the posterior beliefs fs′ under segmentation 
S′, and Πf represents the cumulative distribution func
tion of the posterior beliefs fs under segmentation S.15

Note that the definition of privacy considered in this 
paper is based on the Blackwell order. Thus, it is equiv
alent to the statement that the more private segmenta
tion S is a garbling of S′, that is, it can be seen as adding 
noise to the information constructed with segmentation 
S′ through the transition kernel K(s |s′): Using Roth
schild and Stiglitz (1970), this is also equivalent to the 
result that if the expected consumer surplus V is con
cave (convex) in the posteriors, then consumers prefer 
more (less) privacy, that is, W(S) ≥ (≤ )W(S′):16

Now we turn to the central question of this paper: the 
relationship between information revelation (privacy 
loss) and consumer welfare. Consider first the case of 
full privacy versus an informative segmentation. If the 
consumer retains their privacy, they obtain W(Ø). If the 

individual consumer loses their privacy, their welfare 
is given by W(S). Given that the distribution of the pos
teriors {Fs}s∈S is a mean-preserving spread of the prior 
F0, a simple application of Jensen’s inequality estab
lishes that EsV(Fs) ≥ (≤ )V(F0) if V(F) is a convex (con
cave) function of the belief distribution F.

The first result uses the definition of a mean- 
preserving spread to generalize this observation to seg
mentations induced by different signals. Consider any 
two segmentations S and S′. We say that consumers 
prefer more (less) private segmentations if W(S) ≥ (≤ )
W(S′)whenever S is more private than S′.

Proposition 1 (Value of Privacy). Consumers prefer more 
(less) private segmentations if V(·) is concave (convex).

Intuitively, the curvature of V determines the consu
mer’s preferences for privacy. When V is concave, geo
metrically, this means the consumer surplus function 
“curves downward” as the market forms more varied 
beliefs about consumer types (represented by the 
spread of posteriors). For example, in the earlier binary 
type example, this means moving from a single point 
(1=2, 1=2) representing the prior belief to posterior 
beliefs (1, 0) and (0, 1) reduces consumer welfare. How
ever, what determines whether V is concave or convex? 
In the remainder of this section, we discuss properties 
of the functions U(θ, a) and of the market’s action a(F)
that determine the shape of V. Using these properties, 
we provide a decomposition of three sources that 
explain why consumers prefer more (less) private seg
mentations when V is concave (convex).

4.1. Binary Types
We first consider the case of binary types to build intui
tion. Suppose that the consumer’s type is one-dimensional 
and takes one of two values, θ ∈ {θL,θH}, with θH > θL. 
Then, let f ≡ Pr[θH], and compute the expected surplus of 
a consumer segment with distribution (1� f , f ). With a 
slight change of notation (i.e., defining V to be a function 
of f rather than the distribution), we obtain

V(f ) � (1� f )U(θL, a(f )) + f U(θH, a(f )):

4.1.1. Consumer–Market Alignment. As a warm-up 
exercise, suppose that the market acts in the interest of 
the individual. This is the traditional case of a single 
decision maker under uncertainty. The market there
fore chooses the following action:

a(f ) � arg max
a
[(1� f )U(θL, a) + f U(θH, a)]

for all f ∈ [0, 1]: (4) 

In this case, it is a standard result that V is convex in f, 
and hence convex in the distribution of types. The typi
cal proof of this result is that the right-hand side of (4) is 
linear in f, and therefore, the maximum V over a has to 
be convex in f.

Bonatti, Huang, and Villas-Boas: A Theory of the Effects of Privacy 
3930 Management Science, 2026, vol. 72, no. 5, pp. 3925–3947, © 2025 The Author(s) 

D
ow

nl
oa

de
d 

fr
om

 in
fo

rm
s.

or
g 

by
 [

21
6.

73
.2

16
.1

39
] 

on
 1

4 
Ju

ly
 2

02
6,

 a
t 0

0:
04

 . 
Fo

r 
pe

rs
on

al
 u

se
 o

nl
y,

 a
ll 

ri
gh

ts
 r

es
er

ve
d.

 



It may be nonetheless useful to consider a derivation 
of this result with differentiation techniques. We will 
assume that U(θ, a) is twice continuously differentiable, 
that a is chosen from a continuous open set, and that the 
market’s problem in (4) is concave.

By the envelope theorem, we have
V′(f ) � U(θH, a(f ))�U(θL, a(f )), 

Differentiating the first-order condition for a, we have

a′(f ) � � Ua(θH, a(f ))�Ua(θL, a(f ))
(1� f )Uaa(θL, a(f )) + f Uaa(θH, a(f ))

, 

and we can obtain
V′′(f ) � a′(f )[Ua(θH, a(f ))�Ua(θL, a(f ))] ≥ 0:

Thus, if the high-type benefits from a higher action 
more than the low type, then a market that acts in the 
consumer’s interest increases a when it assigns a higher 
probability to θH.

4.1.2. General Market Actions. Without knowledge of 
the market’s objective function, the model yields a 
more general expression that highlights additional eco
nomic forces. In particular, we differentiate V(f ) twice 
and let subscripts denote the partial derivatives of U. 
We then have

V′′(f ) � 2a′(f )[Ua(θH, a(f ))�Ua(θL, a(f ))] (5) 

+ a′(f )2[(1� f )Uaa(θL, a(f )) + f Uaa(θH, a(f ))] (6) 

+ a′′(f )[(1� f )Ua(θL, a(f )) + f Ua(θH, a(f ))]: (7) 

This expression highlights three effects of information: 
(5) captures that assuming a is increasing, information 
helps the consumer if higher types also have a higher 
marginal utility of a17; (6) captures that information 
helps if U is convex in a on average; and (7) captures 
that information helps if a is convex in f and U is 
increasing in a on average.18

4.2. General Types
For more general type spaces, we must use a different 
approach to highlight these economic forces. By defini
tion, V is convex if and only if, for any λ ∈ [0, 1] and any 
two distributions of types F′ and F′′, it holds that

λV(F′) + (1�λ)V(F′′) ≥ V(F), 

where F ≡ λF′ + (1�λ)F′′.
Using the definition of V(·), we can rewrite this con

dition asZ

θ
λ[U(θ, a(F′))�U(θ, a(F))]dF′(θ)

+

Z

θ
(1�λ)[U(θ, a(F′′))�U(θ, a(F))]dF′′(θ) ≥ 0:

We can expand the expression above to obtain the fol
lowing characterization of convex and concave surplus 
functions V.19

Proposition 2 (Convexity of V). Consumer surplus V(F)
is convex (concave) in F if and only if

λ(1�λ)
Z

θ
[U(θ, a(F′))�U(θ, a(F′′))][dF′(θ)�dF′′(θ)]

(8) 

+

Z

θ
[λU(θ,a(F′))+(1�λ)U(θ,a(F′′))�U(θ,a)]dF(θ)

(9) 

+

Z

θ
[U(θ,a)�U(θ,a(F))]dF(θ)≥ (≤) 0, (10) 

for all F′, F′′, and λ ∈ [0, 1], where
a ≡ λ a(F′) + (1�λ)a(F′′):

Note that the terms in (8) are nil when consumer indi
rect utility U is additively separable in type θ and mar
ket action a. Moreover, (9) is zero when U is linear in a, 
and (10) is zero when a is linear in the belief distribution 
F. All three conditions hold simultaneously in the 
knife-edge case where V is both convex and concave, 
making consumers indifferent to privacy. In the health 
insurance example, this occurs when consumers’ direct 
utility function u is linear, leading to an indirect utility 
function U that is additively separable in θ and a, and 
with a linear in F. To gain some intuition for Proposition 
2, we consider three particular cases, each isolating one 
of the effects captured by (8), (9), and (10).

4.2.1. Degree of Consumer-Market Interest Alignment. 
The first example is regarding (8), which measures 
whether consumer’s and market’s interests are aligned. 
When high-type consumers benefit more from certain 
market actions than low-type consumers, and markets 
take those actions more frequently when they believe 
they face high-type consumers, privacy becomes 
less valuable.

Suppose that consumer indirect utility U is linear 
in market action a and that the market action a is linear 
in belief distribution F. In this case, the effects (9) and 
(10) are zero. We then obtain the following simpler 
conditions.

Corollary 1 (Linear Utility and Actions). If U is linear in a 
and a is linear in F, the condition for V’s convexity is given 
by
Z

θ
[U(θ, a(F′))�U(θ, a(F′′))][dF′(θ)� dF′′(θ)] ≥ 0,

(11) 

for all F′, F′′.

When U(θ, a) is linear in a and a(F) is linear in F, the 
shape of V(F) is determined by the correlation between 
consumer marginal utility for market actions and the 
market’s response to consumer types.20 If the high 
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consumer types like increases in a more than the low 
types and the market chooses a greater a when it has a 
higher belief distribution, the consumer prefers less pri
vacy. Conversely, V is concave and privacy is preferred 
if the types that prefer action a(F′) are also less likely 
under distribution F′, that is, if the interests of the mar
ket and the agent are misaligned.

As an illustrative example, consider a content plat
form that customizes the quality level a based on user 
types. The consumer’s indirect utility function is given 
by21

U(θ, a) � θ a:

This means that the higher types gain more utility from 
quality improvements. The platform’s revenue comes 
from advertising, which increases with user engage
ment time (proportional to θa). With quadratic costs 
of quality provision, the platform’s quality choice 
becomes proportional to its posterior mean:

a(F)∝EF[θ]:

In particular, the platform provides higher-quality con
tent when it believes its audience has stronger prefer
ences. Applying Condition (11) yields

(EF[θ]� EF′ [θ])
2
≥ 0, 

which is always satisfied. Therefore, V is convex, and 
consumers benefit from less privacy. Intuitively, when 
the platform knows more about consumer preferences, 
it can better tailor content quality levels to match those 
preferences, creating more value for both parties.22

This example illustrates that privacy preferences can 
emerge even when consumers are risk-neutral in mar
ket actions (as indicated by the linear utility function). 
In this case, these preferences stem from the correlation 
between consumer types and market actions rather 
than from risk aversion. For more general functions U 
and a, Expressions (9) and (10) uncover the further 
effects, including those related to risk attitudes, which 
we explore in the following examples.

4.2.2. Consumer Preferences for Variability in Market 
Actions. The second example shows that the term in 
(9) captures the effect that with more information, mar
ket actions are more varied and that can be beneficial or 
harmful to consumers depending on whether the indi
rect utility function U(θ, a) is convex or concave in a. 
Specifically, the convexity of U in a is a force for the con
sumer to prefer less privacy.

To isolate this effect, suppose that consumer indirect 
utility U is additively separable in consumer type θ and 
market action a, meaning type does not affect how con
sumers value the action and that the market action a is 
linear in belief distribution F. This nullifies Effects (8) 
and (10), leading to the following.

Corollary 2 (Separable Utility and Linear Actions). If U is 
additively separable in θ and a, and a is linear in F, and 
then V is convex if and only if U(θ, a) is convex in a, for a 
in the range of a(F).

When U(θ, a) is additively separable in θ and a and 
a(F) is linear in F, the shape of V(F) is determined by the 
convexity/concavity of U(θ, a) in a. If consumers prefer 
more variable market actions, they prefer less privacy.

As an illustrative example, consider a content plat
form similar to the previous example, but where con
sumer utility U(θ, a) is additively separable in θ and a. 
When the platform chooses quality a, the consumer’s 
indirect utility function is given by23

U(θ, a) � a2:

That is, the consumer’s indirect utility is independent 
of types, and the consumer prefers content with higher 
variability. The platform’s advertising revenue is 
proportional to the time the consumer spends on the 
platform (proportional to a) multiplied by the ads’ click- 
through rate (proportional to θ). With quadratic quality 
costs, the platform’s quality choice is proportional to its 
posterior mean (a(F)∝EF[θ]), that is, it provides higher- 
quality content when it has a higher belief distribution, 
as in the earlier example. Then, Corollary 2 implies that 
V is convex and the consumer benefits from less pri
vacy. Intuitively, this is because a loss of privacy leads 
to higher variability in the platform’s quality choice, 
and the consumer prefers this variation because they 
value quality improvements at an increasing rate.24

4.2.3. Market Response Curvature to Information. Finally, 
the term in (10) captures the effect of whether the mar
ket action is convex or concave in the market’s beliefs. 
Therefore, if the consumer on average likes a higher 
market action, then the convexity of a also induces the 
consumer to dislike privacy.

To isolate this effect, we consider a setting where con
sumer indirect utility U is additively separable in con
sumer type θ and market action a, and is linear in the 
market action a.

Corollary 3 (Separable and Linear Utility). If U is addi
tively separable in θ and a, and U is linear and increasing 
in a, V is convex if and only if a is convex.

When U(θ, a) is additively separable in θ and a and 
linear in a, the shape of V(F) is determined by the 
convexity/concavity of a in F. Suppose that a(F) is con
vex in F and consumers prefer higher market actions, 
then, with more information, the market chooses a 
higher a on average. Thus, the convexity of a(F) would 
be a force for the consumer to prefer less privacy.

As an illustrative example, we again consider the 
content platform example but now with a linear con
sumer utility in a. The consumer’s indirect utility 
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function under quality a is given by25

U(θ, a) � a:

That is, consumer indirect utility is independent of 
types. Similar to the second setup, the platform’s adver
tising revenue is proportional to the time a the con
sumer spends on the platform multiplied by the 
consumer’s type θ.

Unlike the earlier examples, we now vary the plat
form’s cost structure. The platform incurs costs propor
tional to a1+ρ, where ρ > 0 is a constant. The parameter 
ρ captures different production technologies. A small ρ 
can capture the economies of scale or learning-by- 
doing effects, and a large ρ can capture resource 
constraints. This cost structure leads to the platform’s 
quality choice

a(F)∝ (EF[θ])
1
ρ:

Then, Corollary 3 implies that when 0 < ρ < 1, V is 
convex, and the consumer benefits from less privacy. 
Intuitively, economies of scale or learning-by-doing 
effects enable the platform to disproportionately increase 
quality when it has more precise information about 
high-value users. In contrast, when ρ > 1, resource con
straints make a(F) concave, leading consumers to pre
fer privacy.

5. Applications
We now consider several applications of the general 
framework that we present.

5.1. Price Discrimination with Linear Demand
Consider the case of price discrimination with linear 
consumer demand. Let us apply the results in Proposi
tion 2 to a setting with multidimensional consumer 
types and market actions.

For this application, consider a consumer with a two- 
dimensional type (θ1,θ2). The market first observes a 
signal of the consumer’s type and determines the prices 
p1 and p2 of two products. Then, the consumer observes 
their type and chooses the quantities purchased. Let the 
direct utility function be given by

u(θ,p,q)�(θ1�p1)q1+(θ2�p2)q2+γq1 q2�q2
1=2�q2

2=2, 

where p is the vector of prices of the two products and q 
is the vector of quantities purchased of each product. 
The parameter γ ∈ [�1, 1] denotes the degree of com
plementarity between the two products. We assume 
that θ1 and θ2 are independently distributed in the 
prior and on any posterior distribution after any signal. 
We also assume that the costs of production are zero. 
Furthermore, we assume that PF(θi ≥ EF[θi]=2) � 1, 
that is, θ1 and θ2 are not too low. This ensures that the 
demands for both products from any consumer type 
are nonnegative. Given the direct utility function, the 

consumer purchases the following quantities:

qi �
θi� pi + γ (θj� pj)

1� γ2 , i � 1, 2: (12) 

The consumer’s indirect utility function, when taking 
into account their optimal quantities purchased, is then 
given by

U(θ, p) � (θ1 � p1)
2
+ (θ2 � p2)

2
+ 2γ(θ1 � p1)(θ2 � p2)

2(1� γ2)
:

We separately consider the case of monopoly (one 
firm sells both goods) and price competition (two firms, 
each selling one good). The monopoly prices for 
Demand System (12) under distribution F are given by, 
for all γ ∈ (�1, 1),

p∗i (F) � EF[θi]=2:

This immediately yields an expression for the consu
mer’s value function in a segment with type distribu
tion F:

V(F) �

EF[θ1]
2
+ EF[θ2]

2
+ 2γEF[θ1]EF[θ2]

+ 4(VarF[θ1] + VarF[θ2])

8(1� γ2)
:

We can then apply Proposition 2 and obtain the fol
lowing proposition. Note that the market actions (p1, p2)
are linear in distribution F, so the third term (10) is nil.

Proposition 3 (Monopoly Price Discrimination). In the 
monopoly pricing model with linear demand, consumers 
unambiguously like privacy.

This result mirrors the classic analysis of third- 
degree price discrimination by Robinson (1933) and 
Schmalensee (1981). This effect comes from the fact that 
the first term (8) is negative, the second term (9) is posi
tive, and the first term dominates the second term. Intu
itively, the first term, measuring the degree to which 
the consumer’s and the market’s interests are aligned, 
is negative because higher types suffer more from 
higher prices, but with an informed monopolist, the 
prices will increase more for segments with higher 
types on average. The second term, measuring con
sumer preferences for variability in market actions, is 
positive because of the convexity of the indirect utility 
function in prices. This convexity arises because consu
mers optimally choose higher quantities when prices 
are lower, creating an increasing benefit from price 
reductions. One could have imagined that this convex
ity is a force that drives the value of privacy down, but 
in this quadratic model, this is insufficient to overcome 
the first term.

For managers and policymakers, this result suggests 
that privacy regulation protecting consumer data from 
monopolistic sellers could benefit consumers overall. 
It may prevent firms from segmenting markets and 
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charging personalized prices that would extract more 
surplus from high-value customers. Managers of 
monopolistic firms seeking to implement personalized 
pricing strategies should recognize that such practices 
create consumer welfare losses and may trigger regula
tory scrutiny or consumer backlash.

We now turn to the case of price competition and 
show that the result extends to this case. The Nash equi
librium prices for a commonly known distribution of 
types F and Demand System (12) are given by

pNE
i �

(2� γ2)EF[θi] + γEF[θj]

4� γ2 , i, j � 1, 2:

Substituting into the utility function and taking expec
tations over types θ under distribution F, we obtain

VNE(F)� (4�3γ2)(EF[θ1]
2
+EF[θ2]

2
)+2γ3EF[θ1]EF[θ2]

2(4�γ2)2(1�γ2)

+
VarF[θ1]+VarF[θ2]

2(1�γ2)
:

Proposition 4 (Duopoly Price Discrimination). In the 
duopoly model with linear demand, consumers unambigu
ously like privacy.

The intuition of Proposition 4 is similar to that of 
Proposition 3: In the duopoly setting, the first term (8) 
also dominates the second term (9). Interestingly, com
petition between firms does not change the privacy pre
ferences of consumers in this setting. This suggests that 
competitive forces alone are insufficient to address con
sumer privacy concerns regarding price discrimination. 
Managers in competitive markets should note that 
access to consumer data does not necessarily benefit 
consumers. Policymakers should consider that privacy 
regulations may benefit consumers in seemingly com
petitive markets.

Finally, we consider the case of a price- and quality- 
discriminating monopolist introduced by Argenziano 
and Bonatti (2023). Let the consumer’s direct utility 
function from consuming q units of good of quality y be 
given by

u(θ, p, q, y) � (θ + b y� p) q� q2=2, 

where b is a parameter that measures every consumer’s 
type marginal valuation for quality. Consumer type θ’s 
demand is then given by

q(θ, y, p) � θ+ b y� p:

A monopolist seller can produce quality y at a quadratic 
cost

c(y) � c y2=2, c > b2=2:

Argenziano and Bonatti (2023) show that the optimal 
price and quality levels for a monopolist with beliefs F 

over the consumer’s type are given by

p∗ � EF[θ] c
2c� b2 and y∗ � EF[θ] b

2c� b2 :

This allows us to write the expected consumer surplus 
in a segment F as

V(F) � 1
2 [EF[θ

2] + β(2 + β)EF[θ]
2
], 

where

β ≡
b2 � c

2c� b2 :

Note that the term EF[θ
2] (the expectation of the ran

dom variable θ2) is by definition linear in the probabil
ity distribution F. The term EF[θ]

2 (the square of the 
expectation of θ) is convex in F. Also, the assumption 
c > b2=2 implies 2+ β > 0. Therefore, the sign of β deter
mines the convexity/concavity of V.

Proposition 5 (Quality and Price Discrimination). In the 
model with quality and price discrimination, consumers 
like privacy if and only if c > b2, that is, the cost of invest
ing in quality is high, or consumers’ marginal valuation for 
quality is low.

In this example, the third term (10) is also nil, and 
whether the first term (8) dominates the second (9) 
depends on the parameter values. Intuitively, higher 
types suffer more from higher prices and benefit more 
from higher quality levels. When the cost of investing 
in quality is high, or consumers’ marginal valuation for 
quality is low, the prices are sensitive to consumer 
types (which harms consumers), whereas the quality 
levels are not sensitive enough to consumer types 
(which benefits consumers, but insufficiently). This 
would be a force for the first term to be more negative, 
resulting in an effect of preference for privacy.

The result implies that managers should carefully 
assess their cost structure and consumer preferences 
when determining data collection strategies. In markets 
with high costs in quality improvements or where 
quality improvements deliver limited value to consu
mers, firms should expect resistance to personalization 
efforts. Policymakers may need to develop context- 
specific privacy regulations that consider industry cost 
structures rather than implementing one-size-fits-all 
approaches. This parameter-dependent result illus
trates how the theoretical framework provides nuanced 
guidance for privacy regulation across different market 
conditions.

5.2. Targeting with Product and Price
A firm chooses both its location and its price. Consider 
a unit segment and a consumer who is located at either 
zero or one. The consumer’s location is their type θ ∈
{0, 1}: The type-θ consumer’s downward-sloping 
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demand function is D(p) � 2� |θ� x | � p, if the prod
uct is located at x and the firm charges a price p. 
The consumer’s indirect utility function is given by 
U(θ, x, p) � (2� |θ� x | � p)2=2:

The firm can only offer one product and has zero pro
duction costs. Initially, the firm has a prior belief over 
the consumer’s location. In addition, the firm receives a 
signal s of the location of the consumer, which is fully 
summarized by the posterior probability

β ≡ Pr[θ � 0 |s]:

The problem of the firm is to choose where to posi
tion itself and what price to charge. In this example, the 
market action has two dimensions: the location of the 
product, x, and the price charged, p. Let x(β) and p(β) be 
the location and price that the firm chooses after receiv
ing a signal, respectively. The firm therefore solves the 
following problem:

max
x,p

p[β (2� x� p) + (1� β) (1+ x� p)]: (13) 

Given that the expected profit is linear in x, the firm will 
choose to locate at x � 0 if and only if β > 1=2. Therefore, 
the firm’s optimal price choice is given by

p∗(β) � (1+max{β, 1� β})=2:

Finally, the surplus of a consumer in a segment with 
proportion β of types θ � 0 satisfies

2V(β) � (2� p∗(β))2max{β, 1� β}

+ (1� p∗(β))2min{β, 1� β}: (14) 

Figure 1 illustrates the result for this example.
Let us now consider using Proposition 2 for this 

application. From the discussion above, we can see that 
an increase in β, from below 1=2 to above 1=2, can 
induce a discrete change in the firm’s location from x � 1 
to x � 0. The direction of this change benefits the con
sumer on average. Intuitively, the revelation of informa
tion can make a firm choose a location that better 
matches consumer preferences. This effect will tend to 
dominate in (8). To see that an increase in β makes the 

firm execute a substantial change in location, consider a 
variation of the model above where there are convex 
costs of the firm locating farther away from 1=2: The 
lower the convexity of these costs is, the greater the 
effect an increase in β on the firm’s change in location, 
and this application considers the case where this con
vexity is the lowest, so that the change in location is the 
highest.

Consider now the effect of the price decision. Hold
ing fixed the firm’s location at x � 0, an increase in β 
makes the firm increase its price, so the welfare effect of 
information through pricing is negative, similar to the 
intuition in the price discrimination examples. As this 
effect is small compared with the location decision in 
this application, the first term (8) is positive.

Furthermore, the second term (9) is positive because 
consumer indirect utility U(θ, x, p) is convex in both 
location and price. This convexity arises, similar to the 
price discrimination examples, because consumers can 
adjust their demand in response to prices and product 
locations. Finally, if the revelation of information does 
not modify the firm’s location choice, the third term 
(10) is zero at the firm’s optimum, because the pricing 
decision is linear in β: We summarize this discussion in 
the following proposition.

Proposition 6 (Location and Price Targeting). Full privacy 
is optimal for the consumer if the revelation of information 
does not modify the firm’s location choice. Conversely, the 
consumer may benefit from two-signal segmentations that 
induce the firm to choose different locations.

This model can also be interpreted as targeted adver
tising. Consider two types of consumers that are inter
ested in two products respectively, located at θ ∈ {0, 1}. 
Each product has an ad, and a platform chooses which 
ad to display (x) and the frequency at which it is dis
played (p). When consumers visit the platform, they 
observe which ad is displayed and spend time D(p) �
2� |θ� x | � p on the platform. This engagement time 
D(p) is decreasing in the mismatch between consumer 
interest and ad content |θ� x | and the ad frequency p. 
Moreover, the platform’s revenue comes from advertis
ing, which is proportional to user engagement time 
multiplied by ad frequency.26 In this interpretation, the 
results show that consumers benefit from the revelation 
of information only when it causes the platform to sig
nificantly improve ad relevance. This illustrates the the
oretical framework’s first effect. When information 
revelation leads to better preference-content matching, 
consumers may dislike privacy. However, if informa
tion merely enables higher ad loads without improving 
relevance, consumers prefer privacy.

These examples illustrate that the revelation of the 
same piece of information can be welfare enhancing or 
welfare reducing, depending on how firms use it.27 The 
results offer important implications for managers and 

Figure 1. (Color online) Consumer Surplus 
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platforms. For managers, the findings suggest that con
sumers benefit from personalization when it signifi
cantly improves product positioning or ad relevance 
but are harmed when data are primarily used for price 
discrimination or personalizing ad load. To enhance 
consumer welfare, managers should prioritize using 
consumer data to better match products to consumer 
preferences or improve ad relevance. From a policy per
spective, regulations should distinguish between differ
ent uses of consumer data rather than treating all data 
collection uniformly. Privacy policies that allow data 
use for improving product matching whereas limiting 
price discrimination could enhance consumer welfare. 
Policymakers might consider context-specific regula
tions that permit targeted content but restrict personal
ized pricing.

5.3. Price Competition with Targeting
Consider the case of Thisse and Vives (1988). The con
sumer’s type θ is uniformly distributed on the segment 
[0, 1] and two competing firms are located at the 
extremes of that segment. A consumer buys one unit 
and gets utility v� x� p when buying from a firm 
located at a distance x from the consumer at a price p. 
Let p0 and p1 be the prices of the firms located at zero 
and one, respectively. The distance from the firm 
located at zero is x � θ, and the distance from the firm 
located at one is x � 1�θ: We assume v is large and 
production costs are nil.

The firms receive a common signal about the location 
of a consumer. That signal is fully informative and tells 
the exact location of the consumer with probability 
α, and is completely uninformative with probability 1�
α: Part of the information of the signal is also whether 
the signal is fully informative or fully uninformative. 
After receiving a fully informative signal the posterior 
of the firms is that the location of the consumer is at θ 
with probability one, which we denote by 1θ. That is, 
after receiving a fully informative signal, the beliefs of 
the firms are one for type θ and zero for all other types. 
After receiving a fully uninformative signal, the poste
rior of the firms is the prior, which is the uniform distri
bution on the segment [0, 1], which we denote by U:

We interpret increasing α as decreasing the privacy 
in the market. When α � 0, there is complete privacy; 
when α � 1, there is no privacy. Firms compete on 
prices and can choose a price contingent on the signal 
received. For the consumers for whom the firms receive 
a fully uninformative signal, firms charge a price equal 
to one, and the consumer buys from the firm that is 
closer.28

For consumers of type t for whom the firms receive a 
fully informative signal, the equilibrium has the firm 
further away from that consumer charging a price of 
zero, and the firm closer to the consumer charging a 
price of p � 1� 2min{θ, 1�θ}: In either the case of fully 

uninformative or fully informative case, consumers 
end up purchasing from the firm that is closer to them. 
Let m be the market price that is ultimately paid by the 
consumer, then the consumer’s indirect utility is

U(θ, m) � v�min{θ, 1�θ}�m:

Moreover, the above discussion shows that m(U) � 1, 
and m(1θ) � 1� 2min{θ, 1�θ}:

From the calculations above, we can obtain the con
sumer welfare under full privacy as

W0 � V(U) � v� 5=4, 

and with no privacy as

W � E[V(1θ)] �
Z 1

0
V(1θ)dθ � v� 3=4:

As α represents the fraction of consumers for whom the 
firms receive a fully informative signal, we have that an 
increase in α, that is, a decrease in privacy, benefits the 
consumers.

The intuition behind this result is related to the 
consumer-market interest alignment. When firms 
receive a signal about consumer locations, they com
pete more intensely for consumers they can identify, 
leading to lower prices. In this case, better information 
leads to more targeted price competition rather than 
more effective surplus extraction. As information 
allows firms to compete more aggressively for each 
consumer segment, prices for identified consumers are 
lower than when all consumers are served under uni
form pricing.

For managers, this finding suggests that in markets 
with differentiated products, more granular consumer 
data could be positioned as proconsumer because it 
intensifies price competition for identified consumers. 
For policymakers, the result indicates that privacy reg
ulations might need to be more nuanced in competitive 
settings with differentiated products, as restricting 
information flows could potentially reduce consumer 
welfare by softening price competition.

5.4. Quality Pricing and Screening
We now introduce the effects of privacy in a canonical 
model of second-degree price discrimination. Consider 
a price-discriminating (Mussa and Rosen 1978) monop
olist who faces a consumer with a binary type θ ∈Θ �
{θL,θH}: The consumer’s direct utility for a product 
with quality q is given by θq, and the monopolist’s cost 
function is c(q) � q2=2.

The monopolist first observes a signal of the consu
mer’s type and then offers a menu of qualities and 
prices. Afterward, the consumer observes their type 
and chooses which quality-price combination to 
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purchase. A monopolist with beliefs p ≡ Pr[θ � θH |s]
for the fraction of high types in a segment s ∈ ∆Θ offers 
the following menu of qualities:

qH � θH, (15) 

qL �max 0,θL�
p

1� p (θH �θL)

� �

: (16) 

In this example, the market action consists of qH and 
qL. When qH and qL are set, the optimal prices for the 
two products are fully determined by incentive compati
bility and participation constraints and do not depend 
directly on the belief p. The consumer indirect utility 
function, taking into account the monopolist’s optimal 
prices and the consumer’s optimal choice, is given by

U(θ, qH, qL) � qL 1[θ � θH] (θH �θL), 

that is, only the high type obtains an information rent 
qL (θH �θL). Then, the surplus of a consumer in a seg
ment s where Pr[θH |s] � p is

V(p) � qL(p)p (θH �θL):

Clearly, we have V(0) � V(1) � 0; that is, the monopolist 
can extract all the consumer’s surplus under complete 
information. Therefore, zero privacy is never optimal.

Now, let p0 denote the prior probability of the high 
type θH. A straightforward application of concavifica
tion techniques yields the following result on the opti
mality of full privacy.

Proposition 7. Zero privacy is never optimal for the con
sumer. Let Ṽ be the concave closure of V. Full privacy is 
optimal if and only if V(p0) � Ṽ(p0), that is, if and only if

p0 ≤ p∗ ≡ θL

2θH �θL
:

Figure 2 shows V and its concave closure Ṽ as a func
tion of p.

The intuition for Proposition 7 is straightforward: If 
the likelihood of a high type is sufficiently high, the 

monopolist shuts down the low type. Therefore, if the 
high types are sufficiently likely in the population, con
sumers benefit on average from revealing some infor
mation (to increase their rents after one signal, as 
indicated by concavification). Otherwise, the strong 
intuition is that consumers benefit from holding asym
metric (superior) information versus the firm.

Applying Proposition 2 to this application, we can 
decompose the effects of information. When the mar
ket’s belief for the high type increases, the first term (8), 
measuring the degree of consumer-market interest 
alignment, is negative because qL(p) is weakly decreas
ing in p. With a higher likelihood of a high type, the 
monopolist reduces the quality offered to low types, 
decreasing information rents for the high type. This 
reflects misaligned interests between the monopolist 
and the consumer, which is a force for consumers to 
prefer privacy. The second term (9) is nil because the 
indirect utility function is linear in qualities. The third 
term (10), measuring the curvature of market actions in 
beliefs, is negative when p is sufficiently low, because 
qL(p) is concave in p in this region. However, when p is 
sufficiently high, the shutdown of the low type creates 
a kink qL(p), making (10) potentially positive and domi
nating (8). This convexity of the market action explains 
why partial information revelation can benefit consumers 
when the prior probability of high types exceeds p∗.

This example allows for an immediate computation 
of the consumer-optimal information structure: it is 
either full privacy or a two-point distribution with 
support {p∗, 1}. This feature is difficult to generalize (as 
a large amount of literature on persuasion has shown) 
to multidimensional environments or environments 
where the posterior mean is not a sufficient statistic for 
the firm’s problem.

Unlike earlier examples, this screening setting shows 
that neither zero privacy nor full privacy is universally 
optimal for consumers. When high-value consumers 
dominate the market, partial information disclosure can 
benefit consumers on average by inducing firms to offer 
better quality-price combinations for consumers in low- 
value segments. Product managers might consider 
offering consumers options to selectively reveal infor
mation about their preferences when the market compo
sition would make such disclosure welfare enhancing. 
From a policy perspective, regulators should develop 
market-specific privacy frameworks that account for 
customer composition rather than applying uniform 
restrictions. Privacy regulations might be most valuable 
in markets with fewer high-value customers, where 
information revelation enables firms to extract more 
surplus.

5.5. Health Insurance Revisited
We now turn to a richer version of the health insurance 
example. An important assumption in the motivating 

Figure 2. (Color online) Consumer Surplus (θL � 3,θH � 4)
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example (Section 2) was that the competitive equilib
rium in the insurance industry yields full coverage for 
every consumer type. We now relax that assumption 
by assuming that, as a reduced form for a model with 
partial contractibility (e.g., moral hazard), the insurance 
industry can cover only a fraction of the consumer’s 
health expenditures. Let α ∈ (0, 1) denote the fraction of 
uninsurable expenditures.

5.5.1. Binary Health Expenditures. In the binary- 
expenditure example, the indirect utility function of a 
consumer of type θ who purchases partial coverage 
(1� α)L at a premium p is given by

U(θ, p) � θu(w� p� αL) + (1�θ)u(w� p):

In this example, the insurance premium p is a function 
only of the average type in each segment. We therefore 
denote the market action (a(F) in the previous section) 
as p(µ). In particular, the equilibrium premium for a 
market segment s with Es[θ] � µ is given by

p(µ) � (1� α)µL:

Therefore, the expected surplus of a consumer in mar
ket segment s is given by

V(µ) � µu(w� (1� α)µL� αL)

+ (1� µ) u(w� (1� α)µL): (17) 

We know from Proposition 1 that consumers as a whole 
prefer to maintain privacy vis-à-vis the insurance 
industry if V(µ) is concave and to reveal as much infor
mation as possible if V(µ) is convex. Although this 
example allows for an arbitrary distribution of types, 
the segment-level surplus is a function of one variable 
only (µ ∈ [0, 1]). We can then apply the differential 
approach of (5)–(7) and obtain

V′′(µ) � 2(1� α)L[u′(w� (1� α)µL)

� u′(w� (1� α)µL� αL)]

+ (1� α)2L2[µu′′(w� (1� α)µL� αL)

+ (1�µ)u′′(w� (1� α)µL)]:

The differential approach is useful in this case 
because both terms can be signed and interpreted. In 
particular, the strict concavity of the utility function u 
implies that both terms are negative. Intuitively, the 
first term corresponds to the first effect (5) in Proposi
tion 1, measuring the alignment between consumer and 
market interests. This term is negative because, with 
informed insurance companies, the premium will on 
average increase more for consumers who are more 

likely to incur the loss L. These higher-risk consumers 
have a larger marginal utility of income. The second 
term captures (6), measuring consumer preferences for 
variability in market actions (premiums). This term is 
negative because consumers’ indirect utility function is 
strictly concave, making them prefer less variability in 
the premium. This is the same risk-pooling benefit 
observed in the motivating example. Moreover, the 
third effect (7) is nil in this case, as the premium is linear 
in the market belief.

This allows us to reach an intuitive but important 
conclusion, namely that consumers prefer full privacy 
in this model. In other words, consumer welfare is max
imized in this example by letting the insurance market 
operate under the prior distribution. This implies 
that privacy protections in health insurance markets 
can benefit consumers on average, particularly when 
insurers charge risk-based premiums. Although preci
sion pricing might seem efficient from a market per
spective, it undermines the welfare-enhancing function 
of insurance by transferring the classification risk to 
consumers.

The above conclusion, however, relies on the binary 
nature of the uncertainty facing each consumer type, 
that is, the health expenditure level {0, L}, as we show 
below.

5.5.2. General Health Expenditures. Now, assume that 
the health expenditures L of each consumer type θ fol
low a more general distribution with cumulative distri
bution function G(L;θ). Because the market is assumed 
to be perfectly competitive, the price of partial insur
ance in any segment s with composition Fs(θ) is propor
tional to the mean expenditure in that segment, that is,

p(µs) � (1� α)Eµs
(L) � (1� α)

Z

L
Ldµs(L), 

where

µs(L) ≡
Z

θ
G(L;θ)dFs(θ):

Note that the premium is linear in market beliefs, so the 
third effect (10) is nil, as in the binary expenditure 
application.

The segment-level consumer surplus under an arbi
trary distribution µ is then given by

V(µ) �
Z

L
u(w� (1� α)Eµ(L)� αL)dµ(L):

We can apply Proposition 2 in this case to obtain con
ditions in which consumers are harmed or not. Consider 
two distributions, µ′ and µ′′, and let µ ≡ λµ′ + (1�
λ)µ′′ denote the convex combination of the two distri
butions with weights λ and 1�λ, respectively. Finally, 
we let L′, L′′ and L ≡ λL′ + (1�λ)L′′ denote the means 
of these three distributions, respectively. We assume 
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without loss that L′ > L > L′′. We can then write the dif
ference

∆ ≡ λV(µ′) + (1�λ)V(µ′′)�V(µ), 

and simplify it as follows:

∆ � λ
Z

L
u(w� (1� α)L′� αL)dµ′

+ (1�λ)
Z

L
u(w� (1� α)L′′� αL)dµ′′

�

Z

L
u(w� (1� α)L� αL)dµ

� λ(1�λ)
Z

L
[u(w� αL� (1� α)L′)

�u(w� αL� (1� α)L′′)](dµ′�dµ′′)

+

Z

L
[λu(w� αL� (1� α)L′)

+ (1�λ)u(w� αL� (1� α)L′′)
�u(w� αL� (1� α)L)]dµ:

Regarding the first term, the integrand

u(w� αL� (1� α)L′)� u(w� αL� (1� α)L′′)

is a decreasing function of L because u is concave and 
L′ > L′′. Therefore, a sufficient condition for the first 
term to be negative is that µ′ first-order stochastically 
dominates µ′′. Intuitively, consumers with stochasti
cally larger health expenditures are more sensitive to 
premium changes because of their higher marginal util
ity of income. When insurers gain more information, 
these consumers face disproportionately higher pre
miums. Moreover, the second term is negative because 
u(·) is strictly concave.29 We summarize these effects in 
the following proposition.

Proposition 8 (Partial Health Insurance). Consumers are 
harmed by market segmentations that rank the distributions 
of expenditure levels in each segment by first-order stochas
tic dominance. Conversely, there exist utility functions for 
which consumers are not unambiguously harmed by market 
segmentations that do not rank groups by first-order sto
chastic dominance.

The last observation reconciles the results for the 
binary expenditure case and the more general case: 
with only two health expenditure levels per consumer 
{0, L}, every probability shift between the two out
comes is a first-order shift. However, in more general 
cases, the welfare effects of information can be ambigu
ous, as illustrated in the following example.

Example 1 (Partial Insurance). Let the consumer’s util
ity function be given by u(x) � u0x� x2=2, with u0 >

w+ L=6. Consider two distributions µ′ and µ′′. The 
distribution µ′ places probability mass 1=3 on L and 

mass 2=3 on L=2. The distribution µ′′ has 1=2 mass on 
L and 1=2 on 0, so neither distribution first-order sto
chastically dominates the other. Let λ � 1=2 so that 
L′ � 2L=3, L′′ � L=2 and L � 7L=12. Then it holds that

∆ �
(1�α)L

24 u0�w+ (2� 3α)L6

� �

> 0:

In this example, neither distribution first-order sto
chastically dominates the other, and the first effect 
(with informed insurance companies, the premium will 
on average increase more for consumers who are more 
likely to incur the loss) no longer appears here.

The results in the general case suggest that health 
insurance privacy regulations might be most important 
in markets where risks are clearly stratified, such as 
genetic conditions with high predictive power. In mar
kets with more complex risk distributions, a more 
nuanced approach to privacy regulation may be 
warranted.

5.6. Hacking
We consider a minimal model of hacking to provide a 
microfoundation for privacy preferences under the 
threat of data leakages. Suppose that an individual can 
have two types θ ∈ {A, B}. Hackers receive a signal of 
the type that leads to posterior beliefs p � Pr[θ � A].

The hackers choose which type θ to target with their 
attack. Here, we assume that they target type θ � A if 
and only if p ≥ 1=2. A successful attack (i.e., one 
directed at the true type) causes damage captured by 
k(p), which is a positive, convex function that is sym
metric about 1=2. We normalize k(1=2) to be zero. This 
formulation captures the idea that if the signal is not 
very accurate (i.e., if the hackers are not very confident 
in their information), then the signal only captures the 
less important components of the individual’s identity. 
Therefore, the hackers inflict limited damage on the 
individual. As the signal becomes more accurate, the 
hackers obtain more valuable information about the 
individual and can inflict increasingly greater damage.

In terms of the framework, let the a represent the 
type θ to which the attack is directed and k the extent to 
which the type is harmed. Let v denote the utility of a 
type that suffers an unsuccessful (i.e., mismatched) 
attack. Then, the individual’s indirect utility is given by 
v� 1[θ � a] k(p), where the attack action as a function 
of beliefs a(p) is the more likely type. One can denote 
the market action as a two-dimensional vector

(hA, hB) ≡ (1[p≥1=2] k(p), 1[p<1=2] k(p)), 

where the two components denote the harm to the two 
types. The individual’s indirect utility is then

U(θ, hA, hB) � v� 1[θ�A] hA� 1[θ�B] hB:
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The surplus of a segment with a fraction p of type A 
individuals is given by

V(p) � v� p 1[p≥1=2] k(p)� (1� p) 1[p< 1=2] k(p):

Using the symmetry of k(·), we can therefore write
V(p) � v�max{p, 1� p}k(max{p, 1� p}), 

from which we can immediately see that V(p) is con
cave: The individual likes more privacy.

We now apply the decomposition of effects from 
Proposition 2 to this application. The first term (8), mea
suring the degree of consumer-market interest align
ment, is negative because hA(p)� hB(p) is weakly 
increasing in p, meaning the harms increase as hackers 
become more confident about user types. This misalign
ment of interests is a force for individuals to prefer 
privacy, because more precise targeting of attacks dis
proportionately harms consumers. The second term (9) 
is nil as the indirect utility function is linear in the harms 
hA and hB. The third term (10), measuring the curvature 
of market actions in beliefs, is negative because both hA 
and hB are convex in the posterior beliefs p and indivi
duals prefer lower hA and hB. This means that as hackers 
gain more precise information, the potential harm 
increases at an increasing rate, an additional force for 
information disclosure to be harmful to individuals.

5.7. Privacy as a Value in Itself
As discussed above, in some cases, individuals may dis
like a lack of privacy per se, because of an “icky” effect. 
This effect can be seen as the same as the hacking exam
ple in the previous section, and we can recast that analy
sis in terms of the case of privacy as a value in itself.

Suppose that an individual can have two types, 
A and B, which can be better seen as “behaviors” by 
the individual that can potentially be observed by 
“Others.” Others receive a signal of the behavior of the 
individual that leads to a posterior belief p.

The individual loses utility k(p) if Others’ signal is 
correct, for a convex symmetric function k(p). This cap
tures the idea that if the signal is not very accurate, it 
only captures the less important components of the 
individual’s behavior and is therefore less harmful to 
the individual. As the signal becomes more accurate, 
Others obtain increasingly valuable information about 
the individual’s behavior, which is increasingly harm
ful to the individual. If the signal is incorrect (for exam
ple, the signal states that it is behavior A, whereas it is 
behavior B), the individual obtains utility v > 0.

In terms of the notation above, let a represent the 
effect on the individual’s utility that the signal received 
by Others indicates behavior θ, and let k denote the 
extent to which the individual is harmed. Then, the 
individual’s indirect utility function is v� 1[θ � a] k(p). 
We can then apply the analysis of the previous section 
to obtain that the individual’s surplus V(p) is concave 

in the market beliefs, and therefore the individual pre
fers more privacy.

This formulation shows that seemingly subjective 
privacy preferences can be understood as rational 
responses to utility loss from accurate signal detection. 
For policymakers, these results imply that privacy reg
ulations should account for both concrete economic 
harms and the disutility of accurate signal detection, 
particularly in contexts of widespread surveillance or 
tracking technologies that generate increasingly accu
rate signals about individual behaviors.

6. Concluding Remarks
This paper develops a theoretical framework to analyze 
the effects of privacy through the lens of the concavity 
or convexity of an individual’s derived payoff as a func
tion of market beliefs about their type. We identify 
environments in which the individual’s derived payoff 
function with respect to the firm’s posterior belief is 
globally concave or convex. Under these conditions, 
either complete or zero privacy is optimal regardless of 
the initial prior or the market segmentation.

We further decompose the structure of the payoff 
function into three fundamental determinants: (i) 
whether market actions informed by better signals 
about individuals’ types align or conflict with individ
ual welfare; (ii) the curvature—concave or convex—of 
individuals’ indirect utility from market actions; and 
(iii) the curvature of the market’s actions as functions of 
its beliefs about individuals.

The framework yields concrete implications for both 
managerial decision making and policy formulation. 
Managers can leverage this analysis to assess when the 
collection and use of consumer data generates or erodes 
economic value. Specifically, in contexts characterized 
by a concave derived payoff—typical in markets featur
ing price discrimination—firms should anticipate 
resistance from consumers and regulators to extensive 
data gathering. Conversely, when the derived payoff 
is convex—such as in highly targeted product 
recommendations—firms can enhance consumer value 
through increased personalization. For policymakers, 
the findings underscore the importance of tailoring pri
vacy regulations to specific market contexts rather than 
adopting uniform privacy standards. For example, 
stringent privacy protections are desirable in markets 
like health insurance, yet less critical in markets where 
consumers benefit substantially from personalization.

Several extensions to the baseline model are promising. 
First, it would be valuable to study scenarios in which 
information is asymmetrically distributed across agents 
in the economy. Investigating whether and why indivi
duals may prefer precise information disclosure to certain 
firms whereas favoring limited disclosure elsewhere 
could yield insights into preferences concerning not only 
personal privacy, but the privacy of others as well.
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Second, incorporating selective information sharing 
into the model would enhance realism, as consumers 
often wish to control precisely which firms access their 
data. Allowing for heterogeneous segmentation struc
tures, where firms differ systematically in the informa
tion they receive, would offer a richer characterization 
of privacy preferences.

Third, extending the model to incorporate dynamic 
considerations—such as the persistent consequences of 
current information revelation for future interactions or 
the potential for secondary information use by other 
parties—could explain the endogenous emergence of 
privacy norms and preferences.

Finally, the current analysis assumes Bayesian ratio
nality and consistent market beliefs, yet real-world mar
kets frequently exhibit deviations because of algorithmic 
bias, historical discrimination, or incomplete data collec
tion, particularly across demographic groups. Relaxing 
this assumption by analyzing markets with systemati
cally mis-specified beliefs represents another valuable 
direction for future research.
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Appendix A. Consumer Misreporting Types
Consider a model where consumers can misreport their 
types by incurring a cost and compare it with a bench
mark that disallows consumer misreporting types. We 
show that in both models, in equilibrium, the distribution 
of a firm’s posterior belief of consumer types is a mean- 
preserving spread of its prior belief.

Consider the case of monopoly price discrimination 
with linear consumer demand. Suppose that the consu
mer’s type takes one of two values, θ ∈ {θL,θH}, with 
θH > θL. The firm’s prior belief is that Pr[θH] � f , so the 
prior distribution can be denoted as (1� f , f ). The firm 
observes a signal s, which leads to the segmentation 
{(πs , Fs)}s∈S. We will consider two generating processes of 
s: a benchmark case that disallows consumer misreporting 
and a case that allows consumer misreporting. After 
observing s, the firm chooses a price ps for each segment 
s, and then consumers choose the quantity purchased.

We first consider a benchmark that disallows misreport
ing. Let the signal s be a noisy version of consumer types,

s � θ + ɛ, 

where ɛ is independent of θ and has a normal distribution 
with zero mean and standard deviation σ. The firm’s poste
rior belief is then

Pr[θH |s] �
f e
θH�θL

2σ2
(2s�θH�θL)

f e
θH�θL

2σ2
(2s�θH�θL) + (1� f )

:

Note that the segmentation based on the posterior belief 
{(πs , Fs)}s∈S is a mean-preserving spread of the prior. This 

can be shown using the law of total probability30

Es[Pr[θH |s]] � f :

Let the direct utility function of a consumer with type θ 
be given by

u(θ, p, q) � (θ� p)q� q2=2, 

where p is the price of the product and q is the quantity pur
chased. Given the utility function, a consumer with type θ 
purchases

q � θ� p:

Thus, the consumer’s indirect utility function, when tak
ing into account their optimal quantities purchased, is 
given by

U(θ, p) � (θ� p)2

2 , 

and the monopoly prices under distribution F are given by
p∗(F) � EF[θ]=2:

The expected surplus for a segment with distribution F 
is then

V(F) � EF[θ]
2
+ 4VarF[θ]

8 :

As we have shown the segmentation based on the signal 
s is a mean-preserving spread of the segmentation based 
on the prior, we can apply Proposition 2 and obtain that 
consumers unambiguously like privacy in this model.31

We now turn to a case that allows consumers to distort 
their types. Specifically, after a consumer’s type θ is real
ized, they can choose to distort their type to θ�∆ or θ+
∆ with a cost c, which we assume to be additive. That is, 
distorting means that the signal for each realization of ɛ
can decrease or increase by ∆: We assume that 0 < ∆ <

θH �θL, Note that in this setting both types want to 
report that they have a lower type, so, if distorting, any of 
the types will distort to θ�∆: Additionally, note that the 
higher type θH has a higher benefit from distorting, as the 
consumer’s value is convex in θ: Finally, for c close to 
zero, both types distort, and the firm can fully undo the 
distorting and that for c large neither type distorts, and 
we are as in the situation in which distorting is not possi
ble. Therefore, for there to be an effect of distorting we 
need an intermediate value of c such that type θL decides 
not to distort and type θH distorts, and in what follows, 
we assume that c is in that intermediate region.32

Let θ̃ be the so-called reported type after potential dis
tortion. That is, the signal observed by the firm is

s � θ̃ + ɛ, 

where ɛ is independent of θ̃ and has a normal distribution 
with zero mean and standard deviation σ. Let θ̃H and θ̃L 
be the types reported by the two types of consumers in the 
proposed equilibrium, θ̃H � θH �∆ and θ̃L � θL. The firm’s 
posterior belief is then

ePr[θH |s] �
fe
θ̃H�θ̃L

2σ2
(2s�θ̃H�θ̃L)

fe
θ̃H�θ̃L

2σ2
(2s�θ̃H�θ̃L) + (1� f )

:
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Let F̃s denote the posterior distribution, and π̃s be the 
probability density of observing signal s, given by

π̃s � fe�
(s�θ̃H )

2

2σ2 + (1� f )e�
(s�θ̃L)

2

2σ2 , 

then the segmentation based on the posterior belief 
{(π̃s, F̃s)}s∈S is a mean-preserving spread of the prior, as 
shown by

Es[ ePr[θH |s]] �
Z

s
ePr[θH |s]π̃sds � f :

Intuitively, although misreporting distorts the signals, 
rational firms account for this strategic behavior in equi
librium, resulting in consistent beliefs about the popula
tion distribution of types.

As the cost of misreporting is assumed to be additive 
to the utility of consumption, the consumer demand and 
the monopoly prices take the same expressions as in the 
benchmark case. Now we turn to the consumer’s type- 
reporting decision problem. If consumer θ reports θ̃ ∈ {θ 
�∆,θ,θ+∆}, their expected utility would be

Es[U(θ, p(F̃s))]� c1(θ̃ ≠ θ), seN (θ̃,σ2):

In the expression above, we use the same notation U(θ, p)
as in the benchmark model. As discussed earlier, report
ing θ+∆ is strictly dominated by reporting θ�∆, so we 
only compare the other two cases.

Recall that c is assumed to have an intermediate value, 
such that consumer θH is better off misreporting their 
type as θH �∆. Also, it is too costly for consumer θL to 
misreport their type. This argument then leads to the fol
lowing proposition.

Proposition A.1. For an intermediate value of c, there exists a 
unique equilibrium in the model that allows for consumer mis
reporting types. In the equilibrium, consumer θH misreports 
their type as θH �∆, and consumer θL truthfully reports their 
type. The firm’s posterior belief is given by

ePr[θH |s] �
f e
θH�θL�∆

2σ2
(2s�θH�θL+∆)

f e
θH�θL�∆

2σ2
(2s�θH�θL+∆)

+ (1� f )
, 

and the monopoly price is given by

p∗s � [θL + (θH �θL) ePr[θH |s]]=2:

Using the same notation of the consumer surplus V as 
in the benchmark model, consumer welfare can be writ
ten as

W(S) � Es[V(F̃s)]� f c:

Note that there is an additional loss f c in consumer wel
fare, which captures that consumer θH misreports their 
type by incurring a cost c, and the probability of being 
type θH is f. Thus, we obtain that consumers unambigu
ously like privacy in this model.

It is noteworthy that the mean-preserving spread result 
requires the assumption that the firm’s posterior belief is 
consistent with the consumers’ equilibrium reporting 
actions. It could be interesting to study models where the 
firms’ beliefs are mis-specified, but that is beyond the 
scope of this paper.

Appendix B. Proofs

B.1. Differential Approach to General Results
In some applications, a differential approach allows for an 
easier characterization of the convexity (concavity) of 
V(F). This approach leverages Gateaux derivatives, which 
we introduce as follows. For all distributions F, F′, let 
∆F ≡ F′ � F, and then the Gateaux derivative ∂∆F V(F) of V 
at F in the direction ∆F is defined as

∂∆F V(F) ≡ lim
t→0

V(F+ t ∆F)�V(F)
t

�
d
dt

V(F+ t ∆F) | t�0:

Note that V(F+ t ∆F) here is well defined, as for t ∈ [0, 1], 
F+ t ∆F � (1� t)F+ t F′ is also a distribution.

The second Gateaux derivative of V at F in the direction 
∆F is defined as

∂
2
∆F V(F) ≡ ∂∆F (∂∆F V(F)) � d2

dt2 V(F+ t ∆F) | t�0:

We can then link the convexity of V with its second 
Gateaux derivatives using the following lemma.

Lemma B.1 (Convexity and Second Gateaux Derivative). 
Suppose that for all F, F′ and direction ∆F � F′ � F, the second 
Gateaux derivative ∂2

∆F V(F) exists. Then V(F) is convex (con
cave) if and only if for all such F and ∆F,

∂
2
∆F V(F) ≥ (≤ ) 0: (B.1) 

Proof. We first show V(F) is convex if and only if 
∂

2
∆F V(F) ≥ 0 for all F, F′ and ∆F � F′ � F. 
⇒: Suppose that V(F) is convex. Fix any F, F′ and let 

∆F � F′ � F, then V(F+ t ∆F) is convex in t ∈ [0, 1], so

∂
2
∆F V(F) � d2

dt2 V(F+ t ∆F) | t�0 ≥ 0:

⇐: Suppose that ∂2
∆F V(F) ≥ 0 for all F, F′ and ∆F � F′ � F. 

Fix any F, F′ and let ∆F � F′ � F, we now show V(F+ t ∆F) is 
convex in t ∈ [0, 1]. Note that ∂2

∆F V(F) is homogeneous of 
degree 2 in ∆F, thus, for all t′ ∈ (0, 1], we have

d2

dt2 V(F+ t ∆F) | t�t′ �
1
t′2 ∂

2
�t′∆FV(F+ t′∆F) ≥ 0:

The inequality holds because F+ t′∆F, and ∂2
�t′∆FV(F+

t′∆F) ≥ 0 in the direction �t′∆F � F� (F+ t′∆F). Also, for 
t′ � 0, we have

d2

dt2 V(F+ t ∆F) | t�0 � ∂
2
∆FV(F) ≥ 0:

Thus, V(F+ t ∆F) is convex in t ∈ [0, 1], which implies that 
for all λ ∈ [0, 1]

λV(F) + (1�λ)V(F′) ≥ V(λF+ (1�λ)F′):

Because F, F′, and λ are arbitrary, this shows that V(F) is 
convex.

Finally, it is analogous to show V(F) is concave if and 
only if ∂2

∆F V(F) ≤ 0 for all F, F′ and ∆F � F′ � F. w

Assuming appropriate regularity conditions, applying 
the Gateaux derivative operator to V twice leads to the 
following differential characterization of convex and con
cave surplus functions V.33 The proposition involves the 
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first and second Gateaux derivatives of a at F in the direc
tion ∆F, which can be defined similarly as above.

Proposition B.1 (Differential Version of V’s Convexity). 
Consumer surplus V(F) is convex (concave) if and only if

2∂∆F a(F)
Z

θ
Ua(θ, a(F))d∆F(θ) (B.2) 

+(∂∆F a(F))2
Z

θ
Uaa(θ, a(F))dF(θ) (B.3) 

+∂
2
∆F a(F)

Z

θ
Ua(θ, a(F))dF(θ) ≥ (≤)0, (B.4) 

for all F, F′ and direction ∆F � F′ � F.

Proof. Because

V(F) �
Z

θ
U(θ, a(F))dF(θ), 

applying the Gateaux derivative operator yields

∂∆F V(F) �
Z

θ
U(θ, a(F))d∆F(θ) + ∂∆F a(F)

Z

θ
Ua(θ, a(F))dF(θ), 

And then applying the Gateaux derivative operator again 
yields

∂
2
∆F V(F) � 2∂∆F a(F)

Z

θ
Ua(θ, a(F))d∆F(θ)

+ (∂∆F a(F))2
Z

θ
Uaa(θ, a(F))dF(θ)

+ ∂
2
∆F a(F)

Z

θ
Ua(θ, a(F))dF(θ), 

which completes the proof. w

To see that (5), (6), and (7) are special cases under 
binary types, we can express Θ � {θL,θH}. The probability 
mass distributions over Θ take the form (1� f , f ), and thus 
the only direction of the derivative, up to a scale, is 
(�1, 1). Then we can evaluate the integrals and obtain (5), 
(6), and (7).

These expressions are related to (8), (9), and (10), 
respectively. The first effect in (8) and (19) captures the 
correlation between a’s derivative and Ua(θ, a). The second 
effect in (9) and (B.3) captures the benefits or harms due 
to the convexity or concavity of U in a. The third effect in 
(10) and (B.4) captures the convexity or concavity of the 
market action in F.

Moreover, for exposition purposes, we treat a as one- 
dimensional in the statement of Proposition B.1. However, 
it readily extends to multidimensional a, in which case Ua 
is a vector-valued function, Uaa is a matrix-valued func
tion, and the multiplications in (B.2), (B.3), and (B.4) are 
understood as inner products.

B.2. Proof of Corollary 1 and Discussion
Because U is linear in a,

λU(θ, a(F′)) + (1� λ)U(θ, a(F′′))�U(θ, a) � 0, 

so the term (9) is nil. Also, because a is linear in F,

U(θ, a)�U(θ, a(F)) � 0, 

so the term (10) is nil. The inequality is thus simplified to (11).
Now we show that the sign is determined by the corre

lation between the Riesz representation of a and Ua(θ, a), 
with respect to θ. Because a is linear in F, assuming 
proper continuity conditions,34 there exists a Riesz repre
sentation α of a such that

a(F) �
Z

θ
α(θ)dF(θ):

Applying this and the linearity of U in a to (11) leads to
Z

θ
[U(θ, a(F′))�U(θ, a(F′′))][dF′(θ)� dF′′(θ)]

�

Z

θ
Ua(θ, a)(a(F′)� a(F′′))[dF′(θ)� dF′′(θ)]

� (a(F′)� a(F′′))
Z

θ
Ua(θ, a)[dF′(θ)� dF′′(θ)]

�

Z

θ
α(θ)[dF′(θ)� dF′′(θ)]

Z

θ
Ua(θ, a)[dF′(θ)� dF′′(θ)]:

The first expression 
R

θα(θ)[dF′(θ)�dF′′(θ)] captures the 
average change in α(θ) when the distribution of θ 
changes, and the second expression 

R

θUa(θ, a)[dF′(θ)�
dF′′(θ)] captures the average change in Ua(θ, a) when the 
distribution of θ changes. Thus, their product captures the 
correlation between α(θ) and Ua(θ, a) with respect to θ.

B.3. Proof of Proposition 3
We can expand

V(F) �

EF[θ1]
2
+ EF[θ2]

2
+ 2γEF[θ1]EF[θ2]

+ 4(VarF[θ1] + VarF[θ2])

8(1� γ2)

�

�3(EF[θ1]
2
+ EF[θ2]

2
) + 2γEF[θ1]EF[θ2]

+ 4(EF[θ
2
1] + EF[θ

2
2])

8(1� γ2)
, 

and because EF[θ
2
1] +EF[θ

2
2] is linear in F, we obtain

∂
2
∆F V(F) ��3(E∆F[θ1]

2
+E∆F[θ2]

2
)+2γE∆F[θ1]E∆F[θ2]

4(1�γ2)

�
1

4(1�γ2)
(E∆F[θ1] E∆F[θ2])

�3 γ

γ �3

 ! E∆F[θ1]

E∆F[θ2]

 !

:

Here we use E∆F[θi] as a shortcut for the following integral:

E∆F[θi] ≡

Z

θ
θid∆F(θ):

Because 1
4(1�γ2)

≥ 0 and �3 γ
γ �3

� �

is a negative definite 

matrix, we have ∂2
∆F V(F) ≤ 0 and thus V is concave.
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B.4. Proof of Proposition 4
We can expand

VNE(F) � (4�3γ2)(EF[θ1]
2
+EF[θ2]

2
)+2γ3EF[θ1]EF[θ2]

2(4�γ2)2(1�γ2)

+
VarF[θ1]+VarF[θ2]

2(1�γ2)

�
�(γ4�5γ2+12)(EF[θ1]

2
+EF[θ2]

2
)+2γ3EF[θ1]EF[θ2]

2(4�γ2)2(1�γ2)

+
EF[θ

2
1]+EF[θ

2
2]

2(1�γ2)
:

Because EF[θ
2
1] +EF[θ

2
2] is linear in F, we obtain

∂
2
∆F VNE(F)

�
�(γ4�5γ2+12)(E∆F[θ1]

2
+E∆F[θ2]

2
)+2γ3E∆F[θ1]E∆F[θ2]

(4�γ2)2(1�γ2)
:

Because γ4 � 5γ2 + 12 ≥ 8 for γ ∈ (�1, 1), we have

∂
2
∆F VNE(F)

≤
�8(E∆F[θ1]

2
+E∆F[θ2]

2
)+2γ3E∆F[θ1]E∆F[θ2]

(4�γ2)2(1�γ2)

�
1

(4�γ2)2(1�γ2)
(E∆F[θ1] E∆F[θ2] )

�8 γ3

γ3 �8

 !
E∆F[θ1]

E∆F[θ2]

� �

:

Because 1
(4�γ2)2(1�γ2)

≥ 0 and �8 γ3

γ3 �8

� �

is a negative definite 

matrix, we have ∂2
∆F VNE(F) ≤ 0 and thus VNE is concave.

B.5. Proof of Proposition 6
Expanding (14) leads to

V(β) �
1
8 (1 + 6β� 3β2) β ≥ 1

2

1
8 (4� 3β2) β < 1

2

,

8
<

:

so V(β) is concave on [0, 1=2] and [1=2, 1], respectively.
First, we show the first part of the proposition. The 

firm’s optimal location choice when β ∈ [0, 1=2] is x∗(β) � 0, 
whereas the firm’s optimal location choice when β ∈
[1=2, 1] is x∗(β) � 1. Thus, the revelation of information 
does not modify the firm’s location choice if and only if β 
stays on either [0, 1=2] or [1=2, 1]. Because V(β) is concave 
on either interval, in either case, full privacy is optimal 
for the consumer.

Then we show the second part of the proposition. We 
provide sufficient conditions under which the consumer 
benefits from two-signal segmentations. Denote the seg
mentation as {(π,β1), (1�π,β2)}; that is, the first signal 
indicates that the probability of θ � 0 is β1, and the second 
signal indicates that the probability of θ � 0 is β2, and the 
weights of the two signals are π and 1�π, respectively. 
The consumer benefits from the two-signal segmentations 
if and only if

V(πβ1 + (1�π)β2) ≤ πV(β1) + (1�π)V(β2): (B.5) 

The sufficient condition we provide is that β1 < 1=2 <
β2 and

V′(β1) ≤
V(β2)�V(β1)

β2 � β1
≤ V′(β2): (B.6) 

To show that these conditions imply (B.5), discuss two 
cases: (i) πβ1 + (1�π)β2 ≤ 1=2; and (ii) πβ1 + (1�π)β2 
> 1=2. In case (i), because V is concave on [0, 1=2], we 
have

V(πβ1 + (1�π)β2)�V(β1)

(πβ1 + (1�π)β2)� β1
≤ V′(β1) ≤

V(β2)�V(β1)

β2 � β1
, 

which is simplified to (B.5). In case (ii), because V is con
cave on [12 , 1], we have

V(β2)�V(πβ1 + (1�π)β2)

β2 � (πβ1 + (1�π)β2)
≥ V′(β2) ≥

V(β2)�V(β1)

β2 � β1
, 

which is also simplified to (B.5).
Moreover, expanding (B.6) leads to

6β1(β1 � β2) ≤ 3β2
1 � 3β2

2 + 6β2 � 3 ≤ 6(1� β2)(β2 � β1), 

that is, we show that (i) β1 <
1
2 < β2 and (ii) 6β1(β1 � β2) ≤

3β2
1 � 3β2

2 + 6β2 � 3 ≤ 6(1� β2)(β2 � β1) jointly ensure the 
consumer benefits from two-signal segmentations.

Appendix C. Extension: Product Targeting with 
Price Discrimination

In this section, we discuss an extension to the main model 
in Section 5.2. This extension illustrates that the effect 
of privacy can be context dependent. That is, the exposure 
of information may potentially be detrimental or benefi
cial to consumers, depending on the specific piece of 
information.

A firm chooses both its location and its price. There is a 
unit segment and a consumer with a two-dimensional 
type (θ,η), where θ ∈ {0, 1} denotes consumer location and 
η denotes consumer taste, and they are independent given 
any signal s.

The consumer’s demand function is

D(p) � 2 + η� |θ� x | � p, 

if the product is located at x and the firm charges a price p.
Let β � Pr[θ � 0 |s] denote the posterior probability of 

location, and G denote the distribution of η after receiving 
a signal s.35

Analogous to the derivations in the main model, the 
firm’s optimal price is

p∗(β, G) � (1 +max{β, 1� β} + EG[η])=2:

Then, the surplus of a consumer in a segment with pro
portion β of types θ � 0 and distribution G of η satisfies

2V(β, G) � (2�P(β))2 max{β, 1� β} + (1�P(β))2 min{β, 1� β}
+EG[η

2]� 3EG[η]
2
=4+EG[η] (1+max{β, 1� β})=2 

For a fixed β, the only term in V(β, G) that is nonlinear 
in G is �3EG[η]

2
=4, which is a concave function of G. This 

implies that consumers always benefit from privacy in η. 
This represents a case where the first effect (8) dominates, 
similar to the price discrimination examples in Section 5.1.
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For a fixed G, V(β, G) is different from (14) in a constant 
and a term EG[η] (1+max{β, 1� β})=2, which is linear on 
either [0, 1=2] and, [1=2, 1] respectively. This implies that 
the shape of V(β, G) is similar to the shape of V(β) in 
Figure 1, leading to a similar conclusion regarding the pri
vacy of β as in Proposition 6.

In this extension, the consumer may dislike privacy in θ 
but prefer privacy in η. The intuition is consistent with the 
main model: when information leads to better product posi
tioning (location), the first effect (8) can be positive and domi
nate, benefiting consumers. However, when information only 
enables more effective price discrimination (through η), (8) 
becomes negative, and consumers prefer privacy.

This multidimensional extension has important implica
tions. Firms should develop data strategies that distin
guish between different types of consumer information 
rather than treating all data uniformly. Location data that 
enable better product positioning may be worth collecting 
even under strict privacy regulations, whereas taste data 
used primarily for price discrimination might face greater 
consumer and regulatory resistance. For policymakers, 
this suggests developing privacy frameworks that differ
entiate between types of data based on their usage rather 
than simply restricting data collection broadly.

Endnotes
1 Of course, convexity or concavity does not determine a partition 
of the space of derived payoff functions, but the mechanisms con
sidered here suggest effects on the evaluation of the benefits of pri
vacy. Indeed, the objective of the paper is to find sufficient 
conditions under which the value of privacy is unambiguously pos
itive or negative and to highlight the market forces behind these 
conditions.
2 This can happen when the pass-through rates are nonincreasing in 
the marginal costs, for example, as discussed in Chen and Schwartz 
(2015).
3 A related issue is that consumers may use a technology, such as 
ad blocking, to limit the use of targeting. See Chen and Liu (2022), 
Dukes et al. (2022), and Gritckevich et al. (2022).
4 In some cases, after the consumer observes the market action a 
and her type θ, the consumer can take further actions x. For exam
ple, the consumer can choose a quantity to purchase after the firm 
sets the prices (see an example in Section 5.1). Denote the consu
mer’s direct utility function as u(θ, a, x), and then the indirect utility 
function is defined as U(θ, a) ≡maxxu(θ, a, x). In other words, in 
such cases, the indirect utility function is the consumer’s best- 
response payoff if the consumer has type θ and the market takes 
action a.
5 We describe the function U as the indirect utility of the individual 
consumer, but this same analysis also applies if U is the social wel
fare payoff or the payoff of some other agent in the economy.
6 We treat a as one dimensional in the general presentation, but 
allowing for multidimensional a can be important in applications. 
For example, a can represent the equilibrium prices for two pro
ducts in a monopoly setting or a duopoly setting. (See these exam
ples in Section 5.1.)
7 Note that this framework applies when firms observe signals for 
only a subset of consumers. In such cases, consumers for whom no 
signal is observed can be considered as belonging to a specific seg
ment. This segment can be represented using a specific signal s∅
denoting no observation, with πsø representing the proportion of 
consumers for whom no signal is observed. The law of total 

probability (2) holds when including this segment, as it accounts for 
the entire population. In this setting, types for which firms do not 
receive signals are interpreted as types for which firms receive 
uninformative signals.
8 Note that V(Fs) is defined over cumulative distribution functions 
rather than individual types. This means that the market does not 
need to observe signals for all individual types in the entire 
support.
9 In terms of Definition 1 below, this is denoted as S � {(1, F0)}:
10 This is the same issue as when evaluating the expected utility of 
a risk-averse individual from two lotteries that cannot be ordered in 
terms of the mean-preserving spread.
11 A function K(s |s′) is a transition kernel if and only if K(s | ·) is 
measurable for all s ∈ S and K(· |s′) is a probability measure for all 
s′ ∈ S.
12 Note that the signal need not be unbiased. The signal can be 
biased as long as the market knows the information structure and 
can correctly compute posterior beliefs.
13 As another interpretation, the market may observe a signal for only 
a subset of consumers, which we denote as sH. For the consumers for 
whom the market observes no signals, we denote this as sL.
14 For example, this can happen when both the high types and the 
low types send the high and low signals with equal probability. In 
this case, the market observes the high signal and the low signal 
with equal probability. As another example, this can happen when 
the high types send the high signal with probability one, and the 
low type mimics the high type by also sending the high signal with 
probability one. In this case, the market observes the high signal 
and cannot distinguish between the high and low types. We include 
a more general case of consumer strategic misreporting in Appen
dix A, showing that the mean-preserving property holds assuming 
consistent beliefs.
15 See, for example, Rothschild and Stiglitz (1970).
16 Note that there may be other definitions of privacy that will not 
have the garbling property, and the result on the concavity/ 
convexity effects. This Blackwell order is a partial order. However, 
complete privacy is always a garbling of any (partially) informative 
signal structure on the consumer’s type.
17 A sufficient condition for this to hold is the Spence–Mirrlees con
dition, namely Uθa(θ, a) is nonnegative for all θ and a.
18 Information also helps if a is concave in f and U is decreasing in a 
on average.
19 Appendix B presents a differential approach for these results, 
which may be useful in some applications.
20 Mathematically, (11) has the same sign as the correlation between 
Ua(θ, a) and the Riesz representation of a, with respect to θ. The 
Riesz representation α of a is the derivative of a with respect to F, 
and α(θ) can be interpreted as the market’s action when the proba
bility of type θ is one. We assume proper continuity conditions in a 
to ensure it exists. See Appendix B.2 for derivations and more 
discussion.
21 This can be micro-founded by assuming consumer’s direct utility 
function u(θ, a, q) �

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2θa q� q2

p
, where q represents the consumer’s 

time spent on the platform.
22 In contrast, when there is a negative correlation between con
sumer marginal utility for market actions and the market’s response 
to consumer types, ceteris paribus, we have that consumers benefit 
from privacy. An example is when a denotes prices and the high 
type suffers more from higher prices (see Section 5.1).
23 This can be micro-founded by assuming consumer’s direct utility 
function u(θ, a, q) � 2 a q� q2, where q represents the consumer’s 
time spent on the platform.
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24 In contrast, ceteris paribus, when the consumer’s indirect utility 
function is concave in the market action; that is, the consumer pre
fers less variation, we have that the consumer prefers privacy.
25 This can be micro-founded by assuming consumer’s direct utility 
function u(θ, a, q) �

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2 a q� q2

p
, where q represents the consumer’s 

time spent on the platform.
26 One interpretation is that the platform receives a fixed commis
sion each time the ad is displayed. An alternative interpretation is 
that the products are owned by the platform, and upon each 
impression, consumers will purchase with a fixed probability.
27 See Appendix C for an extension of the model, in which the reve
lation of the different pieces of information can be welfare- 
enhancing or welfare-reducing.
28 For a different modeling of the continuum from full privacy to no 
privacy see, for example, Chen and Iyer (2002).
29 Alternatively, we can also apply Proposition B.1 (presented in 
Appendix B, the differential approach of Proposition 2) to show the 
same results. Specifically, for distribution µ and direction ∆µ, 
∂

2
∆µ V(µ) � 2∂∆µ p(µ)

R

L � u′(w� p(µ)� αL)d∆µ(L) + (∂∆µ p(µ))2
R

Lu′′
(w� p(µ)�αL)dµ(L): Analogous to the reasoning above, regarding 
the first term, �u′(w� p(µ)�αL) is a decreasing function of L, and 
the second term is negative. We also have ∂∆µ p(µ) � (1�α)R

LLd∆µ(L): Note that the integrand L is an increasing function of L. 
Thus, a sufficient condition for the first term to be negative is that 
the distributions stochastically dominate one another.
30 Consumer types are binary, so the posterior distribution Fs can 
be summarized by Pr[θH |s].
31 Moreover, this result can be generalized to compare different sig
nal structures, e.g., when the signals have noises with different stan
dard deviations. Let the S(σ) be the segmentation when the 
standard deviation of the noise is σ, then one can show that S(σ) is 
more private than S(σ′) if σ ≥ σ′. We can apply Proposition 2 and 
obtain that consumers unambiguously like privacy, that is, a seg
mentation with larger σ.
32 More details are available upon request. For example, when 
θH � 2, θL � 1, f � 1=2, σ � 1, and ∆ � 1=2, the intermediate region of 
c includes [0.015, 0.035].
33 To simplify notation, we present this proposition with unidimen
sional market actions a. However, the proposition is readily 
extended to multidimensional market actions, simply replacing sca
lar multiplications with dot products and matrix multiplications.
34 One example of such conditions is that a is continuous with 
respect to the weak-* topology in the following sense. Let 〈F, g〉 ≡R

θg(θ)dF(θ) be a mapping that maps any finite signed measure F 
and bounded measurable function g to a real number. The weak-* 
topology is the weakest topology on finite signed measures such 
that 〈 · , g〉 ≡ is continuous for all g. Theorem IV.1.2 in Schaefer and 
Wolff (1971) ensures the existence of the Riesz representation of a 
given that a is continuous with respect to the weak-* topology.
35 We assume that PG(η ≥ EG[η]=2) � 1, that is, η is not too low.
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