Appendix

Lemma 1. For constant equilibrium solution ¢® and z°, payoffs of the firm and the
hacker are given by
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Proof. Because c¢° and z° are constant, the security breach probability rate

A(Z°,c®) =g(2°)7(c®)? is constant as well. The related linear state equation
y(t) =ry(t)— fz° + hc® can be solved as follows
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Proof of Proposition 1.

Because the costate variables A and g are constant, the equilibrium solution is
constant. One can calculate directly by Lemma 1 that
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Proof of Proposition 2.

The equilibrium solution is constant in a similar fashion, which implies that by Lemma 1
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Proof of Proposition 3.

The equilibrium solution is constant as well and thus one can obtain by Lemma 1
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Proof of Proposition 4.

By Proposition 1 and Proposition 2, we can get
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Noting that 4 <0 and x>0, we have

which yields Proposition 4 (i).
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Similarly, by Proposition 1 and Proposition 3, we have
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which implies Proposition 4 (ii) because

Proof of Proposition 5.

By proposition 1 and proposition 2, it is obvious that J, ; <J
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namely,
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where In(x) is natural logarithms of x. Denoting
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one can obtain
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where Kzﬁe(l,oo).The derivative of In(1+K)—-K with respectto K is _1KK
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which implies A'(¢)=In(1+K)-K <In(2)-1<0 and further A(g)<A(0)=0. Therefore,
condition (A23) holds.
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implying that @®(g) >®(0)=0, and therefore equation (A28) holds. Meanwhile, by
proposition 2 and proposition 3, one can obtain that J; > J; ; ifand only if
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which holds by the continuity of k provided that
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Hence, equation (A31) holds.
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