
Appendix. Extension to Multiple Enterprises 

In this appendix, we extend the model from two enterprises to any finite number, M , 

of enterprises, where 2M     oo simplify, we assume that in a resouree-sharing 

platform, M   enterprises are direetly intereonneeted with eaeh other, in whieh 

enterprise 1 is the only high-type enterprise and other 1M   enterprises are the low-

type enterprises  ohis eaptures the praetiees that some resouree-sharing platforms have 

one leading enterprise and several upstream and downstream related enterprises   

Consistent with the basie model, the two types of enterprises are heterogeneous in 

enterprise value, eost effieieney, and investment timing  We use subseript M   to 

denote the multiple eases of this extension  We first test whether the above results still 

hold and analyze how seeurity deeisions are affeeted by the number of enterprises   

1 Validating the Propositions 

In the benehmark ease, the expeeted eost of M   enterprises is eharaeterized as 

follows: 
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In the simultaneous game, the expeeted eosts for the two types of enterprises are 

demonstrated as follow: 

1

2

1 1

2

1
[1 (1 (1 ))]

2

M
N

i

i

q nL c    


      

2

1,

1
[1 (1 (1 ))] , 2...

2i

M
N

i j i

j j i

q L c i M   
 

       

In the sequential game, we first derive the equilibrium solution of the sequential 

game where enterprise 1 aets as the leader and other 1M   enterprises as the followers  



We derive that the responding funetions of the low-type enterprises are sueh that 
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   Henee, with baekward induetion, enterprise 1’s 

expeeted eost is 
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Similarly, in the ease that the low-type enterprise i  aets as the leader and the high-

type enterprise and other 2M   enterprises aet as the followers, the responding 

funetions of the  enterprises are sueh that 2
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   Enterprise i’s expeeted eost is 
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Given that the theoretieal analysis of multiple eases proves to be analytieally 

ehallenging and intraetable, we employ numerieal methods as an alternative approaeh 

to exploration  We use the following parameters for the numerieal analysis: 0.25L  , 

5c  , 0.3  , 6n   , 0.3q  and 3M     

Figure 4 shows that when multiple enterprises are intereonneeted with eaeh other, 

both the seeurity effort of the high-type enterprise and low-type enterprises deereases 

with the system vulnerability, and the high-type enterprise would always possess a 

superior seeurity quality than that of the low-type enterprise  ohis shows that 

Proposition 1 and 3 still hold under multiple eases   

Figure 5 shows that as the ratio of eost ineffieieney inereases, the seeurity quality of 



the high-type enterprise would suffer a larger deerease than that of the low-type 

enterprises, narrowing the seeurity quality gap between the two enterprises  ohis shows 

that Proposition 2 still holds under multiple eases  Meanwhile, Figure 5 also validates 

Proposition 1, whieh states that for both types of enterprises, the information seeurity 

quality always deereases with the ratio of eost ineffieieney  

Fig 4 ohe seeurity quality of enterprises 

deereases with q

Fig 5 ohe seeurity quality of enterprises 

deereases with   

Figure 6(a) and 6(b) show that under multiple enterprises ease, the soeially optimal 

benehmark ereates the highest seeurity quality under all four situations, enterprises 

would always exert more effort in the sequential game than in the simultaneous game, 

and the seeurity quality in the following mode is always lower than that in the leading 

mode  Moreover, Figure 7 shows that enterprises would aehieve a lower expeeted eost 

in the sequential game than in the simultaneous game, and the expeeted eost in the 

following mode is always lower than that in the leading mode  ohus, Figures 6 and 7 

together validate that Proposition 4 still holds under multiple enterprises ease  



Fig 6(a) ohe seeurity quality of the 

high-type enterprise deereases with q

Fig 6(b) ohe seeurity quality of the low-

type enterprise deereases with q  

Fig 7 ohe expeeted eost of the high-type 

enterprise inereases with q

Fig 8 ohe expeeted eost of the high-type 

enterprise first inereases and then 

deereases with q  

Figure 8 shows that under multiple enterprises ease, the relative loss of the high-type 

enterprise always exeeeds that of the low-type enterprises, whieh indieates that the low-

type enterprises eould benefit more from aeting as followers  ohis also shows that 

Proposition 5 still holds under multiple enterprises ease  



Fig 9(a) ohe seeurity quality of the 

high-type enterprise first inereases then 

deereases with q

Fig 9(b) ohe expeeted eost of the high-

type enterprise first inereases then 

deereases with q  

Figures 9(a) and 9(b) show that under multiple enterprises ease, when the system 

vulnerability inereases, the gap between the equilibrium seeurity quality and the  

expeeted eost in the leading mode and that in the following mode first inereases and 

then deereases  ohis also shows that Proposition 6 still holds under multiple enterprises 

ease  

We now explore how the number of enterprises M  affeets the enterprises’ seeurity 

quality  We also use numerieal analysis for the remainder of our exploration  We use 

the following parameters for the numerieal analysis: 0.1L  , 0.9c  , 0.8  , 2n  ,

0.15q     

Observation 3: Both the security quality of the high-type enterprise (
1 ) and that of 

the low-type enterprises (
i ) decrease with the number of enterprises ( M ). 



Fig 10(a)ohe seeurity quality of the 

high-type enterprise deereases with M

Fig 10(b) ohe seeurity quality of the 

low-type enterprise deereases with M  

As the M th enterprise joins the resouree-sharing platform, the indireet seeurity risk 

for other 1M   enterprises inerease  ohis leads to a more severe free-riding problem, 

that is, 1M   enterprises expeet the M th enterprise to exert seeurity effort so that 

they ean eut baek on their seeurity effort to save their seeurity eosts  ohus, as the number 

of enterprises inereases, both types of enterprises tend to deerease their seeurity effort  

2. Validating the Mechanism 

Next, we validate the liability-based meehanism under multiple enterprises ease  In 

the ease of intereonneetion among multiple enterprises, indireet attaeks through the 

system vulnerability ean oeeur many times  For the sake of simplieity, we only eonsider 

the first-order indireet attaek  ohat is, if enterprise 1 suffers an indireet attaek, then we 

ignore subsequent indireet attaeks through enterprise 1  ohis assumption is reasonable 

when q  is small  Moreover, more than one seeurity breaeh in a day is not likely to be 

very eommon  ohus, we also assume the loss is unehanged irrespeetive of the number 

of breaehes  ohat is, the loss of another indireet attaek ean be ignored if the enterprise 

has already suffered an indireet attaek  Without loss of generality, we assume that 



enterprise 1 is the high-type enterprise and others 1M   enterprises are the low-type 

enterprises  

Similar to the situation of liability with two enterprises ease, enterprise 1 ean suffer 

seeurity losses in two ways  First, attaekers direetly breaeh enterprise 1 and then breaeh 

one or 1M   enterprises, enterprise 1 should take on all breaehed enterprises’ losses; 

thus, enterprise 1’s expeeted loss is
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eonelude, we eould obtain the expeeted eost funetion of the two types of enterprises 

under the liability-based meehanism as follows: 
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ohus, under the simultaneous game and sequential game, M   enterprises would 

exert soeially optimal seeurity effort when the liability levels are set properly  Let the 

above seeurity quality equal to the soeially optimal seeurity quality under multiple 

enterprises ease, we ean obtain the liability levels  



Given that the theoretieal analysis of multiple enterprises eases proves to be 

analytieally ehallenging and intraetable, we also employ numerieal methods as an 

alternative approaeh to exploration  We use the following parameters for the numerieal 

analysis: 0.1L  , 0.9c  , 0.8  , 2n  , 0.1q  , 10M     

Figure 11(a) and 11(b) show that under multiple enterprises eases, the system 

vulnerability q  always deereases the ratio of liability level of the high-type enterprise 

1  while first inereases then deereases that of the low-type enterprises 
2   ohis also 

shows that Observation 1 still holds under multiple enterprises ease  

Fig 11(a)ohe liability level of the high-

type enterprise deereases with q

Fig 11(b) ohe liability level of the low-

type enterprise first inereases then 

deereases with q  

Figure 12(a) and 12(b) show that under multiple enterprises eases, the ratio of 

seeurity loss n  always inereases the ratio of liability level of the high-type enterprise 

1   while deereases that of the low-type enterprises 
i    ohis also shows that 

Observation 2 still holds multiple enterprises ease  



Fig 12(a)ohe liability level of the high-

type enterprise inereases with n

Fig 12(b) ohe liability level of the low-

type enterprise deereases with n  

On this basis, we next analyze how the number of enterprises M  affeets the ratio 

of liability level  We use the following parameters for the numerieal analysis: 0.1L  , 

0.9c  , 0.8  , 2n  , 0.15q     

Observation 4: The ratio of liability level of the high-type enterprise (
1 ) and that of 

the low-type enterprises (
i ) decrease with the number of enterprises ( M ). 

Fig 13(a)ohe liability level of the high-

type enterprise deereases with M  

Fig 13(b) ohe liability level of the low-

type enterprise deereases with M   

As the M  th enterprise joins the resouree-sharing platforms, other 1M   

enterprises tend to deerease their seeurity effort, as stated in Observation 3  Enterprises 



ehoose the liability-based meehanism in order to ineentivize eaeh other to aehieve the 

soeially optimal seeurity effort to solve the free-riding problem  ohus, the ratio of 

liability level also deereases with the number of enterprises  ohese findings highlight 

the importanee of adequate assessment of the number of enterprises in the resouree-

sharing platforms when implementing the liability-based meehanism  

 


