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Appendix A: Notational Summary

Table A1: A Summary of Important Notations

H Symbol Meaning Remark H
Cyq, cq Disruption cost per patching cycle for unplanned patching | ¢4 = )‘C—C;d
C. Severity level of an unpatched vulnerability; also the C. ~ Exponential
exploitation cost per unit time for the vulnerability Mean = C,
Cs, cs Setup cost per patching cycle Ccs = )\c%
m Threshold for the patch-based policy
Sk Cumulative severity of k£ unpatched vulnerabilities
TC, Normalized total expected cost per unit time for policy p,
p € {Patch, Time, Total, Emgcy, Hybrid}
X,z Threshold for the time-based policy =X
Y,y Threshold for the total-control policy y = C%
Z, z Threshold for the emergency-control policy z= C%
A Arrival rate of patches
I Arrival rate of patches with C, > Z = Ae?
T Length of a patching cycle
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Appendix B: Proofs

Proof of Lemma 1

We first derive Equation (1).

0o tm t3 22 m—1
/dtm/dtm,l~--/dt2/dt1)\me”\T > E [(tm
iz Ce()
0 0 0 0
t ta m—1

= C_'e/)\mei)\tmdtm (m — 1)tm /dtn,1 . /dtl / . /dtl Z t;
) :

0 0 0 i=1
= C 7)(”6”’"6% (m— 1)t 2 — i
- " "(m -1 2(m—2)!
0
B Cem(m —1) / AmAlgm et m(m - 1)C.
N 2\ m! 2\ '
0

O ymt1,m

The last step follows from the observation that [ )‘m—!%e*)‘t’”dtm = 1, since the integrand is an Erlang
0

probability density function.

Therefore, the total expected cost per cycle is (CS +Cq+ m(m%)\l)a) Dividing this by the length of the

m

cycle, 5, and normalizing with respect to C., we get the result. |

Proof of Proposition 1

We first relax the constraint that m is an integer. Because dm2 (TCpaten) = W > 0, the cost function
is convex in m, and the minimum can be found by simply solving the first order condition: %(Tcpamh) =
—&tfd 4 L — (. This results in: m = \/2(cs + cq). If M is not an integer, the convexity of the cost function
implies that the actual integer solution must be in the vicinity of m and can be found by either rounding it
up or down, i.e., m* = |m] or m* = |m] 4+ 1. Of course, m* = |m] if TCpuen(|m]) < TCpaten(|m] + 1).
We can simplify this condition to obtain m(1 — 2a) > a(1 — «), where o = m — | ]. The result follows by
putting all of these together. Finally, TCpytcn(m*) > TCpaten(h) = /2(cs + ca) — 3. |

Proof of Lemma 2

We start with the derivation of Equation (2).

0o X tn ts to n
dt, | dtp_q1--- [ dty | dtg e X
> [t fatere fan fanee (3 g -
0 0 0 0

n=1 =1
00 X tn to X tn n
= CeY N'e ™[ nX /dtn/dtn,y /dt1 /dtn/dt / Byt
n=1 0 0 0 0 =1
viomr [y XX )\CBXQ
- Z ( w 2(n— 1)!) T2

The last step follows from the fact that > -, % is identically equal to one, as it is the sum of all

the probability masses from a Poisson distribution.
Now, since there is no disruption cost under this policy, the total expected cost per cycle is simply

(CS + )‘ég—x2) Dividing this by the length of the cycle, X, and normalizing with respect to C,, we get the

ii
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desired result. [ |

Proof of Proposition 2

The first order condition in this case is %(TCTimo) =—-5+ % = 0, which can be solved to obtain x* = y/2¢s.

Substituting for z*, we get T'Crpime () = v/2¢5. Since %(TC’TMO) = 2;; second order condition is
also satisfied. |

Proof of Lemma 3

First, note that:

n—1

Z(Si—si 1)(o —t;) ZS (tixr —ti) + Sn_1(o0 —tn_1).

=1

We will now prove the result by induction. It is, of course, easy to see that the claim is true for n = 2, since:

o R
oR)?
(I)Q(UaR) :/dtl/dsl(sl(o'—tl)) = ( 4) .
0 0
Assuming that the above claim is true for n = k — 1, we get:
(O.R)kfl
@ — = —_—
k=100 B) = S e =31

Also, by definition:

o ta R So k—3
®p_1(0,R) = /dtk—2"'/dt1 dSk72"'/ ( Si(tiyr —ti) + Sp—2(0 — tk2)>
0 0 i=1
to R Sa k—3
= / dty_o- / dty [ dSk_s- / dS; (Z Si(tivy —ti)>
0 0 0 i=1
Sa
/dtk 2" /dtl/dSk,Q N ~/d818k,2(0' —tk,Q)
0 0
r 7 TS (eR)*(k —2)
= /dtk72"'/dt1/dSk72"'/dSI <Zsi(ti+l —m) + (CEDICE
0 0 0 0 i=1
Therefore:
o to R So k—3
/dtkﬂ"'/dtl/dskﬂ“'/ (Zsz tiy1 —t; )
0 0 0 0 i=1
(oR)k—1 (RN k=2)  (oR)"M(k - 2)(k - 3)
20k —=3)!(k-1)! (k—-1(k-1)!  2k-Dl(k-—1)

We can now rewrite &5 (o, R) as:

Sa

R k—3
®p(0,R) = /dtk—l X '/dtl /dSkfl » '/dsl (Z Si(tig1 —ti) + Sk—2(tk—1 — th—2) + Sk—1(c — tkl)) .
5 i=1

0 0 0

o to

iii
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We now simplify each of the three terms from above:

o to R Sa k—3
Janos fan s ~/dsl (Z Silti - m)

0 0 0 =1
P Uk —2)(k—3) _ (@R (k—2)(k—3)
_ - oYk —
= /dt’“ 1/“’“ ! —1).(k—1)! = %R :
0
o to So k k 2
/dtk,l.../ /dSk 1 /dslsk 2(tho1 — th—z) = %, and
0 0 0 o
o to R Sa R b k 1
/dtk,l---/dtl/dsk . /dslsk,l(a—tk,l) - %
0 0 0

Combining them, we obtain:

(cR)*(k—2)(k—3) (oR)*(k—2) (cR)*(k—-1)  (oR)*
2HIE] T e S AT ¥ R YA o T

(I)k (0’, R) =
which proves the induction hypothesis. |

Proof of Lemma 4
We first find the expected cycle time E[r]. We first note that:

tn ta Y Sa

tnfl Ynfl
/dtn,1 o /dtl = (nn_ 1)| and /dSn,1 c /dSl = (n_ 1)|,

0 0 0

(=)

which can be substituted to obtain:

o tn ts to ) Y S3 So
:Z/dtn/dtn,lm/dtQ/dtl/dSn/dSn,yu/dSQ/tndel

n=1ljp 0 0 0 e 0 0 0

n—1
%) [e’e} Y
0 n 7)\t 1 Sp (C?) 0 y —1
— e e d -y
Z/ n—l dtn/C8 Sn Z e (n—1)"
n=1ljp e n=1

Since I'(n 4 1) = n!, we can reduce the above to get E[7] = %

We now consider the per-cycle expected exploitation cost. The cost arising from the exploitation of patch
¢ arriving at ¢; is simply (¢, — t;)Ce(i) = (S; — Si—1)(tn — t;). Summing this over all possible values of i and
taking expectation over all possible patch arrival patterns, the per-cycle expected exploitation cost can be
written as:

1 o Ss S S
E D (Si—Si—1)(ta ] Z/dtn/dtn 1 /dtl/dS /dSn 1 /dSQO fds, (Z(Si—&-l)(tn—ti)>

1=1 n= 20 0 1=1
— Z/dtn /f(I)n tn,Y)dS, = Z/dtn/f2n| 3 S, [from Lemma 3]
n=27 y 20 y
_ Y - —y_Y — C_'ey
2XC, (n —2)! 2\

iv
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The last step follows from the observations that y = C— and the sum is identically equal to 1 as it represents

the sum of all the probablhty masses from a Poisson distribution. Therefore, the total expected cost per cycle

. Dividing this by the length of the cycle, &, and normalizing with respect to C., we

get the desired result. |

Proof of Proposition 3

The first order condition is: %(TCTotal) = yy? — % = 0. Since y + 1 # 0, we can multiply both
sides by 2(y + 1) and simplify to obtain y* = /I + 2(cs + cq) — 1. Since £ (TCrogar) = % >0,
the second order condition holds as well. In order to obtain the optimal cost, we simply substitute for y* to
obtain the desired result. |

Proof of Lemma 5

To obtain the normalized total cost per unit time, we divide the per-cycle total expected cost with the expected
cycle length and normalize it with respect to Cl:

)‘C c(1—e % —2ze#) L A . .
TCrmgey(Z) = Ce% =3 (cs +ca) + m (1—e?—ze7).
The result follows from the fact that = Ae™7. |

Proof of Proposition 4

The first order condition is: - (TCppgey) = € — 1 — € *(cs + ¢g) = 0, which can be solved to obtain

z¥ = 111(%4(%“‘1)). Since the second order condition—% (TCEmgey) = € + e *(cs +¢g) > 0—is also

satisfied, we simply substitute for z* to obtain the cost at optimality. |

Proof of Theorem 1

We know that TCrota(y*) = /14 2(cs + ca) — 1 and TCpucn(m*) > /2(cs +ca) — 3. Therefore, the
difference between the two can be written as:

* * 1
A= TCPatCh(m ) - TCTotal(y ) > ) + \/2(05 + Cd) - \/1 + 2(05 + Cd)'

If cs +cq > 32, it can be easily shown that this A > 0, implying that the total- control policy performs better.

Therefore, to complete the proof, we only need to cons1der the case where ¢; +c¢4 < 55. In that case, however,
_ (cst+ea)®

m* =1 and TCpyten(m*) = cs+cq. Asaresult, A = 14 (cs+cq) 14+2(cs +cq) = T T

0.

Similarly when the emergency-control policy is compared to the total-control policy, the cost difference
can be written as:

14+ +/144(cs +
A = TChmgey(2*) = TCOotal(y*) = /1 +4(cs + ca) — \/1+2(cﬁ+cd)_1n< 2(0 Cd)>'

It is easy to see that A =0 at Q = ¢5 + ¢4 = 0. Furthermore, for Q > 0,

N 2Q ( 1 ~ 1 >>
0Q VI+2Q1+1+4Q) \1+VI+2Q VI+2Q+VI+4Q
Therefore, A > 0. |
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Proof of Theorem 2

We know that TCrime(2*) = v/2¢5 and TCmya1(y*) = /1 + 2(¢s + ¢q) — 1. Clearly, time-based policy would
perform better if TCripe(@*) < TCmotal(y*). However, since the costs are non-negative, this is equivalent to
(TCrrime(z*) +1)? < (TCrotar(y*) + 1)2. Simplifying, we obtain c¢g > v/2¢s. |

Proof of Lemma 6

Since Hi(a,2) = Y2770 mrtazmy We get:

OHy(a,z) < nz" ! z*
Hyg(a,z)= 5080 N~ 0 — Hy(a+1
12(4, 2) Oz ;n!(n—i-a—l) k'k—i—(a—i—l)—l) (a+1,2).
Also, Ha(a,b,x,y) =37, ° (3"1;’|(;1‘(n+1z)z|x) First we note that W = —e~%g"t2~1 Therefore:
8H2(CL b.x y) st efyynfbfl —x nJrafl —b—1
Hos, b = e\ I _ _ (achy) a+b
22(a, 5,7, ) oz 2 (n—Dln—b—1)! ‘ Z (n—b—1)!
n=b+1 n= b+1
- _ —(z+vy) .a+b - (ZCy) 7(x+y) a+bH b 1
¢ Zk! T+ (b+1,2y).
Finally:
OHz(a,b,x,y) o~ e YY" " T'T(n +a,2)
H b = —=1 172 =
2y(aa axay) 8y Z (n—l) (n—b—l)
n=b+1
B i e YY" (n + a, x) i e Yy =10 (n 4 a, x)
- — —p—2) _ —b—
s (n—1!(n—->b-2)! et (n—1!n—->5b-1)!
= Hg(a,b—l—l,x,y)—Hz(a,b,x,y),
which completes the proof. |

Proof of Lemma 7

We first consider the expected cycle time:

oo ®© X t3 to 00 min{Y, S, } S3 Sa
B[] = Z/dtn/dtn,l.../dtQ/dtl/dSn / dsn,l---/dSQ/desl
n=ly 0 0 0 0 0 0 0
o X ty ts ts 0o Y A So
+Z/dtn/dtn,1.../dtQ/dtl/dsn/dsn,l---/dsz/tnfdsl.
n=lj 0 0 0 y 0 0 0

vi
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The first term in the expression above can be written as:

oo © X min{Y,S,} Ss So
Z/dtn/ no1 /dtz/dtl/dS / dsn,l---/dsz/desl
n=lx 0 0 0
o X® X ts to Y Sn S3 So
= Z/dtn/dt ./dtQ/dtl/dsn/dsn,l---/dsz/)(fdsl
n=lx 0 0 0 0 0 0
oo S3 Sa

dS,—1-- '/dSQ/deSl

+
[M]8
—
=y
3
T —
=y
3
\
S
St~
=3
\8
QL
N
——

n:lX Y
o Sn 1 < 7 X" T vt
_ ,;/dtn /fS E/df"m/fds"ﬁ
X X i
= fje*xx" ((n—1>'+e Y 1—””’?/))

A(n — D)l(n —1)! ’

where, as before, y = X~ and = AX. Moving on to the second term in the expression for E [r], we get:

Ce
0o X tn ts to [e’e) Y S3 So
Z/dtn/ ~-/dt2/dt1/dS /dsn,l-../dsz)/tnfdsl
n=17 y 0 0 0

= 7 = 1y (nl —D(n +1,2))

B e YY" (n n+ 1,z
Zl/dt" /fS "Zl XDl -1
n= 0 n=

Combining, we get:

I
NE

] (exx" ((n — ) +e Yyt —T(n, y)) e Yy t(n! —T(n+1, x)))

Aln—Dl(n—-1)! Aln—Dl(n—1)!

T+ Y + 1 + ei(x+y)le(15 .Iy) - xHQ(Oa Oa Y, .I) - H2(15 Oa xZ, y)) )

Il
>/I>—‘ﬁ
— =

where Hi(a,z) and Hz(a, b, z,y) are as defined in (4).

We now consider the per-cycle expected exploitation cost. The cost arising from the exploitation of patch
i arriving at t; < 7 is simply (7 — ¢;)Ce (i) = (S; — Si—1)(7 — t;). Summing this over ¢ and taking expectation
over all possible patch arrival patterns, the per-cycle expected exploitation cost can be written as:

E lZ(Sz — Si—1) (T — tz)]

=1

o X X t3 to oo min{Y,S,} S3 Sa 1
Z/dtn/dtn,1~~~/dt2/dt1/d8n / dSn,1~~~/ng/del ( (S;i—Si-1) X—ti)>
n=2x 0 0 0 i=1
o X tn S3 n—1
+Z/dtn/dtn,1. /dtQ/dtl/dS /dSn 1 /ng/del (Z (Si—Sil)(tn—ti)> ,
n:20 0 1=1

vii
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We can simplify the first term as:

min{Y,S,}

o X S3 Sa n—1
Z/m/%” /m/m/w [ s fas 105 (S s-so0r-u)
2% 0 i=1

0

-ifm/w» ﬁm/h/n/mﬂmfmfﬂ&@j&&ﬂ@4g

n2X 0
+iZdtn/ et /dtgo/dtl/dS /dSn 1 /dSQ/fdsl <n¥18 =Si-1) X—m)
0o v oo % 7

-3/ /dS(I)(XS X—:Z 1ZdSwXY)f

/Y f+2/dt /dS 2n'n— )f [from Lemma 3]
0

e "z (nl+e¥y" —T'(n+1y))
2A(n — 2)In! '

O *\g *\g

Mg [ []#

2

3
U

We now consider the second term:

00 X tn ts ta [e'e) Y S3 So n—1
S [t [t [an [ [as, [ds, i [ase [ as: (Z (8:=5:1) (tn —m)
n=27 0 0 0 Y 0 0 0 =1

o X ) o X )
- Z / dty, / dSn®,(t,,Y)f = Z / dt,, / ds, 2n't(ny_> I f [from Lemma 3]
n=27 ¥ n=2jp y '

B i Cee ¥y (nl —T(n+1,2))  Cey? B Z Cee Yy"T(n 4 1,z)
2A(n — 2)In! 2 2A(n —2)In! 7

n=2 n=2

Combining, the expected per-cycle exploitation cost can be expressed as:

n—1 5 [ <IN
O & Cole™™a™ (nl 4 e¥y" —Tn+1,p)) — e ¥y"T(n + 1,2))
i — Qi )| =
EL;(S Si-1)(7 )] 2\ +§2 Al —2)!
C_ 2 —(z+vy),.2,2
= 55 (+2 (1= Ha(0,2,9.2)) + 97 (1 = Ha(0.2,,9)) + €~ Va2 Hy (3,a) )

Finally, we consider the probability that a patching cycle ends as a result of the severity trigger:

0o X tn ts to [e’e) Y S3 So
Prir < X] = Z/dtn/dtn,lm/dtg/dtl/dSn/dSn,l-u/ng/del
0 0 0 Y 0 0 0

n:lo
X
B ) tnn71 e yyn 1 n—l)'—F(n,:C))
= go/dtn—(n_l)!J dSh, f Z (n=1ln—1)
= e Vy" ' (n,
= 1—;#(71(_1))'—1_112(0505:%?4)

The total expected cost per cycle is E [Z?;ll (Si = Si—1)(T — ;)| + (Cs + Pr[r < X] Cy), dividing which
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by the length of the cycle, E[7], and normalizing with respect to C., we get the desired result. |

Proof of Proposition 5

We first show that (5) represents the first order conditions for this optimization problem. Since Lemma 6
ensures that %—J;[ and %—5 exists, the first order condition with respect to x can written as:

T Criyprid(7,y) 1 ( ON 3D> —0

Do ~Nar

ox - D?
Since N, D > 0, we can multiply both sides by %2 and rewrite the first order condition as:

LON 10D _ 9lnN 9D _

Nor Doz ' 7 o o

The first order condition with respect to y follows in an analogous manner. Since (z%;,y};) satisfies the first
order conditions in (5), the optimal solution is obtained at that point. |

Proof of Theorem 3
Let ¢y =Prir < X], ¢/ =1—1, and § = AE[7]. Then, for a hybrid policy,

K
02 (TCHybria) a9 (9 (TChybria) \ 9 ( 9) <0 (B1)
OcqOy Oy dcq Oy ’
because, trivially, 1 is decreasing in y and 6 is increasing. Similarly,
o 2(5) o) (%)
(TChybrid) 9 (0 (TChybria) Y\ “\8)  0(3) 3 ")~ (B2)
Ocyg0x T Ox Ocq o 9 Oz oz '
This is because 6 is increasing in x and 1’ is decreasing, which together mean that % declines less rapidly than
does %/.

Now, we apply the implicit function theorem. Since (x%,y};) is a minimum obtained from

0 (TCuybria) _ 9 (TChybria)
Oz B dy

:0,

from the implicit function theorem, it is clear that the first order reactions to changing c; would be exactly the
opposite of the cross-partials above; so, 3 would be reduced, and y}; increased. However, since xg and yg
are strategic substitutes when it comes to trading off the exploitation cost with the setup cost, the second order
effects—the effect of reducing xy on yy and that of increasing yg on xg—would further reinforce the first

5 * 2 .
order effects. Hence, the signs of " and ?TZ should be exactly the opposites of the signs of % nd
92 i
%’y'd), respectively. It thus follows from (B1) and (B2) that z7%; is monotonically decreasing in ¢4, while

dx
dc

Y3y is increasing. (Such monotonicity is also expected, since a higher ¢4 means disruptions are more costly,
which, in turn, implies that time-based triggers are relatively more appealing while severity-based triggers are
less so.)

It is easy to see that, when ¢4 — o0, in optimality, the hybrid policy degenerates to the time-based policy,
implying x3; = z*. At the other extreme, when ¢4 = 0, it degenerates to the total-control policy, so z73; — oo.
It then follows from the monotonicity shown above that 3 > 2*. Since an analogous argument applies to

Yis Y > Y- n
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