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Appendix A: Proof of Remark 2.
From the definition of the conditional probability and the constant prior terms (Pr(z,,, =1)), we have
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P nm — 1 n'js ' Rn
I‘(l‘ |y i € ) X Pr(yn’j; n' € Rn)

(1)

Given the binary nature of each node’s anomaly status and each sensor attribute’s output, we can show
that the value of binary sensor attribute j at node n follows a Bernoulli distribution as follows:
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where «;,,, can be interpreted as the true positive rate (TPR) for attribute j and the mth anomaly and

B; as the false positive rate (FPR) for attribute j, that is
M
m=1

Based on the propagation of anomalies in subgraph R,,, the nominator of Eq. (25) can be re-written as
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The right hand side of the above equation depends only on  »_ wy,; and ) 1{s,; =1} and constant
parameter «;,,. We now show that the denominator of qule(gb%) also degeerlfﬁs on these elements. For
notational convenience, we show the proof for M =1, that is when only one type of anomaly can occur
in the network. The proof can be extended to a general M. By denoting P, as the random variable

representing the fraction of anomalous nodes in the subgraph R, as
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and using the law of total probability, we have

Pr(y,;;n € R,) = Z Pr(y,;n' € R,|P, =p)Pr(P, =p).
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The first element of the RHS of the above equation can be computed by marginalization as follows:
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Now by assuming that the prior Pr(z,,; = 1|P, = p) equals p for all nodes in the subgraphs and prior
Pr(P, = p) can be estimated from historical data (or theoretically calculated), the right hand side of the

above equation can be simplified as
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which also depends on the two elements ) y,; and > 1{s,; =1} and constants «a;;, §;, and p.
n’€Ry n’ERp,
This completes the proof.
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Appendix B: Training the Network Anomaly Detection Framework

Algorithm 1 Model Training for the Anomaly Detection Framework

Input: Network Topology Parameters, Network Sensor Data (yn(t) = [yn1(¢),....,yns(t)]), and Network Nodes Anomaly
Labels (z,(t) = [zn1(t), ..., znm(t)]) for n€ {1,...,N} and t € {1,...,T1 }, where T} is the number of time instances in the

training data, N is the number of network samples, and M is the number of anomaly types

- Network Structure and Sensor Data Aggregation
for n=1to N do

- Extract sensor attributes in subgraph R,, based on the anomaly propagation set of node n.

for j=1to J do
for t=1to 771 do

- Use the aggregation functions in Egs. (2)-(3) in the article to obtain g,;(t) and 8,;(t).
end for

end for

end for

- Autoencoder Training
- Define the set of hyperparameters for the grid search.
- Define other parameters of the Autoencoder. Define the validation set and the evaluation metric.
- Conduct the grid search to find the optimal hyperparameters. Use [gn(t), 8 (¢)] for all n € {n,...,N} and t € {1,...,T1}
at both input and output layers where @ (t) = [Gn1 (), ..., Gns(t)] and 8, () = [Sn1(t), ..., Sns (¢)].
- Utilize the optimal encoder to transform the entire data set to a D-dimensional embedding space where D is the
number of neurons in the bottleneck layer.
- The transformed data in the embedding space are recorded as hy(t) = [hni(t),...hnp(t)] for n € {1,...,N} and ¢ €
{1,...,T1}.

- MLP Training
- Define the set of hyperparameters for the grid search.
- Define other parameters of the MLP. Define the validation set and the evaluation metric.
- Conduct the grid search to find the optimal set of hyperparameters for the MLP. Use hy(t) = [hn1(t),...hnp(t)] and
Tn(t) = [zn1(t),...,xnm(t)] for ne€ {1,...,N} and ¢t € {1, ..., 71} in the input and output layers, respectively.

Output:
- Trained Autoencoder and Trained MLP.
- By repeating all of the above steps and considering the entire network as one unit as discussed in Section 5.5 of the

article, we can train MLPy as well.

Appendix C: Proof of Remark 5.

It is clear that if an anomaly originates at node n, then all nodes inside its anomaly propagation set
(i.e., R,) are impacted by the anomaly. If we define a binary variable g, to refer to whether node n

and all nodes in set R,, are under an anomaly condition, then Zivzl ¢, represents the number of subsets
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with an anomaly. Since we want to maximize the number of such subsets, then the objective function
becomes Eq. (15) in the article. To avoid overlapping subsets and disjointed subsets of anomalies, we
need to make sure that no node is in more than 1 activated subset, where activated subset means the
corresponding ¢ is 1. To do so, we define an indicator function 1{s € R, } to denote whether node s
is inside the anomaly propagation set of node n. To make sure there is no overlap between activated
subsets, we need to make sure the sum of 25:1 1{s € R,} g, over n is less than or equal to 1 for node
s, which gives the constraint given in Eq. (16) in the article. This completes the proof. In the extreme
case where R, = {n} (that is when the anomaly cannot propagate to other nodes), then ¢,=1 for all n

and @Q* = N. Thus Q* cannot be larger than N.

Appendix D: Algorithm for Real-Time Anomaly Detection

Algorithm 2 Real-Time Anomaly Detection at Time t using Mgy, My, and M,
Input:
- Trained MLP and Trained Autoencoder from Algorithm 1.

- Network Topology Parameters and Network Sensor Data (yn(t) = [yn1(t),....,yns(t)]) for n € {1,...,N}.

Model 0 (M) - Node-level Anomaly Detection
for n=1to N do
- Apply network aggregation with the aggregation functions, dimensionality reduction with the trained autoencoder,
and anomaly classification with the trained MLP.
- Output the probability distribution of anomalies (ynm(¢)) from the MLP output layer and the most likely anomaly
label of all nodes (vn(t)) for ne€{1,..., N} and me {1,..., M }.

end for

Models 1 and 2 (M;1-M3) - Network-Level Anomaly Detection
- Apply the Prescreening step using the trained binary classifier MLPy (Optional).
if The network is found to be anomalous from MLPy then
- Apply the Optimization Initialization steps using Remarks 3-6.
- Calculate anomaly scores for n € {1,..., N} and me€ {1,..., M }.
- Compute the probabilistic confusion matrix P = [p; ;] to be used in M.
- Setup optimization Models M; and M.
- Find the optimal solutions of onm () for all n € {1,...,N} and m € {1,.., M }.
- Use the anomaly propagation sets to find the predicted status of each node (v, (t),n € {1,..., N}).
else
- The network has no anomalous nodes. That is
onm(t) =0,v,(t) =0, ne{l,..,N},me{l,..,M}.
end if
Output:
- The optimal values of 0pm(t) and v, (¢) for all n € {1,..., N} and m € {1,.., M} for Mo, M1, and Mo.

- The optimal values of Znm (t) can be found from Eq. (1).
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Appendix E: Network Datasets

This section summarizes some of the data used in the numerical experiments. A total of 5 network
datasets are included in the experiments. Below, we provide a brief description of each dataset. The

datasets (recorded as R files) can be downloaded from |https://figshare.com/s/5700482fb14d29b616£5|

E.1. Network Dataset 1 (used in Section 6.1)

The topology of the network from this dataset is from a 1,138 bus power network provided in a Network
Repository (Rossi and Ahmed|2015). We generated random sensors and anomalies as discussed in the
paper. The dataset includes random sensor data and the true locations of anomalies and their type.
E.2. Network Dataset 2 (used in Section 6.1)

This network dataset is from the the U.S. Reference Network Model (NREL|[2016)). We selected a part of
this topology with 10,089 nodes (only selected device nodes under node HVMV Substation-P12U-nSSEE1
69) and then randomly selected some nodes to be the hosts of sensors. For this dataset, the sensor data
and true locations of anomalies and their type are reported. Nodes are renamed from 1-10,089.

E.3. Network Dataset 3 (used in Section 6.5)

The network topology is obtained from (Georgescu 2012)), which is a small network with 43 nodes and
78 edges. The adjacency matrix is used to build the graph topology and anomaly propagation paths.
There are two datasets: one for full propagation (gl) and one for partial propagation (g2).

E.4. Network Dataset 4 (used in Section 6.5)

This dataset has 130 nodes and 180 edges and is related to the well-known Battle of the Water Sensor
Networks (BWSN) dataset (Ostfeld et al. |2008). The adjacency matrix is used to build the graph
topology and define the anomaly propagation paths. Sensor data for two scenarios of full and partial
propagation are simulated separately. There are two datasets: one for full propagation (gl) and one for
partial propagation (g2).

E.5. Network Dataset 5 (used in Section 6.6)

This dataset included R data files for randomly generated graphs of 6 types. Each file’s name included
the degree, number of nodes, and the type of the graph. It should be noted that nodes with no connection
and sensor data are not shown. Also, only sensor data with positive sensor values are recorded (i.e.,
sensor values 0 are not recorded to save memory). Each data file includes sensor data, edge list, and true

locations of anomalies.
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