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Table D4 The e�ect of graph properties on privacy leakage risk.

Dataset |+train | |⇢train | average degree graph network clustering transitivity network scale-free degree eigenvector privacy

degree variance density entropy coefficient constraint exponent centrality centrality protection

Deezer 28281 214308 6.56 63.14 5.36E-04 3.99 0.1412 0.09592 0.41998 5.03 2.32E-04 1.17E-03 4.5%

Facebook-Page 22470 364358 15.22 697.69 1.44E-03 5.13 0.3597 0.23232 0.31780 3.24 6.77E-04 1.32E-03 8.9%

LastFM 7624 63196 7.29 132.23 2.18E-03 4.03 0.2194 0.17862 0.44297 3.33 9.57E-04 2.00E-03 5.8%

Notes: We report the average value of some node-level properties including network constraint, degree centrality and eigenvector centrality.

Case studies. Building upon the proposed model and baselines, we provide additional insights

through case studies that empirically explore the relationship between graph properties, sub-

structures, and the capabilities of privacy preservation and model generalizability.

Case 1: How graph properties affect privacy-preserving capability? We first aim to investigate

which graph properties exhibited by a graph dataset are more likely to leak privacy. We compare

the privacy-preserving capability (as seen in the last column of Table D4) with the graph properties

(as seen in the columns of Table D4 except for the last one) of Deezer, Facebook-Page, and LastFM

datasets. Specifically, we include a variety of graph-level and node-level properties: average degree,

degree variance, graph density, network entropy (Gómez-Gardenes and Latora 2008), clustering

coefficient, transitivity, network constraint (Burt 2004), scale-free exponent, degree centrality,

and eigenvector centrality (Bonacich 1987). The privacy-preserving capability is quantified by

measuring how much our model reduces the performance of private link reconstruction attack

compared with the graph pre-training model without privacy protection (i.e., GCC). For example,

on Deezer dataset, our model reduces 4.5% (= |82.35 � 86.19|/86.19; 82.35 and 86.19 are the

performance of our model and GCC under private link reconstruction attack, reported in Table 1

of the main text) performance of private link reconstruction attack compared with GCC.

The results show that we could significantly reduce the privacy risk on Facebook-Page dataset. On

the other hand, it is more difficult to protect the privacy on the Deezer and LastFM datasets, whose

properties show a trend of the high value of average degree, degree variance, network entropy,

clustering coefficient, and transitivity, and low value of network constraint and scale-free exponent,

which are less complex in general. The high values of average degree, degree variance, network

entropy, clustering coefficient, and transitivity indicate that the network is highly connected and

has a large number of interdependent nodes. Nodes in highly connected networks should have

a greater influence on each other, increasing privacy breach risks by allowing one compromised

node to impact many others quickly (Chen et al. 2012). Additionally, tracking and controlling the

flow of sensitive information becomes more challenging due to the higher number of pathways

for data flow (Venkatesh et al. 2020). On the other hand, datasets characterized by low network
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