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Appendix A: Proofs of Propositions and Theorems

The following proofs are derived based on the definitions and assumptions presented in Eq. (2) and Eq. (3).

A.1l. Proof of Proposition ]|

Let 3 and 3; be the optimal solutions to the minimization problems on training sets D, and D), respectively. Let
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As defined in Eq. (3), E[n(|°|)] = E[n(|e])] and,
E min £(3; D,)] > (1 gnEly(|e])] + anEln(|<*])) > nEln((el)] = B[min £(8: D,)]. O

A.2. Proof of Theorem[I]

Let D* = {(x;,y;)|w; = 1,7 € N} and N* the associated index set. Let w* be an optimal solution to the left hand
side (LHS) of Eq. (7).
“—=

Considering w € Z7, we have
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D» = D U Dy, where DY = {(z;,y;)|lw; =1,z;, =1, i € N} and DY = {(x;,y:)|w; = 1,2, =0, i € N}, with
index sets N and Nj’, respectively. As a higher level decision, all decision variables are dependent on the set of

points chosen by w. Let (w*,3*,2*) and (3", z') be optimal solutions for LHS and RHS, respectively. |D¥" | = k
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and |D¥" | =1* — k.
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Similarly for RHS:
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(i) If D¥" # D!, then D¥" C D*UD".
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(ii) If D*" = D', then E[8"] = E[3'] = E[8']
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A.3. Proof of Theorem 2]
Wasserstein distance between the outlier distribution and sample distributions, W, (P,, Pp ), can be defined as (Chen
and Paschalidis (2020), Theorem 2.6.1)
Wi(Py, Pp) = Wi(P,, P,) = Wi (P, Pp) = (1 — )W (P, P).
Wi(P,,Pp) =Wy(P,,P,) —W.(P,,Pp) = (1—¢)YWi(P,, P).
For ¢’ < ¢, then
Wi (P,,Pp) > W, (P,,Pp) and W, (P;,Pp) < Wi(P,Pp). O

A.4. Proof of Theorem[3

Let M(E) be the space of all probability distributions ) supported on Z. (); is the marginal conditional distribution
given sample (z;,;). The inner problem in the first row of Eq. (L)), which denotes the worst-case expectation for the

chosen subset (.5;), can be expressed as
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For € > 0, the inequality Eq. (A1) is exact due to strong duality of the generalized moment problem (Shapiro||2001}

Esfahani and Kuhn 2018)). Since LAD is proper, convex and lower semicontinuous,
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where © := {6 € RP* : £*(0) < oo} and the conjugate of the absolute value loss function £*(0) =
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Since 8 € O, sup{|0|., : 0 € ©} = |(—8,1)|w (Chen and Paschalidis (2018), Appendix A.1). This upper-bound
becomes exact since = = R?*! (Esfahani and Kuhn|(2018), Theorem 6.3). Then, we can write the worst-case expecta-

tion as

. T T
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The subpopulation 5, is defined by the decision of either including or eliminating the data point in the model training,

via w € {0, 1}. Constraint |w|, = [ is added to assure the size of the S;. Then the single-level formulation is

|
8 A Dl + Yl =T
|wlo=

A.5. Proof of Theorem[d

For any given €, J5 < J}, since the subpopulation is achieved by eliminating outliers which are data points with high

residuals. From Theorem we know W1 (P,,Ps,) <€ <W,(P;,Pp) <e,
P(Wl(Pt»PSl) > 6) < o < P(Wl(Pt7PD) > 6) <«

and then,
P(E[L(B5,;T)] < J5,) = P(P, € B(Ps,))
>1-co. O
A.6. Proof of Theorem[3
Let 7(;;(3) be the i-th largest residual fori =1, ..., n, where 0 < r;;(8) <7 (8) < - <7, (B). Then, L(w;, B)) =
> (i (B7))-
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Proof of Claim

Llw],B7) =3 n(ra(8)) =min > win(r

S.1. ‘w|0 :l
we{0,1}"

As any feasible (w, 3) # (w;, 3;) will lead to feasible solution for the minimization problem, the objective function

value will be more than or equal to the objective function value of the optimal solution. [

]
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For [* > 1", we have
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Since both model parameters 3;;, and 3/, are estimated by training the model on samples only from the true distri-
bution, E[3;,] =E [8},,,].
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The first inequality comes from the difference between a feasible solution and the optimal solution, explained in

Claim[Il

v
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Appendix B:  Algorithm Details and Extended Results

B.1. Estimating the Size of the Outlier

Algorithm A1 Estimating the Size of the Outlier Set
Initialize L% = CALCLOSS(3)

fori=5+1,...,ndo
L; = CaLcLoss(])

AL=L— L
end for
I=(5,...,n)

return [* = arg min, (min,@ Zﬁ;% AL =181+ >, |AL — lT,B2|>

For small and mid-size data sets, it is relatively easy to solve models to optimally. For calculating the training loss
(CalcLoss(1)), LTA (with optimality) or iterative LTA (with approximate results) can be used. Iterative LTA (itLTA)
involves repeatedly selecting samples with the lowest current loss and re-fitting the linear model on those samples.
However, in large data sets, solving the outlier elimination model many times is computationally heavy. Instead, one
idea is to consider a small number of samples and solving for those samples optimally could be a quick and unbiased
way of estimating the outlier proportion. Also, rather than the exact value of the training loss, the shape of the curve is
critical for finding the size of outlier set. Hence, there is a flexibility in calculating the training loss either optimally or
approximately. Depending on factors such as data set size, computational constraints, and user preferences, one could
alternatively use exact or iterative LTA or sampling based algorithms. One more idea to reduce the computational

burden is to first compute for a coarser grid and then a finer grid within the target interval.

B.2. ADMM Algorithm for C-DRO

The details of the algorithm are defined in Algorithm[AZ.

B.3. Hyperparameter Tuning

Section |5.1 For each model, we tuned the hyperparameters by training the models on separate validation sets
with data and outliers generated similarly as described in Section[5.1.1} We generated 10 instances and performed grid
search to identify the optimal model-specific parameters. For “Outliers in y”;

* For k (for SR; %n and for C-RO; %!): Equally spaced between (0.5, 1.0) in increments of 0.05.

* For e: Exponential values of the range equally spaced between [—2.5,—0.5] in increments of 0.05. It is also
scaled by the size of the training set.

For “Outliers in « and 3”, we only changed the range to [—5, 0] for the €
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Algorithm A2 ADMM for C-DRO
Initialize Lg =0,0% w,\’=0,c=0,c¢,7€[l,2]and t =1
while L} — L7 <6 & [N = N7 <5, do
6" = argming w'ly — X6+ A'(8' —6)+ 5|3 — 03
B4 = axgming (B, 1)]oo + X(B— 8°1) + 25— 0713
wt = argmingez w|Y — X0
AL = XL 4 (B — gitY)

ifo)_1 <Ltp thenc+c+1

if c> then p < 7p
end if

else c <0

end if

t<t+1

end while

Section|5.2 For each models and data sets, after training/test split, we sampled 40 points from the training set
and generated the outliers similarly as described in Section [5.2] We used the remaining set as validation. We repeated
this for 5 times and then performed grid search for the best hyperparameters.

* For k (for SR; %n and for C-RO; %!): Equally spaced between (0.5, 1.0) in increments of 0.05.

* For e: Exponential values of the range equally spaced between [—7, —1] in increments of 0.5. It is also scaled by

the size of the training set.

Section|5.3

Black-box Attacks For each model, we sampled 40 points from the training set and replaced varying percentages
with generated poisoning attacks based on the separate substitute data set. We repeated this for 5 times and then
performed grid search for the best hyperparameters. The grid described above for hyperparameter tuning of Section
[5.2lis used.

For C-RO and C-DRO, two different values of [ (I = 1 — % poisoning, [ = 0.85 — % poisoning) are used. In Table
results of best performing [ value is reported.

White-box Attack For each model, we sampled 100 points from the training set and divided it into 80%/20%
training /test split. We generated poisoning points based on varying percentages with Nopt, on top of the training
set specific for hyperparameter tuning. We repeated this for 5 times and then performed grid search for the best
hyperparameters.

* For k (for SR; %n and for C-RO; %!): Equally spaced between (0.5,1.0) in increments of 0.05.

* For e: Exponential values of the range equally spaced between [—8, —0] in increments of 0.25. It is also scaled

by the size of the training set.
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B.4. Synthetic Data with Outliers

Table A1 Average MSE and MAE Results and Other Performance Metrics of Models Trained with Outliers

Outliers in y Outliers in X and y
% of outliers % of outliers

MSE MAE |3—p3*| eliminated k € MSE MAE |38-03*|| eliminated k €
OLS 247 1.25 0.81 - - - 31.73 4.87 2.98 - - -
LAD 1.21  0.88 0.34 - - - 2891 4.52 3.16 - - -
LTA 1.14 0.84 0.29 81% - - 1.13  0.85 0.30 90% - -
SR 1.20 0.87 0.33 - 85% - 28.70 4.51 3.11 - 0% -
C-RO 1.12  0.85 0.27 81% 55% - 1.09 0.83 0.26 90% 60% -
DRR 1.05 0.82 0.10 - - 058 29.02 4.54 3.13 - - 0.02
C-DRO 1.10 0.84 0.15 82% - 030 1.05 0.82 0.14 90% - 029

Average of 50 experiments are reported in the table. For the models with outlier elimination (LTA, C-RO, C-DRO), hyperparameter [ = 0.8 X n
is fixed. Details of hyperparameter tuning are reported in Appendix[B;?a.

B.5. Performance of the ADMM algorithm

Table A2 Performance and Solution Quality of the ADMM Algorithm with and without Neighborhood
Search Compared to the Gurobi Solver

Outliers in y Outliers in x and y
# of times opt. Training Loss # of times opt.  Training Loss
soln. found  Mean St. Dev. soln. found  Mean St. Dev.

C-RO 2248 278 2464 317
C-RO (ADMM) 15/50 23.04 286 0/50 107.47 347
C-RO (ADMM + NS) 50/50 2248 2.8 50/50 2464  3.17
C-DRO 52.09 371 5229 399
C-DRO (ADMM) 45/50 522 3.69 37/50 6543  36.15
C-DRO (ADMM + NS) 50/50 52.09 371 50/50 5229 399

Mean and standard deviation are calculated by results of 50 experiments. C-RO and C-DRO are solved to optimality by
Gurobi Solver with default optimality gap 10~*. For ADMM and ADMM + NS, if the algorithm solution is within 1% of the
true optimal calculated by Gurobi Solver, we count them in the “# of times opt. soln. found” column.

B.6. Poisoning Attacks: Implementation Details and Extended Results

White-box Attack For our experiments, while creating poisoning points via Nopt, we adopt the LAD loss in line
with the rest of the paper. To improve our solution capacity to the involved bilevel optimization model and the overall
computational efficiency of Nopt, a few techniques have been employed. We first derive gradient approximation by
finite difference. Also, all features are scaled to the [0, 1] range to improve numerical stability and reduce the variance
in gradient approximation. Additionally, rather than updating all poisoned points and features in each iteration, we

sample a subset of points and features and apply updates only to the selected entries.



Integrating Data Cleaning and Robustification

Bilgic, Qian, and Zeng

Article submitted to INFORMS Journal on Computing

*Pasn AIe ] JO SAN[BA JUIIIP OM) ‘OYJ-D pue
OY-D 104 "90BJp[Oq UT payTeu Jsnl ST [9POUI }S9Q-PUOIIS ) PUE ‘9IBJP[OQ UT PAYTeW PUE PAUT[IOPUN ST ASED OB J0J [9POW UOISSAISI I59q Y, "partodar axe sjuowradxa § Jo a5eIdAL JO S)nsal pafreldq

%001 1S0 S0 %00T 1S0  SP0 %00T IS0  SP0 %001 10 +v0| %L 860 86T %9 60 81 %001 IS0 +¥0 %001 IS0  +¥°0 | (stod %-58°0) OUA-D
%96 160  t¥0  %S6 160 b0 %¥6 160  tv0 %88 160 t¥0| %S TY0 T90 %k 190 090 %001 0S0 €40 %001 0S50 €v'0| (sted %-1) 04A-D
%001 10  THO %001 1S0 THO %00I 0S0 THO %66 1S0 €/0| %9 S90 L90 %9 90 990 %EL 650 950 %61 950 €50| (stod %-58°0) O¥-D
%96 160 TH0 %96 160 THO %S6  0S0 THO %T6  0S0 THO| %9 090 850 % 650 SSO %8 LSO IS0 %91  ¥S0 840 (stod %-1) Q4D
0 SPO W0 t0 W0 0 IS0 €70 090 850 650 950 960 050 €50 8¥0 wa =,
0 €10 150 €0 IS0 €70 050 1¥°0 860 €50 LSO TS0 950 6v°0 €S0 L¥0 as 3
0 vP0 IS0 €70 IS0 €70 0S0  Tr0 090 850 090 LSO LSO 150 vS0  9v°0 avi
890 990 €90 650 650  +S0 €60 S0 860 €50 LSO IS0 950 6v°0 SS0  L¥0 S10
050 Tr0 0S0  Tr0 0S0 T 0S0  Tr0 050 Tr0 0S0 T 0S0  Tr0 00  TP0 (eRE ou) AV'1
0S0 10 0S0 10 0S0  1+0 0S0 10 0S0 10 0S0  1+0 0S0 10 050 1¥0 (Pene ou) §70
%001 96T 0S'81 %00l  €6T 0%'LL %00I L8T E€¥LI %00I 00€ S861|%BSE 6£S S9PS BIS [T €8PE  %T6 LOE L86] %001 88T +9'LI | ('stod %-58'0) OUA-D
%001 9L'T 09°ST %001 ¥LT LSST  %S6  ¥LT E€¥'ST %00L 9LT €091 | %8y 80F €STE %Er TEE €667 %16 16T 89°LL %001  9LT €091 | (stod %-1) 04D
%001 66T L881 %O0I 00€ v0'61 %00I S6T IL8I %00l 86T €L61|%96 10€ 6T61 %96 €0€ 1S61 %96 TOE T96l %6 88T 6v'LI| (stod %-58'0) OU-D
%001 69T Ov'¥l %66 89T 1€¥l  %h6 89T 9¢vl %001 89T St'vl|%L8 66T 64’81 %88 L6T SI'ST  %ES €6T EVLL  %S6  6LT SI9I (siod %-D 04D
vLT TOEL 69T €01 LT 0€SI SL'T 06S1 L0V L9'LT 19°¢ S0+¢C LTE S81T 88T Th'8l wa g
SLT 101 69T 6TH1 89T LOSI v9T LI'VI €1'S 9LEr 6T 6SPE e 66'ST $8T ¥6'LI s 2
vLT 91pI 69T Tl LT 1961 SLT 8191 TS 18y ST SSHE WE 65T 88T Tr'8l avi ®
609 1687 €7'S 6T0F €9 1TIE 09°€ SS0T 81'S T6'Er WY pLSE oy 66'€E 0LE L9YT S10
SLT L6SI SLT L6SI SLT L6ST SLT L6ST SLT L6SI SLT L6ST SLT L6SI SL'T L6SI (pene ou) aVT
Y9T €€l v9T €I€l v9T €€l v9T €€l v9T €€l v9T €€l v9T €1€l v9T €I€l (PEnE ou) §10
%001 89T 1L'9 %001 89T S99 %00I 89T S99 %00I LT 9S9|%0S 69T ISPL %9S L9T Ol %S 9T €8€l %001 LT +S9 | (slod %-58°0) OUA-D
%66 TOT  €9C %66 €91 TLS %66 €91 TLS %66 €91  9L'S| %6y 65T OSEl %EY €81 €LL %6 89T 0€9 %86 Tl 09S| (sied %-1) 04A-D
%001 19T  #¥'S %001 19T 19S %00T 09T 09°S %001 091 8¥'S|%ET OLT 06€l %ST 9ST SLTI %88 IS8T 8I'L %L6 99T LT9| (stod %-58°0) O¥-D
%001 19T SEC %66 191 8TS %66 191 LTS %66 191 6TS|%TT 19T 80€l %0T 8T €LTI  %TE  $TT 886 %08 891 G8'C (stod %-1) Q4D o
€LT  OLS 89T 99°C S91 L9 o1 bLS 81T €£01 00T S6'8 98T  68'L 89T 1€9 a g
€L1 LSS oLT  8r'S LT 6vS Y91 6TS 86T 79T 6v'T SL1L 1€T S1°01 LT 9 ¥s 2
€L1  8SS 891 Lt'S €91 8€¢ 19T S€¢ L9T 9S°€l 65T t8TI 60T 168 w1 659 avt °©
SSy SI'LT LLE $861 PO tLEL 1€T  $E8 99T 06Tl 0ST 0911 0€T  L66 €0T T6'L S10
09T 1€S 09T I€S 09T 1€S 09T 1€S 09T 1€S 09T 1€S 09T 1€S 09T IS (PeRE ou) av1
S91 ITS €91 ITS $91 ITS S91 ITS S91 ITS $91 ITS S9'1 ITS S9'1 1T (Pene ou) §70
Sdd AVIN ASIN Sdd AVIN ASIN Sdd AVIN ASIN Sdd AVIN ASIN | Sdd AVIN ASIN Sdd AVIN ASIN Sdd AVIN ASIN Sdd AVIN ASIN
(A ST'0 10 $0°0 70 ST'0 0 $0°0
dig s

*S)OBNY X0g-)oe|g Japun s|apoly pasodoid ino ul awayds Buiues|) eleq Aq (Sd3) sojdwes pauosiod pajeuiwi|3 pue synsay JyIN pue IS abelany

€V 9|qeL



Bilgic, Qian, and Zeng: Integrating Data Cleaning and Robustification

Article submitted to INFORMS Journal on Computing

‘qur[askq 0) 9S0[d A19A s1 doueuLIofrad J10y) 9ouls pasn SI “s20dy, — T = | A[Uo ‘OYd-D Put OY-D 10 20vJp[0q Ul padjIew Isn( ST [9pOw 1$9q-PUOIS
o) pue ‘@0BJP[Oq UT POYIRW PUE PIUIIIPUN ST 9SBI B JOJ [SPOW UOTISSAIZAI 159q AL, "partodar axe sjuowrzadxa ¢ Jo 93eIaA® Jo synsa1 paqrelaq

%S9 €10 €00 %E€9 €10 €00 %8S €I'0 €00 %8 €10 €0°0 | ('stod %-1=]) OYA-D
%S9  €I'0 €00 %6S €10 €00 %€9 €I'0 €00 %Iy €10 €00 | (stod %-1=) OA-D
91'0 00 ¥I'0 €00 YI'0 €00 ¥I'0 €00 AAA
91'0  ¥0°0 ¥I'0 €00 ¥I'0 €00 y1I'0 €00 dS =,
91'0 %00 yI'0 €00 ¥I'0 €00 y1I'0 €00 avi =
€0 810 €0 810 ¥C0 010 91'0 ¥0°0 ST10
o €00 ¢r'o €00 o €00 o €00 (poene ou) qv1
o €00 ¢l'o €00 cl'o €00 ¢l'o €00 (3Pepe ou) S 10
%OL TI0 TO0 %69 TII'0 TO00 %L9 1II'0 T00 %IS 110 200 | (stod %-1=)) Odd-D
%0L 110 T0°0 %IL 110 200 %69 1II'0 T00 %ES 110 200 | (siod 9%-1=) OA-D
0 LT 00 <10 6I'0 900 ¥I'0 00 AIAA w
9¢'0 TCTO 4V AN §C0o0 010 1’0 00 dAS g
9¢'0 TTO (4 VAN 61'0 900 y1I'0 ¥0°0 avl ,m
8L0 980 6L0 L80 €S0 €V 0 0o 1€0 Ss10 %
oro 100 010 100 0oro 100 0oro 100 (pene ou) AV
600 100 600 100 600 100 600 100 (pepe ou) ST0
%8 6000 TO0 %LS 600 TO00 %06 600 TO0 %68 600 <T0°0 | (stod %-1=)) OAUA-D
%BLL PI'0  LOO %T8 OT'0 €00 %€8 TI0 SO0 %I8 600 20°0| (stod %-1=p OA-D
610 LOO 91’0 S0°0 ¥I'0 $0°0 0ro <200 qJA4d
€0 <TT0 6C0 120 vc0 SI°0 9I'0 LOO AS M
1€0 <TCTO0 0€o0 120 v¢0 SI°0 SI'0 900 avil m
¥S'T  €0°S el 9Le SI'T  +¥9°C €60 L9 s10 °
600 <700 600 <00 600 <00 600 <¢00 (ene ou) QV'I
600 <200 600 <00 600 <200 600 <200 (oe)E OU) STO
Sdd AVIN dASIN Sdd AVIN HSIN SdHd dAVIN HASIN Sdd HVIN dASIN
0T°0 ST'0 01°0 <0°0
ydoN
“oeny 1dop Japun sjapoyy pasodoid
ino uj awayasg bBulues) eleq Aq (Sd3) sejdwes pauosiod pajeulwi|3 pue s}nsay JyIN pue 3S| abesany PV alqeL



Bilgic, Qian, and Zeng: Integrating Data Cleaning and Robustification
10 Article submitted to INFORMS Journal on Computing

References
Chen R, Paschalidis IC (2018) A robust learning approach for regression models based on distributionally robust
optimization. Journal of Machine Learning Research 19(13):1-48.

Chen R, Paschalidis IC (2020) Distributionally robust learning. Foundations and Trends in Optimization 4(1-2):1-243.

Esfahani PM, Kuhn D (2018) Data-driven distributionally robust optimization using the wasserstein metric: Perfor-

mance guarantees and tractable reformulations. Mathematical Programming 171(1):115-166.

Shapiro A (2001) On duality theory of conic linear problems. Goberna MA, Lopez MA, eds., Semi-Infinite Program-
ming: Recent Advances, volume 57 of Nonconvex Optimization and Its Applications, 135-165 (Boston, MA:

Springer).



	Introduction
	Literature Review
	Data Cleaning and Robustification
	Regression with Outliers
	Regression and Robustification
	An Integrated Scheme for Data Cleaning and Robustification
	Cleaned Robust Regression
	Model Definition
	Model Interpretations
	Statistical Significance of the Model

	Cleaned Distributionally Robust Regression
	Size of the Outlier Set

	Solution Methodology
	MIP Reformulations
	Fast ADMM Algorithms

	Computational Experiments
	Performance Comparison on Synthetic Data
	Model Performances
	Effect of Normality Assumption
	Performance of ADMM Algorithm
	Estimating Size of Outlier Set

	Performance Comparison on UCI Data Sets
	Handling Adversarial Attacks
	Black-box Attacks
	White-box Attacks
	Performance Comparison on Adversarial Attacks


	Conclusion
	Proofs of Propositions and Theorems
	Proof of Proposition 1
	Proof of Theorem 1
	Proof of Theorem 2
	Proof of Theorem 3
	Proof of Theorem 4
	Proof of Theorem 5

	Algorithm Details and Extended Results
	Estimating the Size of the Outlier 
	ADMM Algorithm for C-DRO 
	Hyperparameter Tuning
	Synthetic Data with Outliers 
	Performance of the ADMM algorithm
	Poisoning Attacks: Implementation Details and Extended Results




