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Appendix A: Proofs of Propositions and Theorems

The following proofs are derived based on the definitions and assumptions presented in Eq. (2) and Eq. (3).

A.1. Proof of Proposition 1

Let ω→
a and ω→

b be the optimal solutions to the minimization problems on training sets Da and Db, respectively. Let

q= |No
a |
n

→ 1
2
,

E
[
min
ω

L(ω;Da)
]
=E[L(ω→

a;Da)]

=E[
∑

i↑Na

ω(ri(ω
→
a))]

=E[
∑

i↑Nt
a

ω(ri(ω
→
a))] +E[

∑

i↑No
a

ω(ri(ω
→
a))]

=
∑

i↑Nt
a

E[ω(ri(ω→
a))] +

∑

i↑No
a

E[ω(ri(ω→
a))]

↑ (1↓ q)nE[ω(|ε|)] + qnE[ω(|εo|)].

While,

E
[
min
ω

L(ω;Db)
]
=E[L(ω→

b ;Db)] =E[
∑

i↑Nb

ω(ri(ω
→
b ))] =

∑

i↑Nb

E[ω(ri(ω→
b ))] = nE[ω(|ε|)].

As defined in Eq. (3), E[ω(|εo|)]↑E[ω(|ε|)] and,

E
[
min
ω

L(ω;Da)
]
↑ (1↓ q)nE[ω(|ε|)] + qnE[ω(|εo|)]↑ nE[ω(|ε|)] =E

[
min
ω

L(ω;Db)
]
. ↭

A.2. Proof of Theorem 1

Let Dw = {(xi, yi)|wi = 1, i ↔N} and Nw the associated index set. Let w→ be an optimal solution to the left hand

side (LHS) of Eq. (7).

↗

Considering w ↔ZD
l→ , we have

min
ω

max
z↑ZDw→

k

zT |y↓Xω|→min
ω

max
z↑ZDw

k

zT |y↓Xω|

E
[
min
ω

max
z↑ZDw→

k

zT |y↓Xω|
]
→E

[
min
ω

max
z↑ZDt

k

zT |y↓Xω|
]
.

↘

Dw = Dw
1 ≃Dw

0 , where Dw
1 = {(xi, yi)|wi = 1, zi = 1, i ↔ N} and Dw

0 = {(xi, yi)|wi = 1, zi = 0, i ↔ N}, with

index sets Nw
1 and Nw

0 , respectively. As a higher level decision, all decision variables are dependent on the set of

points chosen by w. Let (w→,ω→,z→) and (ω†,z†) be optimal solutions for LHS and RHS, respectively. |Dw→
1 | = k
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and |Dw→
0 |= l→ ↓ k.

min
ω

max
z↑ZDw→

k

n∑

i=1

zi|yi ↓xT
i ω|=

∑

i↑Nw→
1

|yi ↓xT
i ω

→|.

Similarly for RHS:

min
ω

max
z↑ZDt

k

n∑

i=1

zi|yi ↓xT
i ω|=

∑

i↑Nt,1

|yi ↓xT
i ω

†|.

Let r→i = |yi ↓xiω→|,

(i) If Dw→

1 ⇐=Dt
1, then Dw→

1 ⇒Dt ≃Do.

Since Dt
1 ⇒Dt, E[ω†] =E[ωt], and E[r†i ] =E[|εi|], ⇑i↔Dt

1 :

E




∑

i↑{Nw→
1 ↓Nt}

r→i +
∑

i↑{Nw→
1 ↓No}

r→i



↑E




∑

i↑{Nw→
1 ↓Nt}

|εi|+
∑

i↑{Nw→
1 ↓No}

|εoi |



 ↑E




∑

i↑Nt
1

|εi|





=E




∑

i↑Nt
1

r†i



 .

(ii) If Dw→
=Dt, then E[ω→] =E[ω†] =E[ωt] :

∑

i↑Nw→
1

E[r→i ] =
∑

i↑Nt
1

E[r†i ],

therefore,

E
[
min
ω

max
z↑ZDw→

k

zT |y↓Xω|
]
↑E

[
min
ω

max
z↑ZDw→

k

zT |y↓Xω|
]
. ↭

A.3. Proof of Theorem 2

Wasserstein distance between the outlier distribution and sample distributions, W1(Po,PD), can be defined as (Chen

and Paschalidis (2020), Theorem 2.6.1)

W1(Po,PD) =W1(Po, Pt)↓W1(Pt,PD) = (1↓ q)W1(Po, Pt).

W1(Po,PD↑) =W1(Po, Pt)↓W1(Pt,PD↑) = (1↓ q↔)W1(Po, Pt).

For q↔ < q, then

W1(Po,PD↑)>W1(Po,PD) and W1(Pt,PD↑)<W1(Pt,PD). ↭

A.4. Proof of Theorem 3

Let M(!) be the space of all probability distributions Q supported on !. Qi is the marginal conditional distribution

given sample (xi, yi). The inner problem in the first row of Eq. (11), which denotes the worst-case expectation for the

chosen subset (Sl), can be expressed as

sup
Q↑B(PSl

)

EQ
[
|y↓Xω|

]
= sup

Qi↑M(Rp+1)

1

l

∑

i↑NSl

∫

Rp+1

|y↓xTω|Qi(d(x, y))

s.t.
1

l

∑

i↑NSl

∫

Rp+1

|(x, y)↓ (xi, yi)|Qi(d(x, y))→ ϑ

→ inf
ω↗0

sup
Qi↑M(Rp+1)

1

l

∑

i↑NSl

∫

Rp+1

|y↓xTω|Qi(d(x, y)) (A1)
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+ϖ(ϑ↓ 1

l

∑

i↑NSl

∫

Rp+1

|(x, y)↓ (xi, yi)|Qi(d(x, y)))

= inf
ω↗0

ϖϑ+
1

l

∑

i↑NSl

sup
(x,y)↑Rp+1

(|y↓xTω|↓ϖ|(x, y)↓ (xi, yi)|).

For ϑ ↑ 0, the inequality Eq. (A1) is exact due to strong duality of the generalized moment problem (Shapiro 2001,

Esfahani and Kuhn 2018). Since LAD is proper, convex and lower semicontinuous,

sup
(x,y)↑Rp+1

(|y↓xTω|↓ϖ|(x, y)↓ (xi, yi)|)→
{
|yi ↓xT

i ω|, if sup{|ε|↘ : ε ↔”}→ ϖ

⇓, otherwise
,

where ” := {ε ↔ Rp+1 : L→(ε) < ⇓} and the conjugate of the absolute value loss function L→(ε) =

sup(x,y)↑Rp+1(x, y)Tε↓ |y↓xTω|.

L→(ε) =

{
0, if (x, y)Tε= |y↓xTω|
⇓, otherwise

Since ε ↔ ”, sup{|ε|↘ : ε ↔ ”} = |(↓ω,1)|↘ (Chen and Paschalidis (2018), Appendix A.1). This upper-bound

becomes exact since !=Rp+1 (Esfahani and Kuhn (2018), Theorem 6.3). Then, we can write the worst-case expecta-

tion as

inf
|(ω,1)|↓≃ω

ϖϑ+
1

l

∑

i↑NSl

|yi ↓xT
i ω|= ϑ|(ω,1)|↘ +

1

l

∑

i↑NSl

|yi ↓xT
i ω|.

The subpopulation Sl is defined by the decision of either including or eliminating the data point in the model training,

via w ↔ {0,1}. Constraint |w|0 = l is added to assure the size of the Sl. Then the single-level formulation is

min
w↑{0,1}n
|w|0=l

min
ω

ϑ|(ω,1)|↘ +
n∑

i=1

wi|yi ↓xT
i ω|. ↭

A.5. Proof of Theorem 4

For any given ϑ, J→
Sl
→ J→

D since the subpopulation is achieved by eliminating outliers which are data points with high

residuals. From Theorem 2, we know W1(Pt,PSl
)→ ϑ↔ <W1(Pt,PD)→ ϑ,

P (W1(Pt,PSl
)↑ ϑ)→ ϱ↔ → P (W1(Pt,PD)↑ ϑ)→ ϱ,

and then,

P (E[L(ω→
Sl
;T )]→ J→

Sl
)↑ P (Pt ↔B(PSl

))

↑ 1↓ϱ↔. ↭

A.6. Proof of Theorem 5

Let r[i](ω) be the i-th largest residual for i= 1, . . . , n, where 0→ r[1](ω)→ r[2](ω)→ · · ·→ r[n](ω). Then, L(w→
l ,ω

→
l ) =

∑l

i=1 ω(r[i](ω
→
l )).

CLAIM 1. For any l↑ n
2

and ω ⇐=ω→
l ,

l∑

i=1

ω(r[i](ω
→
l ))→

l∑

j=1

ω(r[j](ω)).
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Proof of Claim

L(w→
l ,ω

→
l ) =

l∑

i=1

ω(r[i](ω
→
l )) =min

w,ω

n∑

i=1

wiω(ri(ω))

s.t. |w|0 = l

w ↔ {0,1}n

As any feasible (w,ω) ⇐= (w→
l ,ω

→
l ) will lead to feasible solution for the minimization problem, the objective function

value will be more than or equal to the objective function value of the optimal solution. ↭
For l→ > l↔↔, we have

E
[
L(w→

l↑↑+1)↓L(w→
l↑↑)

]
=E

[
L(w→

l↑↑+1)
]
↓E [L(w→

l↑↑)]

=E
[
l↑↑+1∑

i=1

ω(r[i](ω
→
l↑↑+1))

]
↓E

[
l↑↑∑

j=1

ω(r[j](ω
→
l↑↑))

]

=E[ω(r[l↑↑+1](ω
→
l↑↑+1))] +E

[
l↑↑∑

i=1

ω(r[i](ω
→
l↑↑+1))

]
↓E

[
l↑↑∑

j=1

ω(r[j](ω
→
l↑↑))

]

=E[ω(|ε|)] + l↔↔
(
E[ω(|ε|)]↓E[ω(|ε|)]



=E[ω(|ε|)]
Since both model parameters ω→

l↑↑ and ω→
l↑↑+1 are estimated by training the model on samples only from the true distri-

bution, E [ω→
l↑↑ ] =E

[
ω→

l↑↑+1

]
.

For l↔ ↑ l→, if l↔ = l→, we have

E
[
L(w→

l→+1)↓L(w→
l→)

]
=E

[
L(w→

l→+1)
]
↓E [L(w→

l→)]

=E
[
l→+1∑

i=1

ω(r[i](ω
→
l→+1))

]
↓E

[
l→∑

j=1

ω(r[j](ω
→
l→))

]

=E
[
ω(r[l↑+1](ω

→
l→+1))

]
+

l→∑

i=1

E
[
ω(r[i](ω

→
l→+1))

]
↓

l→∑

j=1

E
[
ω(r[j](ω

→
l→))

]

↑E
[
ω(|εo|)

]
+ l→E

[
ω(|ε|)

]
↓ l→E

[
ω(|ε|)

]

↑E[ω(|εo|)].
Otherwise if l↔ > l→, we have

E
[
L(w→

l↑+1)↓L(w→
l↑)
]
=E

[
L(w→

l↑+1)
]
↓E [L(w→

l↑)]

=E
[
l↑+1∑

i=1

ω(r[i](ω
→
l↑+1))

]
↓E

[
l↑∑

j=1

ω(r[j](ω
→
l↑))

]

=E
[
ω(r[l↑+1](ω

→
l↑+1))

]
+E

[ l↑∑

i=1

ω(r[i](ω
→
l↑+1))↓

l↑∑

j=1

ω(r[j](ω
→
l↑))

]

↑E
[
ω(r[l↑+1](ω

→
l↑+1))

]

↑E[ω(|εo|)].
The first inequality comes from the difference between a feasible solution and the optimal solution, explained in

Claim 1.

E
[
L(w→

l↑+1,ω
→
l↑+1)↓L(w→

l↑ ,ω
→
l↑)
]
↑E[ω(|εo|)]↑E[ω(|ε|)] =E

[
L(w→

l↑↑+1,ω
→
l↑↑+1)↓L(w→

l↑↑ ,ω
→
l↑↑)

]
↭
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Appendix B: Algorithm Details and Extended Results

B.1. Estimating the Size of the Outlier

Algorithm A1 Estimating the Size of the Outlier Set
Initialize Ln

2
= CALCLOSS(n2 )

for l= n

2 +1, . . . , n do

Ll = CALCLOSS(l)

!Ll =Ll ↓Ll→1

end for

l= (n2 , . . . , n)

return l
↑ = argmin

l↔


minω

∑
l
↔

l=n
2
|!Ll ↓ lTω1|+

∑
n

l=l↔ |!Ll ↓ lTω2|


For small and mid-size data sets, it is relatively easy to solve models to optimally. For calculating the training loss

(CalcLoss(l)), LTA (with optimality) or iterative LTA (with approximate results) can be used. Iterative LTA (itLTA)

involves repeatedly selecting samples with the lowest current loss and re-fitting the linear model on those samples.

However, in large data sets, solving the outlier elimination model many times is computationally heavy. Instead, one

idea is to consider a small number of samples and solving for those samples optimally could be a quick and unbiased

way of estimating the outlier proportion. Also, rather than the exact value of the training loss, the shape of the curve is

critical for finding the size of outlier set. Hence, there is a flexibility in calculating the training loss either optimally or

approximately. Depending on factors such as data set size, computational constraints, and user preferences, one could

alternatively use exact or iterative LTA or sampling based algorithms. One more idea to reduce the computational

burden is to first compute for a coarser grid and then a finer grid within the target interval.

B.2. ADMM Algorithm for C-DRO

The details of the algorithm are defined in Algorithm A2.

B.3. Hyperparameter Tuning

Section 5.1 For each model, we tuned the hyperparameters by training the models on separate validation sets

with data and outliers generated similarly as described in Section 5.1.1. We generated 10 instances and performed grid

search to identify the optimal model-specific parameters. For “Outliers in y”;

• For k (for SR; %n and for C-RO; %l): Equally spaced between (0.5,1.0) in increments of 0.05.

• For ϑ: Exponential values of the range equally spaced between [↓2.5,↓0.5] in increments of 0.05. It is also

scaled by the size of the training set.

For “Outliers in x and y”, we only changed the range to [↓5,0] for the ϑ
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Algorithm A2 ADMM for C-DRO
Initialize L

0
ω
= 0, ε0, w, ϑ0 = 0, c= 0, c↓, ω ↔ [1,2] and t= 1

while |Lt

ω
↓L

t→1
ω

|→ ε1 & |ϑt ↓ϑ
t→1|→ ε2 do

εt+1 := argminε wt|y↓Xε|+ϑt(ωt ↓ε)+ ω

2⇔ω
t ↓ε⇔22

ωt+1 := argminω ϖ|(ω,1)|↔ +ϑt(ω↓εt+1)+ ω

2⇔ω↓εt+1⇔22
wt+1 := argminw↗Zl

w|Y ↓Xϱ
t+1|

ϑt+1 =ϑt + ς(ωt+1 ↓εt+1)

if Lt→1
ω

<L
t

ω
then c↖ c+1

if c↑ c
↓ then ς↖ ως

end if

else c↖ 0

end if

t↖ t+1

end while

Section 5.2 For each models and data sets, after training/test split, we sampled 40 points from the training set

and generated the outliers similarly as described in Section 5.2. We used the remaining set as validation. We repeated

this for 5 times and then performed grid search for the best hyperparameters.

• For k (for SR; %n and for C-RO; %l): Equally spaced between (0.5,1.0) in increments of 0.05.

• For ϑ: Exponential values of the range equally spaced between [↓7,↓1] in increments of 0.5. It is also scaled by

the size of the training set.

Section 5.3
Black-box Attacks For each model, we sampled 40 points from the training set and replaced varying percentages

with generated poisoning attacks based on the separate substitute data set. We repeated this for 5 times and then

performed grid search for the best hyperparameters. The grid described above for hyperparameter tuning of Section

5.2 is used.

For C-RO and C-DRO, two different values of l (l= 1↓% poisoning, l= 0.85↓% poisoning) are used. In Table 2,

results of best performing l value is reported.

White-box Attack For each model, we sampled 100 points from the training set and divided it into 80%/20%

training/test split. We generated poisoning points based on varying percentages with Nopt, on top of the training

set specific for hyperparameter tuning. We repeated this for 5 times and then performed grid search for the best

hyperparameters.

• For k (for SR; %n and for C-RO; %l): Equally spaced between (0.5,1.0) in increments of 0.05.

• For ϑ: Exponential values of the range equally spaced between [↓8,↓0] in increments of 0.25. It is also scaled

by the size of the training set.
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B.4. Synthetic Data with Outliers

Table A1 Average MSE and MAE Results and Other Performance Metrics of Models Trained with Outliers

Outliers in y Outliers in X and y

MSE MAE ⇔ω↓ω→⇔
% of outliers

eliminated k ϑ MSE MAE ⇔ω↓ω→⇔
% of outliers

eliminated k ϑ

OLS 2.47 1.25 0.81 - - - 31.73 4.87 2.98 - - -

LAD 1.21 0.88 0.34 - - - 28.91 4.52 3.16 - - -
LTA 1.14 0.84 0.29 81% - - 1.13 0.85 0.30 90% - -

SR 1.20 0.87 0.33 - 85% - 28.70 4.51 3.11 - 90% -
C-RO 1.12 0.85 0.27 81% 55% - 1.09 0.83 0.26 90% 60% -

DRR 1.05 0.82 0.10 - - 0.58 29.02 4.54 3.13 - - 0.02
C-DRO 1.10 0.84 0.15 82% - 0.30 1.05 0.82 0.14 90% - 0.29

Average of 50 experiments are reported in the table. For the models with outlier elimination (LTA, C-RO, C-DRO), hyperparameter l= 0.8↘n

is fixed. Details of hyperparameter tuning are reported in Appendix B.3.

B.5. Performance of the ADMM algorithm

Table A2 Performance and Solution Quality of the ADMM Algorithm with and without Neighborhood
Search Compared to the Gurobi Solver

Outliers in y Outliers in x and y
# of times opt.

soln. found
Training Loss # of times opt.

soln. found
Training Loss

Mean St. Dev. Mean St. Dev.
C-RO 22.48 2.78 24.64 3.17
C-RO (ADMM) 15/50 23.04 2.86 0/50 107.47 34.7
C-RO (ADMM + NS) 50/50 22.48 2.78 50/50 24.64 3.17

C-DRO 52.09 3.71 52.29 3.99
C-DRO (ADMM) 45/50 52.2 3.69 37/50 65.43 36.15
C-DRO (ADMM + NS) 50/50 52.09 3.71 50/50 52.29 3.99

Mean and standard deviation are calculated by results of 50 experiments. C-RO and C-DRO are solved to optimality by
Gurobi Solver with default optimality gap 10↔4. For ADMM and ADMM + NS, if the algorithm solution is within 1% of the
true optimal calculated by Gurobi Solver, we count them in the “# of times opt. soln. found” column.

B.6. Poisoning Attacks: Implementation Details and Extended Results

White-box Attack For our experiments, while creating poisoning points via Nopt, we adopt the LAD loss in line

with the rest of the paper. To improve our solution capacity to the involved bilevel optimization model and the overall

computational efficiency of Nopt, a few techniques have been employed. We first derive gradient approximation by

finite difference. Also, all features are scaled to the [0,1] range to improve numerical stability and reduce the variance

in gradient approximation. Additionally, rather than updating all poisoned points and features in each iteration, we

sample a subset of points and features and apply updates only to the selected entries.
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