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A. Appendix
A.1. Proof of Lemma(i]

We prove following Lemma|T|on the formulation for the layer propagation constraint (3a) introduced
in Section with the definition on LBf, UBf, and Rf for £ € [L] and i € N°.

LEMMA 1. Each (x°,x!) € X% x {0,1}"" satisfies (3a) for € =1 if and only if it satisfies the

following inequalities:

1
2 3 Whx0z (RI-LBl+ = )xl + LBl vieN', (1)
JENO 4
1 1
2 Wi < (UBl-R q)x) +(R! —5), VieN'. 2)

jeNO
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For € €{2,...,L}, (x"1,x0) € {0,1}""" x {0,1}" satisfies (3a)) if and only if it satisfies the
following inequalities:

2 ), Wiai™ = (Rf-LB{ + 1)x{ +LB], VieN, 3)
jeNt!
2 Z Wf] f "< (UB{ - R/ +1)x{ + (R -1), VieN’. 4)
jeNt-1

Proof of Lemma[l] The following constraints are equivalent to (3a):

xf=1=>af(x€_1)>0
©2 Y whixt> -bf, Vee[L]ieN’,
JeNE-1 ]EN‘l
xf=0=>af(x€_1)<0
£ fl l £ . 4
o2 Z Wi Z Wi, —bl, Vvee[L]ieN’.
jeNt-1 JjeNt-]

Forie N' and j € N°, W1 x5 is a multlple of L Also, R1 1s the smallest multiple of 2 2 hot

smaller than ;¢ no W1 - b1 and R; '~ Lis the largest multiple of 7 smaller than 2’ ;¢ yo W] - bl
Hence, the above constramts can be written as follows for £ = 1:

1
x}:1=>2ZW1x >R! + o Vie N',

jrj =
jENDO
x—O=>2Z l]_]— 5, VieN".
jeNO

For e {2,...,L},ie N’ and j € N‘)‘1 Wf 5‘1 is an integer. Also, Rf + 1 is the smallest
even integer not smaller than 3 ;cye-1 W, b[ and R€ — 1 is the largest even integer smaller than
2 jeNt-! Wl. i bf. Hence, the above constralnts can be written as follows for £ € {2,...,L}:

=122 3 Wil >Rl +1, vieN’,
JeNt!

x=0=2 Y Whixl'<Rl-1, VieN’.
jeNt!
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For ¢ € [L], i € N¢, and j € N¢71, ij € {-1,0,1} and x§‘1 € [0,1]. Hence, LB! is a lower
bound for 2 3’ ;¢ ye-1 Wf;.xﬁ‘l because it is minus two times the number of —1 in {Wl.‘} :jeNT)
Also, UBf is an upper bound for 2} jcne-1 Wf;.xﬁ‘l because it is two times the number of 1 in
{Wf,:jeN"1}.

By exploiting this lower bound and upper bound, it can be concluded that (x°, x!) € X% x {0, 1 }”1
satisfies (3a) if and only if it satisfies (T) and (2)), and (x‘~!,x%) € {0, 1}"‘2_l x {0, 1}"{’) satisfies (3a)
if and only if it satisfies (3) and @) for € {2,...,L}. O

A.2. Proof of Lemmal2
Proof. First, from a feasible solution (f(o, L% D to (3) where 7 is considered as a decision

variable, we obtain a feasible solution to (I3]) with the same objective value. From (%°,...,%5,0),
§ is defined as g&°. Also, 2, is defined as 17, (), and 9,; is defined as 2,2~

By Lemma (%°,...,%L, 9,2, 9) satisfies (T)-(2) and (B)-@) for £ € {2,..., L}. By the definition
of §, (8%,...,%L, 9,2, V) satisfies (O)-(T0) and (I3f). By the definition of Zand ¥, (°,...,%%,§,2,9)
satisfies (13a)-(13B) and (13g)-(13h). Also, (1%, ...,%L,§,2, V) satisfies because 2 and &% are
binary, so ()20, ..., %L.¥,2,¥) is a feasible solution to (13).

The definitions of Z and ¥V imply Z, =0 fort # 7, 2; = 1, and ,; = thiL. With this implication, the
objective value of (£°,...,%F,7) in (3) is same as the objective value of (%°,...,%5,9,2,%) in (13
by following steps:

afL+1(ﬁL) _afL+1(f(L) _ Z 2t(atL+1(ﬁL) _afL+1(ﬁL))
teNL+I\ {7}
_ Z 2:( Z (WtIZ'H _ Wt_IZ+1)(2)eiL 1)+ (th+1 _ bEL+1))
teNL+I\{f}  ieNL

_ Z Z 2(wL+1 _WL+1 Z\txAL
- ti i i
teNL+I\{f} ieNL

(5)
+ Z (_ Z (thi,+1_WfLi,+l)+(blL+l_bl£‘+l))2t
te NL+1\ {7} ieNL
SPRDIELARTR
teNL+I\{7} jeNL
+ Z (_ Z (WtIZH_W;Li+l)+(sz+l_bfL+l))2t-
reNL+I\{f} ~ ieNL
Next, from a feasible solution (£°,...,%%,§,2, ¥) to (I3), we obtain a feasible solution to (3) with
the same objective value where ¢ is considered as a decision variable. From ()20, L RE y.2,9), 1

is defined as 7 satisfying 2, = 1, whose uniqueness is guaranteed by and (13g).

By (I)-@) and Lemma (%0, ...,%L, ) satisfies the layer propagation constraints (3a). By (9)-
(TT), (13d), and (131), (£°,...,%L,7) satisfies the input conditions (3b)-(3c). Hence, (%', ...,%%,7)
is a feasible solution to (3).

By (5), the objective value of (f(o,...,f(L,y, 2,9) in (13) is same as the objective value of
(£9,...,%%,7) in (@). The first equality holds because Z; = 0 for ¢ # 7, and 2; = 1. The last equality
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holds because vn = 2,85 For 1t #1, 9,; > 0 by (13h), and 9,; < 2, = 0 by ([30), so ¥,; =0 =2,%F
Also, V;; = ztxl by followmg steps:

Vi = Z Vri (For all ¢ other than 7, ¥,; = 0)
te NL+I\ {7}
=4 (By (13B))
= 2%k

For these reasons, (13) is equivalentto (3). O

A.3. Proof of Convex Hull Characterization for a Single Neuron

We prove Theorem I|on the characterization for the convex hull (T4)) for a single neuron introduced
in Section which is an extension of the main result in Han and Gomez| (2021)). To simplify
the statement of this theorem, £ € {2,...,L} and i € N¢ are fixed, and the following notations are
defined for j e N -1 with LBf, UBf, and R'f defined in Section

XZ=X[_1,
u'=x€
€
wj _le’
LB:=LB/ = > (W} -
JjeNt1
UB:=UB{= » (W}+ W/
JjeNt1
Z Nt- IW —bt’
R::Rf:2{ e > w—l.

Then, this_theorem can be restated as follows:
Theorem (Restated) The set of (x,u) € [0, 1] X [0, 1] satisfying the following inequalities for
all J c {j e Ni=1 i w; #0} is (T4):

Z(wj(2xj—1)—(2u—1))2(R—UB+1)u, (62)
JjeJ
Do wj(2x;=1) = Qu=1) < (R-LB=1)(-u+1). (6b)
jeJ

Proof. Consider the following sets:

= {(x,1):xe€{0, 1}, al (x) > 0},
X" ={(x,0):x€{0,1}"" ", al(x) <0}.
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By the proof of Lemmal[l] X* and X~ can be written as follows:

={(x,1):x6{0,1}n Z WJXJ_R+1}’

]ENZ 1
w;#0

:{(X,O)iXE{O,]}n Z w]x]_ }
]EN{’ 1
w;#0

By exploiting total unimodularity of the constraints defining X* and X~ arising from w; €
{-1,0,1} and &+~ R“ €7Z, conv(X™") and conv(X ™) can be obtained as follows:

conv(X") = {(X,O) IXE [0,1]71[‘1’ Z wix; < R; 1}.

conv(X*)_{(x 1):xe[0,1]" Z wjx]_

These convex hulls can be used to describe (14)) as follows where the last statement holds because
of compactness of conv(X™*) and conv(X ™) arising from finiteness of X* and X ~:

conv(X* U X™) =conv(conv(X*) Uconv(X7))
= clconv(conv(X™) Uconv(X7)).

By Balas| (1985)’s work on disjunctive programming, (X, u) € R"' xRisin if and only if
there exist (x*,u*), (x",u") € R" ' xRandde [0, 1] satisfying the following inequalities:

X=X +x,
u=u"+u",
0<xt<a-1,
ut =2,
2 Z wjx >(R+1)A4,
JENf]
W‘,':FO
0<x <(1-2)-1,
u =0,
2 > wixg <(R=1)(1-2).
['ENt)l
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Existence of (x*,u*), (){;‘ ,UT)E R" ' xRand A € [0, 1] satisfying the above inequalities is identical
. (-1 . . . . .. . . . .

to existence of x* € R  satisfying the following inequalities, which are provided by substituting

u~ with 0, u™ and A with u, and x~ with x — x™*:

u u u
—1<xt-=--1<=-1 7
D R B )
1-u + (1-u 1-u
_( 2 )-13x—x _( 2 )'13( 2 )'1’ ®)
2 Z wjij(R+1)u, 9
jGN(Ll
w_,»;tO
2 Z wixt>2 Z wixj—(R=1)(1-u). (10)
jeN‘Ll j€N€71
w;#0 w;#0

For j satisfying w; # 0, (7)-(8) are equivalent to the following inequalities because w; € {-1,1}:

u

2
(

IA

1,

1-u)
2

u u
—E'ISWJ‘(X+—§'1)
1-u

2

1.

(I—u)
2

-1£w_,~(x—x+— -1)5

By replacing w J-x;.' with its maximum attained from the above inequalities in (9)-(10) and employing
Fourier-Motzkin Elimination to (7)-(8) to remove x* — %, existence of x* € R* " satisfying (7)-(T0)
is equivalent to whether the following inequalities are satisfied:

max(—z,xj+g—l) Smin(g,xj—g), VjeN“!,

2
Z min((w; + Du, 2w x; + (-w; + 1)(1 —u)) > (R+ 1)u,
jeNt!
W]'#:O
Z min((w; + Du, 2w ,xj + (=wj + 1) (1 —u)) 22 Z wixj—(R=1)(1-u).
jeNt1 jeNnt1
Wji() Wj¢0

These inequalities are satisfied if and only if the following inequalities are satisfied because |w ;| = 1

ifw; #0, ZjeNf—l(—Wj-i-l) =Djent-1(-wj+|w;]) = —LB,andeeNefl (wi+1) =2 jene-1(w;+
w;#0 w;#0
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lwj|) = UB:

0<x;<1, VjeN,

O0<uc<l,
> min(w; (2= 1),2u-1) > (R-LB+Du- > |wl,
jentt jeNE!
Wj#O

> max(w;(2x; - 1),2u= 1)< (UB=R+Du+R- > w;-1.
jeNE jeNL-!

Wj#()

Ifw;#0,|w;|=1,s0|{j € N1 wj # 0} = X jene-1 [wy|. With this equality, by replacing min
and max in the last two inequalities with linear expressions involving J € {j € N“~1: w; # 0}, the
set of (x,u) satisfying the last two inequalities can be written as the set of (x,u) satisfying the
following linear inequalities for all J c {j e N‘=1:w j#0}:

Dwp2x =)= Qu=1) 2 (R=LB+Du— 3 fwil=( 3 Iwl)@u-1),

JjeJ jeNt-1 jeNt-1
> wie; =)~ (Qu-1)) < (UB-R+Du+R~ Y wj—1—( > |wj|)(2u—1).
jeJ jeNt-1 jeNt-1
These inequalities are equivalent to (6a) and (6B) because 3 cpe-1|w;| = L858 and

Zjene-1(wj = |wj|) = LB, so (I4) is the set of (x,u) € [0, I]NK_1 x [0, 1] satisfying (6) for all
Jc{jeN"l:w;#0}. O

A.4. Implementation Details for Infinity-norm and 2-norm

We explain implementation details for the case that the maximum perturbation from X is defined
using an £, norm or £, norm. These details are about how to solve the IP subproblem without
an IP solver in the case of £ = 1 and how to implement the input perturbation constraint (TT).

We first consider solving (18) for the case of layer € = 1 and p = co. In this case, the optimal
solution is obtained by setting x?. to min(x; + €, 1) for j satisfying c,-Wl.lj =1, setting x? to max(X; —
€,0) for j satisfying cl-Wl.lj = —1, and setting x?. to x; for j satisfying cl-Wl.lj = 0. All constraints
defining X° are of the form |x? — X | < €, so this solution is feasible, and it immediate that no other
solution can yield a better objective value.

We next consider solving (I8) for the case of layer £ =1 and p = 2. First, observe that given a
feasible solution %0 € lZﬁO N [0, l]”0 to (I8), if for some j € N? it holds that cin.lj ()?9 -x;) <0,
then another feasible solution with the same or better objective value can be obtained by replacing
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)E? with %;. Hence, we can restrict our search for an optimal solution of (I8) to solutions %° that
satisfy:

)2(1)- >x;, for j such that ciWilj =1,
X?S)Ej, for j such that ciWij:—l,
)%?. =x;, for j such that Wl-lj =0.

Let Ny ={j € Ny: Wl.lj # 0}. Thus, we can restrict our attention to solutions defined by a vector
z2€{0,1,...,¢}" as follows:

min(%; + %f D ifeW, =1,
~0 _ = Zj . 1 _
£(2) = max(xj—j,O) if ¢;W;, =-1,
X if W, =0.

Observe that the objective in (I8) and the expression ||X(z) —X||» are monotone increasing in z, and
hence an optimal solution will be such that increasing z; for any j € N would be infeasible. Next,

forze{O,l,...,q}Ng,deﬁne the set
Ny (2) = {j eNy: (c,-Wilj =1 andﬁ?(z) <1-1/q)or (ciWilj =-1 and)?_?(z) > l/q)}.

If there exists z € {0,1,...,¢}™0 in which %(z) is feasible to (I8) and Ng(z) = 0, then X(z) is
optimal to (I8) since this solution obtains the best possible objective. Otherwise, we claim that
there exists an optimal solution X(z) that satisfies:

max{z; : j € Ny (2)} —min{z; : j € Ny (2)} < 1.

Consider a solution that violates this condition. Another feasible solution with the same objective
value can be obtained by decreasing z;, by one and increasing z;, by one, where j; € argmax{z; :
je Ng (z)} and j, € argmin{z; : j € Ng (2)}. Repeating this process will eventually yield a vector
z which satisfies this condition since there only finitely many elements achieving the max and min
in the condition, and an element will necessarily be removed from one or the other as long as the
max is at least two larger than the min.

These arguments imply that an optimal solution to (I8) can be obtained by first finding the
maximum m such that the solution X(z) is satisfies [|X(z) —X||> < €, where z; = m for j € Nj. Having
found this solution (e.g., by binary search), one would then iteratively select some j € Ng (z) and
increase z;, and repeat (without selecting any j more than once) until no more can be increased
without violating ||X(z) —X||» <e.

Finally, we describe how the constraint (IT)) is formulated when using a MIP solver to solve the
verification problem in the case of p = 2. We define a decision variable u; to represent |x9. - x|
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Norm | . # of Many-IP 1-1IP
instances
s 47 143.1(16)  78.1(6)
%3 17 502.9(12) 311.6(2)

Table 1 Verification time (seconds) of Many-IP and 1-IP for ¢, horm and ¢, norm

for each j € N°. The following inequalities are added as constraints because (TT) is satisfied if and
only if there exists u € Rﬁr’o satisfying the following inequalities:

0_ = . 0
uj2xj—xj, VjeN",

0, = . 0
ujz—xj+xj, VjeN",

E 2 2
. <
I/t]_€ .

jENO

We remark that we found through preliminary empirical study that this formulation technique
was computationally superior to the more direct approach of simply formulating the constraint as

follows:
Z (x?- —)Ej)z <é.
JE€No

A.5. Detailed Computational Results for Infinity-norm and 2-norm
We present more detailed computational results for the case that the maximum perturbation from
X is defined using an €., norm or £, norm. Test instances for these cases are formed with Network
5 in Table|l} X, and € that are chosen as explained in Section 4.1

We first investigate the time required to use the IP problem (13) (resp. (12)) for all #) to solve the
the verification problem. The shifted geometric mean (with a shift of 1) of times over all instances
tested by both IP method Many-IP and 1-IP is computed for each method and displayed in Table|T]
for the case of p = o0 and p = 2, along with the number of test instances. For Many-IP, the number
in parenthesis is the number of test instances where the time limit is hit in solving (12) for at least
one t. For 1-IP, the number in parenthesis is the number of test instances where the time limit is hit
in solving (13)). We find that 1-IP’s verification times are smaller than Many-IP’s, indicating that
our technique for obtaining a linear objective also leads to faster BNN verification in the case of
p=oand p=2.

Table 2] presents results analogous to those of Table[6]in the main sections, but on instances with
p = oo. We find that in this case, neither 1-IP+HG nor 1-IP+Fix yield improvement compared to
1-IP, so generating and variable fixings do not improve BNN verification. Generating variable
fixings decreases LP gaps, but this decrease does not lead to more effective BNN verification in
the case of p = co. On the other hand, 1-IP+Fix+2Var yields improvement compared to the other
IP methods based on 1-IP. It implies that our technique for generating layerwise derived valid
inequalities, mainly two-variable inequalities, also leads to more efficient BNN verification in the
case of p = oo,
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1-1P 1-1P 1-1P 1-1P
+HG +Fix +Fix
+2Var
Preprocessing time (seconds) 0.0 10.6 7.5 27.4
Verification time (seconds) 98.6 147.2 100.6 44.9
# of solved instances (veri.) 38 35 37 44
# of nodes (veri.) 1297.6 1283.6 1265.3 17.8
Optimization time (seconds) 115.5 178.4 117.5 57.4
# of solved instances (opt.) 37 33 37 42
# of nodes (opt.) 2182.8 2587.9 2133.7 86.4
LP gap 153.4 % 156.3 % 103.4% 35.2%
Optimality gap 31.8% 46.8 % 336% 11.0%

Table 2 Metrics of IP methods based on 1-IP for ¢, norm (49 instances)

1-IP 1-IP 1-IP  1-IP
+HG +Fix  +Fix
+2Var
Preprocessing time (seconds) 0.0 35.1 6.7 9.2
Verification time (seconds) 1215.6 1305.9 9.3 10.3
# of solved instances (veri.) 12 12 22 22
# of nodes (veri.) 9844.0 9811.1 0.8 0.7
Optimization time (seconds) 1549.9 1632.5 12.2 124
# of solved instances (opt.) 11 11 21 22
# of nodes (opt.) 16647.4 16607.7 7.1 5.0
LP gap 165.1 % 165.1 % 125% 2.9%
Optimality gap 46.5 % 46.6 % 1.8% 0.0%

Table 3 Metrics of IP methods based on 1-IP for ¢/, norm (22 instances)

In the case of p =2, the same metrics are computed over all 22 instances tested by all IP methods
based on 1-IP to compare these IP methods. Table [3]shows these metrics. 1-IP+HG does not result
in improvement compared to 1-IP, which means that generating also does not improve BNN
verification in the case of p = 2. 1-IP+Fix and 1-IP+Fix+2Var yield similar improvements compared
to 1-IP, which implies that generating variable fixings improves BNN verification in the case of
p =2, but on these instances there does not appear to be further improvement from two-variable
inequalities.

To better compare 1-IP+Fix and 1-IP+Fix+2Var, we report in Table ] the results comparing these
instances on all 49 instances solved by these two methods (many of these were excluded in Table[3]
since they were not solved by 1-IP or 1-IP+HG). From this table we observe that spending more time
in generating more layerwise derived valid inequalities, mainly two-variable inequalities, results in
reducing LP gaps and solving the verification problem more quickly on these instances.
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1-IPp 1-IP
+Fix  +Fix
+2Var

Preprocessing time (seconds) | 7.0  24.0
Verification time (seconds) 66.3 41.5
# of solved instances (veri.) 35 42
# of nodes (veri.) 33.6 4.8
Optimization time (seconds) | 82.3 82.9
# of solved instances (opt.) 32 34

# of nodes (opt.) 90.7 75.7
LP gap 51.8% 24.0%
Optimality gap 29.5% 16.9 %

Table 4 Metrics of 1-IP+Fix and 1-IP+Fix+2Var for £, norm (49 instances)

1 2

Network |L. n n
1 1 32 *
2 1 64 *
3 1 128 *
4 2 32 32
5 2 64 64
6 2 128 128

Table 5 Networks in additional computational study

A.6. Computational Study on Convex Hull Characterization for a Single Neuron
We pursue an additional computational study to validate our implementation for IP methods
exploiting Theorem [1| on convex hull characterization for a single neuron. As we see in in Table
[5] the IP method 1-IP+HG employing the valid inequalities presented Theorem [I] does not yield
significant decreases in LP gaps compared to the IP method 1-IP. However, using these valid
inequalities resulted in smaller LP gaps in |Han and Gomez| (2021)). One possible reason for this
discrepancy is that cannot be used for £ = 1 in our computational study because g = 255, but
these valid inequalities can be used in the computational study of Han and Gomez| (2021)) because
q = 1. To examine whether this guess is correct, an additional computational study is conducted on
test instances based on ones in|Han and Gomez (2021) to assess the impact of exploiting Theorem
In this computational study, the IP method Many-IP and Many-IP+HG, which solves the IP
problem by employing a constraint generation approach with as 1-IP+HG for each ¢, are
compared because ¢ is fixed in/Han and Gomez (2021)).

Each test instance consists of a BNN, X, and €. Six BNNs pretrained fromHan and Gomez|(2021])
are used in this computational study. These networks are trained on the MNIST training dataset
by using |[Hubara et al.| (2016)’s method, which implies n® =784 and n*! = 10. The numbers of
hidden layers and the number of neurons in hidden layers of each network are reported in Table
Feature vectors in the MNIST dataset are scaled to binary vectors by converting coordinates
smaller than 128 to 0 and the other coordinates to 1, which indicates ¢ = 1. Ten feature vectors are
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Network | ¢ LP value Verification time (seconds)
Many-IP Many-IP+HG | Many-IP Many-IP+HG

1.0| 245 6.2 1.2 1.7
20| 24.6 6.3 1.3 5.0

1 3.0 24.7 7.9 1.4 5.8
40| 24.8 7.7 1.4 6.7
50| 2438 7.9 1.5 8.6
1.0 50.2 12.9 2.3 3.8
20| 504 16.9 4.2 9.9

2 3.0 50.5 16.4 4.3 13.4
40| 50.7 18.5 4.3 16.9
50| 50.8 22.9 4.1 17.2
1.0| 80.7 159 4.5 8.6
20| 809 19.1 9.0 27.5

3 3.0 81.2 20.3 9.2 34.1
40| 814 29.4 9.2 36.6
50| 81.6 31.8 9.3 49.3
1.0] 22.1 4.5 1.2 5.0
20| 221 11.0 1.4 21.1

4 3.0 22.1 14.4 1.5 20.2
40| 22.1 16.6 1.4 22.6
50| 22.1 18.1 1.5 25.6
1.0 299 12.7 2.5 8.6
20| 299 19.9 6.6 53.2

5 3.0 299 23.6 6.9 47.5
40 299 25.7 7.2 68.4
50| 299 27.0 7.5 84.8
1.0 45.0 26.4 5.3 16.3
20| 45.0 36.2 28.7 1347.6(3)

6 3.0 450 40.0 37.1 1312.6(3)
40| 45.0 42.2 50.4 1287.8(5)
50| 45.0 43.3 64.9 1175.9(4)

Table 6 Metrics of Many-IP and Many-IP+HG

selected for X. For each digit from O to 9, one feature vector in the MNIST test dataset whose 7 is
this digit is randomly chosen. Positive integers from 1 to 5 are used as €.

For each network and €, the arithmetic mean of optimal objective values of the LP relaxation
problem of (12)) over all X and ¢ (LP value) and the shifted geometric mean of times to solve the
verification problem for all # with a shift of 1 over all X (verification time) are computed for Many-IP
and Many-IP+HG to compare these IP methods. Table[6] reports LP values and verification times.
The number in parenthesis for verification time is the number of X where the time limit is hit
in solving (I2) for at least one 7 for each network and €. Many-IP+HG yields smaller LP values
than Many-IP as in [Han and Gomez| (2021)), so our additional computational study validates our
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implementation for IP methods employing the valid inequalities in Theorem |1} In particular, the
gap in LP values between Many-IP and Many-IP+HG becomes smaller for larger L and € as in
Han and Gomez (2021). However, Many-IP+HG results in larger verification times than Many-IP,
which implies that even though using the inequalities in Theorem [[|improves LP relaxation values,
it does not reduce BNN verification time.
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