ONLINE SUPPLEMENT A:
DERIVATION OF THE RESULTS FOR THE BASE MODEL

Proof of Proposition 1
The expected payoffs for the firm in the alarm and no-alarm states and the expected payoff for

the user, respectively, are:
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The first derivatives of payoffs with respect to the decision variables are:
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We can verify that, for a given ¢,—2 =0 and a—NA=O cannot be satisfied simultaneously. We
P P2

can also verify that OF,/0p, > OF,,/0p,. Consequently, in the equilibrium, gFA >0 and
P

%:O, or OF, =0 and %<0. Therefore we have two possible equilibrium scenarios: (i)
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p,=1L0<p, <1 and (ii) 0 < p, <1,p, =0.

) p=10<p, <1

In this scenario, (A4) and (A6) must be equal to zero, and (A5)>0. Solving (A4) and (A6) for p,

and v respectively, we get
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Since 0< p, <1, we get the condition P, < % < 1. Substituting (A8) into (A5) shows that (AS5)

is indeed positive.
(1) 0<p, <l,p,=0



In this scenario, (A4) and (AS5) must be equal to zero, and (A6)<0. Solving (A4) and (A5) for p,

and v respectively, we get
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Since 0 < p, <1, we get the condition 0 < % < PL; . Substituting (A10) into (A6) shows that (A6)

is indeed negative.

Proof of Proposition 2

It follows from the payoff expressions given in Table 3.

Proof of Proposition 3

It follows from the value of IDS expressions given in Table 4.

The Value of Firewall and IDS Combination

From the equilibrium payoffs for the firm in no technology and firewall plus IDS cases given in

Table 3, we can calculate the value of firewall and IDS combination. However the expressions

for the value of firewall and IDS combination are complex. Instead we compare the value of

firewall and IDS combination with the value of firewall only and the value of IDS only in all

parameter regions. This comparison gives us the following table. Please note that (Value of IDS)

and (Value of F) represent value of individual controls, and can be different in different regions.
Table Al. The Value of IDS and Firewall in Combination
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Proof of Proposition 4
From Table A1, we know that when (u/3) > P, , IDS and firewall are conflicting. Otherwise

(when (u/3) < P}) we should investigate each region to determine the interaction effect.
Region 1: (A <1)

In this region, firm (1) allows all external users in no technology architecture, and (ii) allows all
external users in IDS only architecture. We know that Value of (IDS+F) can be less than Value
of IDS (see the comparison column in table Al). If this is the case, controls are also conflicting.
Otherwise controls can complement or substitute each other. We can write the condition for
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Depending on the value of there are two scenarios.
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We can show that in region 1, {Value of (IDS+F) - Value of IDS — Value of F}<0. We also
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In scenario 2, Value of (F+IDS)<Value of IDS when A <1, and therefore, controls conflict with
each other.

controls conflict with each other when A <

Pl

Region 2: (1<A<|—=+))

F
In this region, firm (1) does not allow any external user in no technology case, and (i1) allows all
external users in IDS only case. From Table A1, the condition for { Value of (IDS+F)> Value of
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{ Value of (IDS+F) - Value of IDS — Value of F}) to find the interaction effect. When
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Value of (IDS+F)< Value of IDS. So IDS and firewall conflict
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We also know that Value of F >0 if A < - =
(1_PD (1_§)_PF C)

. Depending on the value of
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Since this condition is always true in region 2, we can conclude that firewall and IDS can only
substitute each other when all values are positive.




In scenario 1, Value of F <0 and Value of (F+IDS)> Value of (IDS) when
- F—0 ———— < A <—£. Therefore controls complement each other when
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In scenario 2, Value of F >0 and Value of (F+IDS)> Value of (IDS) when
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Again depending on the value of , there are two additional scenarios in

region 2.
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In scenario 4, Value of F <0 and Value of (F+IDS)> Value of (IDS) when
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when 1 <A < . Hence controls complement each other when
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since { Value of

(IDS+F) - Value of IDS — Value of F)}<0.

In scenario 5, Value of F >0 and Value of (F+IDS)> Value of (IDS). Therefore controls always
substitute each other since { Value of (IDS+F) - Value of IDS — Value of F)}<0.
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Region 3: (A >

F
In this region, the firm (i) does not allow any external user in no technology case, and (ii) does
not allow any external user in IDS only case. From Table A1, the condition for { Value of
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(IDS+F)> Value of IDS} is A <
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Since F(l )b — >P—DI, we can say that when P—‘3< A< F(l F )b —,
Value of (IDS+F)> Value of IDS. So we should evaluate the expression { Value of (IDS+F) -
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Value of IDS — Value of F}}) to find the interaction effect. When A >
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We can show that { Value of (IDS+F) - Value of IDS — Value of F} in region 3 is positive.

Therefore firewall and IDS can only complement each other when all costs are positive.
In scenario 1, Value of F <0 and Value of (F+IDS)> Value of (IDS) when

P, (1-F) P,
— <A< = ————, and Value of F <0 and Value of (F+IDS)< Value of (IDS)
PF (1_PD(1_O_PFOPF
a1- PFF ) PI;
whe —£ < A. Therefore, controls complement each other when

"SR A—O-PO P!

P, -P) B
— <AL - ———=-since {Value of (IDS+F) - Value of IDS — Max{0,Value of
PF (1_PD(1_O_PFOPF

A-F) B _
(=P A=O—F¢Q) P
In scenario 2, Value of F >0 and Value of (F+IDS)> Value of (IDS) when
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We can summarize the interaction effect after considering all three regions graphically as
follows, where A is shown on the x-axis.
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Although there are five possibilities depending on the value of firewall and IDS quality parameters, in all of these five possibilities, the
transitions of interaction effects is the same. That is, the order of interaction effect from left to right is

CONFLICT->SUBSTITUTE->COMPLEMENT->CONFLICT

After carefully looking at threshold values that separate interaction effects in five possibilities above, we can write the interaction results
as in proposition 4.



Proof of Proposition 5
(1) All-external-access scenario

Substituting (PFF )rF for P} in the value of firewall expression, we get

cd (PF)" e(1— Q)+ PleC(c(d +w) — dwe)
do

. Taking a partial derivative of this expression with
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the following conditions.

A<% and A<

F*
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I=rp . # s
] . Since both P/" and P!" must be between zero and one, we have
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Both of these conditions are satisfied all the time in the all-external-access scenario. In addition,

2
since 0°(.)/0 (PFF ) <0, the above solutions constitute the optimal configuration point. The value

at the optimal configuration point is always non-negative since the value expression is an
increasing concave function.
(i1) No-external-access scenario

Substituting (PFF )rF for P} in the value of firewall expression, we get

€ . Taking a partial derivative of this
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1—rg
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expression with respect to P/ and equating it to zero gives P = [

cdr,(1—¢) |
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one, we have the following conditions.
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Both of these conditions may not be satisfied in the no-external-access scenario. The stringent

condition is
1
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In addition, since 9°(.)/ 8<PFF )2 <0, the above solutions constitute the optimal configuration
1

point only when A < ———— . The value at the optimal configuration point is always non-
r, +(1—r.)¢

negative since the value expression is an increasing concave function.
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Therefore P, :[ ] . Since both P/” and P}" must be between zero and



When A >————— the point that maximizes the value of firewall is P >1. Since value
r+1—r.)¢

expression is an increasing concave function, the value is maximized at P; =1, implying that all

external users must be dropped.

Proof of Proposition 6

We know that when %> PD’ , the value of IDS is negative, and when % < PD’ , the value of IDS is

positive. Therefore firm will always configure its IDS such that the detection rate is higher than

or equal to I . Given % < PD’ , the firm can be in one of the three regions

P! P
—£| Gil) A> |-
PF PF

1

() A<l () I<A<

Since the condition for the firm to be in the first region is independent of P, and P, , the firm

that is already in region 1 cannot move to another region through configuration. However if the
firm is in this region it can play with IDS detection and error rates to find the best point at which

the value is maximized. Assuming that P, = (P;) , we can rewrite the value expression in term

of P}, and take a partial derivative of the expression w.r.t. P}, we get:
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< 0. So the firm configures its IDS at the lowest

ﬁ ﬂl/rl
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If A>1, then through configuration the firm can move between (ii) and (iii).The derivative of
the value of IDS in (ii) wrt P, , is

1/n
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I 1/r I I 2
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The derivative of the value of IDS in (iii) w.r.t. P, , is
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value of P} . Since %S P}, the optimal configuration point is <PD’*, P/ ) =

1
%] ), Value of IDS in (ii) =

F

We know that at the boundary between regions (ii) and (iii) (i.e., A =

Value of IDS in (iii). Since the value is decreasing function of P, in both regions, and the value
expression is a continuous function in regions (ii) and (ii1), the firm chooses the minimum value of



P} at optimal configuration. Given that %S P}, the optimal configuration point is

1/n

<PDI*,PF’*) = E’g . To sum up, irrespective of the region where the firm lies in, the optimal
1/r
. . . . (o i\ | R
configuration point for IDS in IDS only case is (PD , P, ) = E’E

Proof of Proposition 7
We know that, for a given cost-to-benefit-ratio-for-external-access, (1) the value of firewall is

the same for any value of P, and (2) the value of firewall plus IDS is always greater than the
value of firewall when - > P} . Therefore the firm should configure its IDS such that < P,

when IDS is deployed together with firewall.

(i) When A <1 (i.e., when the firm finds it optimal to allow all external users in no technology

case)
Value of (IDS+F) =
Value of DS+ 4P =0+ PFFO, — (9~ cuweg PP
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Substituting the value of either firewall or IDS when it is used alone in that region gives
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Writing the above value in terms of P; and P, by substituting <PDF )rf for P and (P,;)rz for

P!, we get the value of (IDS+F) ~f( P}, P} ). To find the values of P} and P} that maximize
Value of (IDS+F), we take partial derivatives as
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- <0 for any value of P, . Therefore the firm tries to minimize P, . Since P,
oP!

1

cannot be less than % the firm configures the IDS at (P, ") = (%[%]r .



The partial derivative w.r.t. P} gives
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Substituting the optimal value of P, to the above expression, we get
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Since |(d¢ —c)wP) —cd [%]ri is always positive in this region, there is always a P, that will

make the partial derivative zero. So we can conclude that
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These probabilities must be between zero and one. The condition for that is

-1

laels)
e+ A=)\ B

Since this is always true in this region, there is no additional constraint for this equilibrium.

(Py P ) =(
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(i1)) When A >1 (i.e., when the firm finds it optimal to disallow all external users in no
technology case)
Value of (IDS+F)
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do((dg—c)P, +cFy)




Substituting the value of either firewall or IDS when it is used alone in that region gives

Value of (IDS+F) =
cl—e)d+w) B cPFI(w(l— e+(0— PFF)a‘O —l—d(l—E(P;(l— )+ PFFC)))
do (dp—c)P) +cP! '
1 1
Writing the above in terms of P, and P, by substituting (PI;r )’F for P and (P,;)’: for P!, we
get (IDS+F) ~ f( P}, P} ). To find the values of P} and P} that maximize Value of (IDS+F), we

take partial derivatives as,
1 1

c(PD'); (l—r,)[d(l—PIfs)—l—w(l—s)—i-dgC(PDF —(P;)i)—l—we((l—(P;);)

(1— P we +

OValue of IDS+F)
oP, B

1\2

(d—c)Py+c(Py)r

Ui

which is the same expression as in (i). Therefore, firm configures the IDS at
1

EAVS,

The partial derivative w.r.t. P} gives

(Pl P = (ﬁ,[ﬁ]’b .

&Value of (IDS+F) _ cdP, (PD>rl ng(l_C)_<PD )rF 8({(d¢—C)WPD —cd (PD>’I ]

oP;

2

1

(dp—c)P, +C(PL§ );

F
By 1y

which is the same expression as in (i).
Substituting the optimal value of P, to the above expression, we get

1 1

cdP! [g] re—0) —(Py )rlf ¢ (dgb—c)wg—cd [g]

1

Pir|do—o)t + [“]r'
r. | (do c)ﬁ CB

1 -1

(dp—c)wP) —cd [%]rl is positive when A < %Pé [%] " We know that in (i), A>1.

-1

Therefore ¢ < P} %] " must be true. We also know that P, =%, so we get a condition




rp—1 1

(< % ! , which is always true. Hence |(d¢ —¢)wP} —cd [%]rl is positive when
n-t n-l n-l
Tfp|n . Ifp|n Ifp|n . P
I<A< Z E and negative when A > Z = . When A > Z —| , the partial derivative is

always positive, implying that (P}, Pf")=(1, 1) since the value is an increasing concave
function. So firewall configuration is not an issue in that case. The firm should not use a firewall
and disallow external access. So we can conclude that

I=rp 1—rp

cdr.(1-() cdr. (1-C)

r—1 ? rp—1

(dé— ) [g] " ed¢ (dé— ) [g] " _ede

(Py P =(

r—1

1™ The condition that for these probabilities to be between zero and one is

when 1<A<é

-1

Ll
e+ A=)\ B

r—1

1
r, +(1—r.)¢

r—1

;][ﬁ] ! . When
TF+(1—I”F)C ﬁ

This condition may not be satisfied when 1< A <% ﬁ] " because

]is less than

1 . .

— . So we should restrict the region to 1 < A <

r—1 -1

1 " 1 ARG . . . . .. . .
<A<—|=| , the partial derivative is always positive, implying that

1
re+A=r)¢ [ﬁ ¢\p
(P, PI")=(1, 1) since the value function is increasing. So firewall configuration is not an issue.
The firm should not use a firewall and disallow external access.

Proof of Corollary 3
We also know from proposition 7 that both IDS and firewall are deployed at their optimal
-1
configuration points when A < _ [ﬁ] " . Therefore we focus on this region to
re+A=r)C B

analyze the interaction effect (i.e., configurable region).
From proposition 4, we know that

e if A <rl, controls conflict with each other
) . P! )
e ifric<A< mm(P—DI, max(rl,72)), controls substitute each other
F



. . P
o if mm(P—DI,max(rl, r2)) < A < r3, controls complement each other
F
e if A > r3, controls conflict with each other
If we substitute the optimal configuration points into the expression for r1, we get
cdr,.

rl(at optimal configuration) =

I=n
U

<d¢—c>wc—cdc<1—rF)[g

In the configurable region, rl(at optimal configuration) is always less than A . Therefore first
alternative is not possible. Similarly,

rp—1

. . . 1— PFF* M 1

r3(atoptimal configuration) = = —=1l=

1_(1_C)PD _CPF ﬁ

1-P 0 " . , .
We want to show that A < = = ||—| 1s true in the configurable region.
1=(=0F, —¢P )15
-1
When A =0 (i.e., at the lower limit), the inequality holds. When A = [; [ﬁ] !
rp =1\ B

(i.e., at the upper limit), the inequality also holds.

r—1 rp—1

ﬁ]r’ — A=
B

also increases, before reaching the upper limit, A is always less than

QK :
= . As A increases,

g

=
r.+1—r.)¢

. 1- P
lim o =
' >1\1-(1-=Q)Py —P. ¢

1-P
1-(1-OP; —P¢

rp—1

1- P 7
= = 1™ Therefore the last alternative is not possible either.
1=(=0F, —CF

g

So, optimally configured firewall and IDS can only complement or substitute each other.

Since rl(atoptimal configuration) <1 and r2(at optimal configuration) > 1, at optimal

1 1 n
configuration, max(rl,r2) = r2. Therefore, min(%,max(rl, r2))is either r2 or % = [ﬁ] .
F F
1

P, . .
We know that —£- is greater than one and does not change with A . We also know that

F
r2(at optimal configuration) is greater than one and increases with A . The maximum value of

r2(atoptimal configuration) is [ ], which is less than the maximum value of A in

r. +(1—r.)¢C



the configurable region. Therefore both complementary and substitution effects are possible.
-1

%] " and r2(at optimal configuration) , we have:

Since we cannot compare

o Optimally configured controls substitute each other when

-1

A < min

B) T UI=CRT+A=OF)
o Optimally configured controls complement each other when

-1 r—1

N
B 1-(CP +A-0F,) re+A=r)C )\ B




ONLINE SUPPLEMENT B:

DERIVATION OF THE RESULTS FOR THE ALTERNATIVE MODEL 1

The following table provides all probability expressions we use in our new analysis.

Table B1. The Probability Expressions

Probability Expression

Event
a user gains access to the system P = (1 _ g) + (6[(1 —O- PN+ PFF)D
a user that has gained access is an internal user I — (1 — 5) /P,...
a user that has gained access is an external legal user P, tecatitceess = €CU— pFF )/ P,...
a user that has gained access is an external illegal user P, tegaticeess = E1— (1 — p[f )/ P,
a user that has gained access generates an alarm from Poinccess = (Patby + PE1—,,)) P, ieqatiaceess +

generated an alarm

the IDS PI‘{ (P E legallAccess + PIIAcces;)
hack by an internal user given that IDS has generated P, ociniarm =0
an alarm
normal use by an internal user given that IDS has PP, ..

P

1,no—hack|Alarm ~—
alarmlAccess

hack by an external legal user given that IDS has

generated an alarm

PE,Zegal,hacklAlarm = 0

normal use by an external user given that IDS has

generated an alarm

1
P _ PF PE,legalIAccesx
E legal ,no—hack|Alarm ~—
alarmlAccess

hack by an external illegal user given that IDS has

generated an alarm

1
_ PD wEU PE,illegallAccess

PE,illegal,hackIAlarm -

alarmlAccess

normal use by an external illegal user given that IDS

has generated an alarm

1
PF (1 - wEU )PE,illegallAccess

alarmlAccess

PE,illegal,nofhacklAlarm -

hack by an internal user given that IDS has not

generated an alarm

P =0

I ,hack|No—alarm

normal use by an internal user given that IDS has not (1-PHP,,
P —hnaci o—atarm = —
generated an alarm ool <1 - Palarmmccess>




hack by an external legal user given that IDS has not Py gt nackiNo—atarm =0
generated an alarm
normal use by an external legal user given that IDS has 1- PF’ )PE,lega,I Access
not generated an alarm et stvo-som = (1 - PalarmlAccess)

1
_ (1 - PD )wEU PE,illegallAccess

PE,illegal,hackINofalarm - 1 P
T L alarmlAccess

hack by an external illegal user given that IDS has not

generated an alarm

_ (1 - PF{ )(1 - ¢EU )PE,illegallAccesx

PE,illegal,nofhackINofalarm - 1 P
( — LalarmlAccess

normal use by an external illegal user given that IDS

has not generated an alarm

hack given that IDS has generated an alarm PDIwEU ;e
PhacklAlarm == silegallAccess

alarmlAccess

1
P _ (1 - PD )¢EU PE,illegalIAccesx
hack|No—alarm ~—
(1-P

alarmlAccess )

hack given that IDS has not generated an alarm

The firm’s expected payoff per user in the alarm and no-alarm states given that the user gains

access are given by the following:

FA (pl ’ ,L/}) =w (Pl,nofhacklAlarm _'_ PE,legal,nofhacklAlarm) - plc - (I)hacklAlarm ) (1 - pl )d - PhacklAlarmpl (1 - gb)d

FNA (pZ ’ w) =w (B,no—hacklNo—ularm + PE,legal,no—hucklNo—ularm) - p2C - f)hucklNo—alurm (1 - p2 )d - I)hackINo—alarmp2 (1 - ¢)d

The firm’s overall expected payoff per user is:

F(pl ’ p2 ’ ,L/}) = PAccess <I)alarm|Access FA (pl ’ w) + I)nofalarmlAccess FNA (pZ ’ w))

An illegal external user’s payoff from hacking, after gaining access, is given by

H(p,,p,,0) Zm/)—ﬂ(Ple; +pz(1_PDI))¢

The firm maximizes F,(p,,74) when it gets an alarm from the IDS, and F,,(p,,%’) when it does

not get an alarm from the IDS. A user maximizes his/her payoff.

The following Proposition shows the Nash equilibrium strategies for the firm and an external

unauthorized user.




Proposition B1 (similar to Proposition 1) The equilibrium when the firm implements a firewall
and an IDS is given by the following.

F F 1
if ESPD',then Y = (=ed=0F, iCPF) - _CPF IS o Z—lf .0, =0
6} e-=)A—-PF,) doP, —c(P, —P.) P,
F F _ pl _ pl
Ortermise. o — A=20=OB —<CP) c(1—P)) 1= TP

ed—QOA—=P) (P —PH+(1-P)de’ - (1-P)B

When compared with Proposition 1, we can conclude that the external unauthorized user
(—ed—QF,) —eCF)
e(1=Q1-Fy)

hacks at a higher rate than before since > 1. However the firm does not

change its monitoring strategy.

Proof of Proposition B1

The expected payoffs for the firm in the alarm and no-alarm states and the expected payoff for
the user, respectively, are:

—e(—1+(d +cp, —dp,d)P(—1+ Py )Py + (w(l+e(—1+())
tep (=14 — ) +ce(— 1+ Op (= 14+ Y) Py +e((—w+cp) P P!
e(—1+QOU(=1+ P )Py + Py —e(p = + (= 14+ (= 14+¢)P;y + (PP,

Ey () = (BI)

w(—14+e—eQ)+cp, +de(=1+ (=14 p,d)p +e(—1+(cp, + d(1— p,d)) Py
—(d +cp, —dp,d)p(—14 Py )Py) +eC(w—cp,) P +(wl+e(—14())
tep, (=14 (W — ) +ce(—1+ O p, (= 1+ Y) Py +eC(—w+cp,) PP,

Fou(py, ) =

(P2 ¥ —1—e(=1+ PPy +eCPf + (1 +e(—1+ ) —eCP )P,
+e(—=14+QFB, (—1+¢P) + P, —P;)

(B2)

H(py. py ) = —v3(p, Py + p, (1= Fy)) (B3)

The first derivatives of payoffs with respect to the decision variables are:

OH

o = =Bk £ p, (1= Bp) (B4)

oY
F

‘2 A= —e(—1+O(c—do)p(—1+ Py )Py +c(—1+ep—eQp+e(—1+O(=1+ )Py +e(P)P;
P

(B5)

OF,,

— M = ¢ —de(—14+ )Y + e(—14+)(—(c — dd) Py + (c —dd)b(—1+ PL)P))
op, (B6)

+ceCPl —c(—14+ep—el+e(— 1+ (—1+)P) +eCPI)P,



OF,

We can verify that, for a given 1, 2 4 =0 and a—NA:O cannot be satisfied simultaneously. We
P P>

can also verify that OF,/0p, > OF,,/0p,. Consequently, in the equilibrium, gFA >0 and
19}

OF =0, or OF, =0 and %<0. Therefore we have two possible equilibrium scenarios: (i)
9p, opy 9p,

p,=10<p,<land (i1) 0<p, <L p,=0.

@ p=10<p, <l

In this scenario, (B4) and (B6) must be equal to zero, and (B5)>0. Solving (B4) and (B6) for p,

and ¢ respectively, we get

S Ut 1)

_ B7
T B
@b* _ (1—-e(I—=Q)P, —eCP.) c1-P;) (BS)

ed=QA—PFy)  c(Py—P)+(1—Fyd¢

Since 0< p, <1, we get the condition P[f < % < 1. Substituting (B8) into (BS5) shows that (BS)
is indeed positive.

(1) 0<p, <l,p,=0

In this scenario, (B4) and (B5) must be equal to zero, and (B6)<0. Solving (B4) and (BS5) for p,
and v respectively, we get

. B
= (B9)
o= (—e(1—C)PF —eCP) cP; (B10)

e1-O(1A—Py)  doP,—c(P)—P!)

Since 0 < p, <1, we get the condition 0< % < PL; . Substituting (B10) into (B6) shows that (B6)

is indeed negative.

Corollary B1. (Similar to Corollary 1)

(a) The equilibrium for the IDS only case
e For full-external-access scenario

TR . 1 cP! . s
if =<P,, then = £ , pp=——p,=0
g7 e(1=Q) dpPy —c(Py =P " BB
1 I
Otherwise, 1)’ = ! Ic(l PF)I - ,ple,p;:w
e(1—=C) dp(1—Py) +c(P, — Pr) + (1—PHB

o For no-external-access scenario
'lp = O, 101 = O, ,02 = O



(b) The equilibrium for the firewall only case
v = 1—e(1=()F, —<CP ¢ y =k
e=QU—Fy) do’ B
(c) The equilibrium for the no technology case
e  For full-external-access scenario

. 1 . W
¢ - s P ==
e(1-¢) g
o For no-external-access scenario
w* = O’ ,0* = O
Proof of Corollary B1.

The equilibrium when the firm implements only a firewall, only an IDS, or neither an IDS nor a

firewall can be derived from Proposition B1 by making appropriate substitutions to the firewall
and IDS quality parameters. By substituting Pj = P, =0 in Proposition Bl, we get the

equilibrium when the firm implements only a firewall. The substitutions imply that no alarm is
generated, and, by implication, no false alarm is generated. Notice that in the firewall only case,
p, is not meaningful because it represents the probability of investigation when there is an alarm.
The case when the firm implements only an IDS is more complex because of two possibilities
that arise when there is no firewall. In the first possibility, which we refer to as the no-external-
access (NEA) scenario, the firm does not use a firewall because it does not allow access to any
external user and restricts access only to internal users. The second possibility, which we refer to
as the full-external-access (FEA) scenario, is one in which the firm does not use a firewall

because it allows access to every external user, and hence, it does not need a firewall to

selectively block or allow access. The former scenario can be analyzed by setting P, = P/ =1
in our model, and the latter scenario is equivalent to substituting P, = P/ =0. For the case
when the firm does not implement either a firewall or an IDS, we substitute P, = P/ =0, p, =0,
p, = p, and, depending on how we view the absence of a firewall, either P, = P/ =0 (FEA) or

Py = P/ =1 (NEA). Based on these substitutions, we obtain the result given in Corollary B1.

Equilibrium Payoffs (Similar to Table 3)

The firm’s expected payoffs under various security architectures are given in Table B2.



Table B2. Firm’s Equilibrium Payoff Under Various Security Architectures

Security Firm’s Payoff
Architecture
NEA | w—we
No
FEA
Technology w(l+e(—1+0))— <
¢
_ 1 _1 _ _1 PF _ PF
Firewall Only ctwlte(=1+Np—ce(=1+Q)F) +el(c—wP)P;
¢
NEA | w—we
IDS Onl d+wl+e(—=14+0)+ D ir B < pi
y (I+&( Q) (C—do)P! — P! fﬂ_ A

dict+w(=1+e—eQ)p)+ (c+w(—1+e—e))c—dp)P) —c(c+d +w(—1+e—el)—dp)P!
—d¢+(—c+dg)Py +cP,

L
le>P1;

—w(c—dP)P)(—1+e—eC+eCPl)+c(d +w(—1+e—el)+de(—1+ )Py +(—d +w)eC P )P,
(c—d¢)PDI —cPFI

L
leSPA

(c—dP)P)(c+w(—1+e—el)+(—c+w)eCPH) +d(c+w(—1+e—e)p+el(—c+wp)Pl

IDS and Firewall ; ;
+e(—c+wl+e(—=14+0) +d(—1+ @) +eC(c+d —w—d)PL )P +ce(—1+ Py (d +(c—dp)Py — (c+d —dp)P})

—d¢+(—c+dp)Py +cP;

L
le>PL§




Table B3. The Value of IDS Expressions

Region | Condition Value of IDS
I<A 0
Aopr| _ dp-R)+cBy=F) | _wedl=c
B o[ d(1—Pl)—(dp—c)(Py—P) ] ¢
dg(1=Py)+c(P, = P;) ~ c(l=9)dp—c)(By, —Pr)
gl d(1-P)—(dp—c)By —P}) ] $|do1—Py)+c(Py — P
(dp—c)P, +cP; <A 0
dop,
%SPI; l< A< (d¢—c)PD'1+cPFI weC — cd}}] :
dpP; (dp—c)F, +coP;
A<l c(dp—c)(Py—P))
¢(dp—c)P, +copPy

o . e . Py 1-
Proposition 2B. (Similar to Proposition 2) Assuming that P_DF> £

F

, for the default

configuration scenario, the value of implementing only a firewall is positive iff
P! (1-P)
F F < A F F F
e(CP; +(1—=Q)P)) 1—¢eP) +eC(P), —P;)

. Otherwise the value is not positive.

Proof of Proposition 2B.

It follows from the payoff expressions in Table B2.

Proposition 3B. For the default configuration scenario, the value of implementing only an IDS
is positive iff (1! B)< P,.

Proof of Proposition 3B

It follows from the value of IDS expressions given in Table B3.

The Value of Firewall and IDs Combination

From the equilibrium payoffs for the firm in no technology and firewall plus IDS cases given in
Table B2, we can calculate the value of firewall and IDS combination. However the expressions
for the value of firewall and IDS combination are complex. Instead we compare the value of
firewall and IDS combination with the value of firewall only and the value of IDS only in all
parameter regions. This comparison gives us the following table. Please note that (Value of IDS)

and (Value of F) represent value of individual controls, and can be different in different regions.



Table B4. The Value of IDS and Firewall in Combination

Region | Condition(s) Value of IDS+F Comparison
I<A (Value of IDS) + F
(Value of F) + B (Value of IDS) < or
L o p! dg(1—Ph)+c(P) —P}) A<l (Value of IDS) + F | > (Value of IDS+F)
_ I 1 1
5> ¢[d(1— P~ (dp—c)(P. - P! )] (Value of F) + B (Valu of F) >
de(1—P))+c(P) —P)) (Value of IDS) + E | (Value of IDS+F)
¢[d(1-P)—(dp—c)(Py—P))] | (Value of F)+B
(dgp—c)P) +cP! A (Value of IDS) + D
doP; (Value of F) + A (Value of IDS) < or
(dp—c)P, +cP; (Value of IDS) + ¢ | > (Value of IDSHE)
F - pr I<A< OP!
=" OF; (Value of F) + A (Value of F) <
A<l (Value of IDS) + C (Value of IDS+F)
(Value of F) + A
where
4 =) te1+OF) —eCROF =B _
¢((dp—c)Py +cFy)
g —CU=d)Ndo—)U+e(-1+OF —CP By —F) _
P(dp+(c—dg)P, —cFy)
C— e(wC(dp—c)PyPl +c(d(—1+ P} +(w—d)CPH)P))
(c—d¢)Py —cP;!
p_ —wedp—)P (1= F) +e(d —weC+de(=1+ O F) +w—d)=(h)F

e((Pf (d(c—wd)+(c—w)(c—dP)Py +c(—c+w+d(=1+)P)

(c—dp)P, —cP;

£ +c(—=14+C)P) (—d +(—c+dp) P} + (c+d —do)P)))

F=—w++we+

dp+(c—dp)Py —cP!

(c—dqb)PD'(c—l—w(—l—l—g—54)—|—(w—c)&tCPFF)—l—d(c—i—w(—l—i—€—€C)¢—|—€C(—c—|—w¢)PFF

+e(—c+wl+e(=14+) +d(—1+¢)+eC(c+d —w—dd)Pl )P}
+ee(=14+P (d+(c—dp)P) —(c+d —dp)P))

—d¢+(dd—c)P) +cP;




Proposition 4B. (Similar to Proposition 4) (1) When % <P
e If
Pl |(dp—c)Py +cP}] PP (LA A I [(d—c)B, +cP)] 1-P

s[(l—C)P[‘,’ +CPFF]d¢PF’ =0T m1 doP! ’ ax{a[(l—()PDF +CP!|doP! T 1—eP) +eC(P — P:)H
, then IDS and firewall substitute each other.

e If

Mm{uqsc)g; teP! Max{ B o —o)F, +cF] 1B H _aL U=PO|dé—aR + P |
doP! C e[a= 0B +¢R doR 1-cP] +e¢(p) —P) [1—cP) +e((Py — P)|doP;

, then IDS and firewall complement each other.
e Otherwise, IDS and firewall conflict with each other.

(2) When %> P} : IDS and firewall conflict with each other.

Proof of Proposition 4B.
From Table B4, we know that when (/3) > P}, IDS and firewall are conflicting. Otherwise

(when (u/3) < P}) we should investigate each region to determine the interaction effect.
Region 1: (A <1)

In this region, firm (1) allows all external users in no technology architecture, and (ii) allows all
external users in IDS only architecture. We know that Value of (IDS+F) can be less than Value
of IDS (see the comparison column in table B4). If this is the case, controls are also conflicting.
Otherwise controls can complement or substitute each other. We can write the condition for

Pl ((dp—c)P) +cP))
e(1—Q)P) +(PNHdgP,

{ Value of (IDS+F)> Value of IDS }from Table B4 as A >

Pl ((dp—c)P) +cP))

- - —, there are two scenarios.
e(=Q)F, +CP: )doP;

Depending on the value of

Scenario 1

Pl ((dp—c)P) +cP))
e(=Q)F, +(P)doP,
Scenario 2

Pl ((dp—c)P) +cPl)
e(=QP; +(P)doP;

We can show that in region 1, { Value of (IDS+F) - Value of IDS — Value of F}<0. We also
P!
e(1=QPy +CP)
In scenario 2, Value of F>0 and Value of (F+IDS)>Value of (IDS) when
Pl ((dp—c)P) +cP.)
e(1=Q)P, +(P)doP,

know that Value of F >0 if A >

<A <1,and Value of (F+IDS)< Value of (IDS) when




Pl ((dp—c)P) +cPl)
e(1=Q) Py +CP)doF,

Pl ((dp—c)P) +cPl)
e(1=Q) By +CP)doF,

. Hence, controls substitute each other when

< A <1 since {Value of (IDS+F) - Value of IDS — Value of (F)}<0,

Pl ((dp—c)P) +cPl)
e((1=Q) Py +CPdOP,
In scenario 1, Value of (F+IDS)<Value of IDS when A <1, and therefore, controls conflict with
each other.

and controls conflict with each other when A <

(dp—c)Py +cP;
doP!
In this region, firm (1) does not allow any external user in no technology case, and (i1) allows all
external users in IDS only case. From Table B4, the condition for {Value of (IDS+F)> Value of
Pl ((dp—c)P) +cPl)
e(1=Q) Py +CPdOP
Pl ((dp—c)P) +cPl)

Region 2: (1<A< )

IDS}is A>

=P, +CF)) _(dp—c)P, +ch

First, assume that 1< - m ~(i.e., ~ ; )
5((1_C)PD +CPF )d¢PF PF d¢PF
F _ 1 1 . 1 1
b ooy tcby) 0=+l e of 1DS+F)> Value of IDS. So
5((1_C)PD +CPF )d¢PF d¢PF

we should evaluate { Value of (IDS+F) - Value of IDS — Value of F}) to find the interaction

Pl ((dp—c)P) +cPl)
e(1=Q)Py +CP)doP;
firewall conflict with each other.

effect. When 1 < A < Value of (IDS+F)< Value of IDS. So IDS and

1-Pf

We also know that Value of F >0 if A < - - -
1—¢eP) +eC(P), —P;)

. Depending on the value of

1-Pf . .

- - —, there are three scenarios in region 2.
l—eP, +eC(Py, —P;)
Scenario 1:
1< 1-Pf - Pl ((dp—c)P) +cP))

1P +eC(By —PI) " e(I—Q)PY +CP)doP,
Scenario 2:
Pl ((dp—c)P, +cPl) - 1-Pf <(dq5—c)P[§ +cP;

e(1=QPy +CPHAPP, 1—ePy +eC(Py —PF) doP;
Scenario 3:
(dp—c)P) +cP; - 1-Pf

doP; 1—eP) +eC(P) —P))

{Value of (IDS+F) - Value of IDS — Value of F} in region 2 is always negative. Therefore, we
can conclude that firewall and IDS can only substitute each other when all values are positive.



In scenario 1, Value of F <0 and Value of (F+IDS)> Value of (IDS) when
Pl (dp—c)P) +cPl) Ao )P, +cP;

. Therefore controls complement each other

e(=OF; +CP)doP; dop,
F . 1 1 . 1 1
F (d¢ - i jCPF ) <A dé C)PDI+ cty since {Value of (IDS+F) - Value of
5((1_C)PD +CPF )d¢PF d¢PF

IDS — max(0,Value of F)}>0. Controls conflict with each other when
Pl ((dp—c)P) +cPl)
e(1—=Q)Py + (P )doP;
In scenario 2, Value of F >0 and Value of (F+IDS)> Value of (IDS) when

1<A

F 1 1 F
Fr (d¢ - i jCPF ) - <A - 1= F - —, and Value of F <0 and Value of
e(=Q)F, +CP: )doP; l—eP, +eC(P, —F;)
F 1 1
(F+IDS)> Value of (IDS) when 1= F A< W@O=OF F ek L Value of

1—eP) +eC(P) —P)) doP;
Pl ((dp—c)P) +cPl)

F >0 and Value of (F+IDS)< Value of (IDS) when 1 < A < = = —.Therefore,
e(=Q)F, + (P )doF;
F I 1 F
controls substitute each other when Fr (d¢ FC)PD jCPF ) - <A - 1=F - -
5((1_C)PD +CPF )d¢PF 1_€PD +5C(PD _PF)

since {Value of (IDS+F) - Value of IDS — Value of F)}<0. Controls complement each other
i 1—-Pf _ ae (d¢—c)Pgl+cPF’
1—¢eP) +eC(P, —P;) doP,
—max{0,Value of F}) >0. Finally controls conflict with each other when
Pl ((dp—c)P) +cPl)
(1= ()P +(P AP
In scenario 3, Value of F >0 and Value of (F+IDS)> Value of (IDS) when
P (dp—c)Py +cP) _\ _(do—c)Py+ch;
e((1=Q)Fy +CR)doP; doF;
PY(dp—c)Py +cPl)
e(1=Q)Fy +CP)doF;
P (dp—c)Py +cP) _\ _(do—c)Py+ch;
e((1=Q)Fy +CR)doF; dop;
Pl ((dp—c)P) +cPl)
e(1=QF, +¢PdOP
F(do—0F +cP) o e(1=OF; +CB)  ([do—c)F, +chf
e(1=Q)Py +CPdoP, B doP;
1-Pf
1—eP) +eC(Pf — P’

when since (Value of (IDS+F) - Value of IDS

1<A<

,and Value of F >0 and Value of (F+IDS)<

Value of (IDS) when 1< A < . Therefore controls substitute each other

. Controls conflict with each other when

I<A<

)

Next, assume that 1>

Again depending on the value of there are two additional scenarios in

region 2.



Scenario 4:

1-Pf - (dp—c)P, +cP;
1—eP) +eC(P) —P)) doP;
Scenario 5:
(dp—c)P) +cP; - 1-Pf
doP; 1—eP) +eC(P) —P))

In scenario 4, Value of F <0 and Value of (F+IDS)> Value of (IDS) when

F 1 1

- 1= F — < o=k, 1+ chr , and Value of F >0 and Value of (F+IDS)>

1—eP) +eC(P), —P,) doP,
F
Value of (IDS) when 1< A < B Ly 7 — . Hence controls complement each other
l—eP, +eC(Py —P.)
F 1 1

when - 1= F — < (do—c)b, 1+ ch since {Value of (IDS+F) - Value of IDS —

1—eP) +eC(P), —P,) doP,

1-Pp’

max(0,Value of F)}>0. Controls substitute each other when 1 < A < - 7 7
l—eP, +eC(Py —P.)

since { Value of (IDS+F) - Value of IDS — Value of F)}<0.

In scenario 5, Value of F >0 and Value of (F+IDS)> Value of (IDS). Therefore controls always
substitute each other since { Value of (IDS+F) - Value of IDS — Value of F)}<0.

(dp—c)Py +cP; )

doPp;
In this region, the firm (i) does not allow any external user in no technology case, and (i1) does
not allow any external user in IDS only case. From Table B4, the condition for { Value of

(1-P) (dp—c)Py +cP;
(1—e((1=OP) +¢P)) doP; '

Region 3: (A >

(IDS+F)> Value of IDS} is A <

(1-P)
(1—e(1=Q)P; +CP))
(dp—c)F) +ch _\ _ (=P (dp—c)Py +cP;
doP; (1—e( =Py +CP)) doP;
of IDS. So we should evaluate the expression { Value of (IDS+F) - Value of IDS — Value of F}})
(=P (dp—c)Py +cPF;
(1-e(@=QF; +CF))  doR
(IDS+F)< Value of IDS. So IDS and firewall conflict with each other. We also know that Value
F F
of F>0if A< 7 I=F 7 — . Depending on the value of - Sy - >
1—eP, +e¢(Py —P.) l—eP) +eC(Py —P.)
there are two scenarios in region 3.

Since

>1, we can say that when

, Value of (IDS+F)> Value

to find the interaction effect. When A > , Value of




Scenario 1:

1-Pf - (dp—c)P, +cP;
1—eP) +eC(P) —P)) doP;
Scenario 2:
(dp—c)P, +cP; < 1-Pf < (1-P) (dp—c)P, +cP;
doP; 1—eP) +e((Py —P) (—e((1=O)P) +C(P)) doP;

We can show that { Value of (IDS+F) - Value of IDS — Value of F} in region 3 is positive.
Therefore firewall and IDS can only complement each other when all costs are positive.
In scenario 1, Value of F <0 and Value of (F+IDS)> Value of (IDS) when

(- C)P‘; + CPFI <A< a- PFF) Gl C)P‘; + CPFI and Value of F <0 and
doP, (I—e(=Q)PFy +CP))  doP, ’
o F o 1 1
Value of (F+IDS)< Value of (IDS) when d=F) (dp =)y +chy <A.

(—e((1-OP; +¢P)) dop;
Therefore, controls complement each other when

o 1 I _ pF o 1 I
(d¢ C)PDI+ chy <A< 1-F F) - (d¢ C)PDI+ chy since {Value of (IDS+F) -
doP; (I—e(@=Q)F, +CF)) doP;
Value of IDS — Max{0,Value of F} }>0. Controls conflict with each other
(1—PF) (dp—c)Py +cP; <A

when - - 1
(1_5((1_C)PD +CPF ) d¢PF
In scenario 2, Value of F >0 and Value of (F+IDS)> Value of (IDS) when
o 1 I _ pF
(do C)PDI+CPF cA< _ 1-P; _ _
doP, 1—¢eP) +eC(P), —P;)
Value of (IDS) when
1-Pf A< (1-P0) (dp—c)P) +cP!
l—eP, +e((By —P) (1—e(=QPF; +CP)  doF
(1-P0) (dp—c)P, +cP; A
(—e(1=O)P, +CF)) doP;
Therefore, controls complement each other when
o 1 I _ pF
(do C)PDI+CPF A< _ 1-P; _ _
doP, 1—¢eP) +eC(P), —P;)
Value of F)}>0. Controls again complement each other when
1-Pf A< (1-P)) (dp—c)P) +cP!
l—eB, +e((By —P) (1-e(=QPF; +CP)  doF
(IDS+F) - Value of IDS — Max{0,Value of F} }>0. Finally controls conflict with each other when
(=P (dop—c)F, +cbr _
(I—e(=QF; +CP)  doF

, and Value of F <0 and Value of (F+IDS)>

,and Value of F <0 and

Value of (F+IDS)< Value of (IDS) when

since { Value of (IDS+F) - Value of IDS —

since { Value of

We can summarize the interaction effect after considering all three regions graphically as
follows, where A is shown on the x-axis.



el1—0) PF 4 cpf . I I __pF . I 1
(1) When [a—¢ b CP/| LO-OB kB I S (o e
P, doP, 1—¢eP) +eC(P), —P,) doP;
Regionl Region 2 Region 3
rl 1 r2 7”@*")‘12,*"3' r3
< | 1 | .
— A A A A A /
CONFLICT SUBSTITUTE SUBSTITUTE COMPLEMENT COMPLEMENT CONFLICT
VIDS+F)<VIDS) VADS+F)>VDS) VADS+F)>VDS) VDS+F)>VIDS) VDS+F)>VIDS) VIDS+F)<VIDS)
V(F)>0 V(F)>0 V(F)<0 V(F)<0
el1—0) PE 4 cpf . 1 I __pF . I 1
) When [a—¢ : ¢P| _@O-OB keB I N LV R
P, doP, 1—¢eP) +eC(P), —P,) doP;
Region 1 Region 2 Region 3
rl 1 Wo—c)F; tep! r3
< | | i | >
| | | |
— A N AL A /
CONFLICT SUBSTITUTE SUBSTITUTE COMPLEMENT CONFLICT
V(IDS+F)<V(IDS)  V(IDS+F)>V(IDS) V(IDS+F)>V(IDS) V(IDS+F)>V(IDS) V(IDS+F)<V(IDS)
V(F)>0 V(F)>0 V(F) > or <0



(3) When 6[(1_0135 +CPFF] < (d$—c)P, +cP;

1-Ff P! [(dd—c)Py +cP}]

F 1 F F F < F F 1
P doP! 1—eP!l +e¢(PF—PF) e[(l—C)PD + (P! qusPF
Region 1 Region 2 Region 3
1 r] (dp—c)P)+cP! rj’
« 1" | >
- | »
S— A A A A /
CONFLICT CONFLICT COMPLEMENT COMPLEMENT CONFLICT
V(IDS+F)<V(IDS) V(IDS+F)<V(IDS)  V(IDS+F)>V(IDS) V(IDS+F)>V(IDS) V(IDS+F)<V(IDS)
V(F)<0 V(F)<0
& When e|1=Q)Py +CP| _([do—c)P) +cP] Pl [(d¢—c)Py +cP!] 1P (dé— )P, +cP!
P! P e|0—=QPy + (P |doP!  1—eP) +e((Py —P) P
Region 1 Region 2 Region 3
1 rl r2 @o—OF, +cby r3
< I P I >
I I I
S—_ A A AN N N _/
CONFLICT CONFLICT SUBSTITUT COMPLEM COMPLEMENT CONFLICT
E ENT
V(IDS+F)<V(IDS) V(IDS+F)<V(IDS) V(IDS+F)>V(IDS) V(IDS+F)<V(IDS)
V(IDS+F)>V(IDS) zgfg F>VIDS)  v(F)<0

V(EFE)>0



e[a-OR +¢Pf] _do—ap ekl 1-PF _@do—)B, +cP

5) When
©) Pr doP! 1—eP) +eC(Pf —P)) doP;
Region 1 Region 2 Region 3
A A A

[ Y Y h

dp—c PD' cP,.'

1 rl S e |r3
< i >
CONFLICT CONFLICT SUBSTITUTE COMPLEMENT CONFLICT
VADS+F)<VDS) VADS+F)<VDS) VDS+F)>VIDS) VDS+F)>V(IDS) VIDS+F)<VIDS)
V(F)>0 V(F) > or <0
P! [(d¢—c)P; +cP!]| 1P (1—PD)[(dp—c)P; +cP;]
where rl= £ 3

Cela-op wchfaor T VRl v eGP P T [I—eB] +eC(B] —BD]doB,

Although there are five possibilities depending on the value of firewall and IDS quality parameters, in all of these five possibilities,
the transitions of interaction effects is the same. That is, the order of interaction effect from left to right is

CONFLICT->SUBSTITUTE->COMPLEMENT->CONFLICT

After carefully looking at threshold values that separate interaction effects in five possibilities above, we can write the interaction
results as in Proposition 4B.



ONLINE SUPPLEMENT C:
DERIVATION OF THE RESULTS FOR THE ALTERNATIVE MODEL 2

Model Description

We develop a game theoretical model, similar to the one in the paper. We assume that &
fraction of traffic to the system being protected comes from external users, and (1-— &) fraction
originates from internal users. { fraction of external traffic comes from unauthorized users.
These are the users that should be stopped at the firewall layer. We model the effectiveness of a
firewall through two parameters: P, and P;. Pj is the probability that the firewall stops an

unauthorized external user. P/ is the probability that an authorized external user is stopped at
the firewall. The firm incurs a cost of ¢ if an authorized external user is stopped at the firewall.

All internal users are assumed to be authorized users of the system. However they as well as
authorized external users can misuse the system by improperly accessing data or programs they
are not authorized to use. A fraction A of the authorized users is assumed to be dishonest. IDS is
aimed at detecting unauthorized use by internal as well as external users. We model the
effectiveness of an IDS through two parameters P, and P . The parameter P, denotes the
probability that the IDS gives a signal whenever an intrusion occurs. Sometimes the IDS gives
false signals. P, is the probability of generating a false signal.

It is assumed that the firm incurs a cost of ceach time it monitors the audit trail of a user for
a possible intrusion. We assume that manual monitoring detects intrusions with certainty. If
monitoring detects the intrusion, the firm recovers all of the damage incurred.! We assume that
when a hacker breaks into the system he gets a utility of . If the intrusion is discovered and the
hacker is identified, the hacker incurs a penalty of . External hackers are hard to be identified
and punished compared to internal hackers. A <1 captures the probability that an external
hacker is punished after an intrusion originated from him(her) is detected. We assume that

internal hackers are punished with probability one if their intrusions are detected.
Below we present the main results of the analysis along with their proofs.

! We analyzed a model with an additional parameter @ that models the fraction of the damage recovered when an
intrusion is detected. The results are qualitatively identical to those discussed here.



Proposition 1C. (Similar to Proposition 1) The equilibria for the stage 2 of the game when the

firm implements a firewall and an IDS are given in the following.

Conditions <k kl<§<al al<§<k2 k2<§<a2 §>a2
ﬂ>1 p=Lp,=1
ﬁ Wl:l’WZ:l p1=1,,02=0
Pl<ﬂ<1 p1:1,,02=K 1/11:1,1//2:1
B p=1p,=1 v, =Ly, =T
A<E<PDI W1:1,l//2:0 plzo,pzzo
’ pi=Lp,=0 vi=1y, =1
:1’ :F l//:LI// :0 = =
P£A<E<A P P> 1 ) p=H,p,=0
ﬂ WI:R’WZ:O V/1:1’W2:S
=D,p,=0
ﬂ<PL§A P P
g v, =Py, =0
_ pI\1_ pF
where, kl = (1 PD )(1 PD )SC

(—PHU—PHeC+1-PH(1—e4+1—P )e—(1—P)e0)
= (1= By)(eC(— By ) + A1 —e + (1= B )e —(1— P/ )e)
: (1—PD’)(s§(1—P§)+>\(1—5+(1—PFF)a—(l—PFF)e:g))+(1—PF’)(I—)\)(l—s+(l—PFF)s—(l—PFF)sQ)

0z Py (-Fy)ed
Pl -PDYel +Pl(1—-e+(1-Phe—-(1-P)el)

0 Py(eC(1—P)+A1—e+(1—PHe—(1—P)el))
PN EeCA=PHY+ XNl —e+(1-PHe—(1—PHEO))+ PLA-=N1—e+(1—PHe—(1—P)eC)

9

_cPl(1-e+(1-PHe—-(1-P)el) R cA-PY(1-e+(1-P)He—(1-P))el)
- PL(1-PDel (d—c) T (1=Py)(1=P;)e (d —c)

9

_c(BiA-e+(1-Pe-(-F)e)) + By (1-Py)eg) —d(1- P ) Pyed

> (1-e+(1-P)e—(1-PHel)AdP. —c(P. - P))

_c(1-PHY(—e+(1-Pe—(1-Pel)-(1-PY1-Pl)d -c)el
T (-e+(1-PNHe—-(1-PHeO)Ad(1-P)+c(P. - P))




Proof of Proposition 1C.
The firm’s payoff is given by

F(py, py 3, 0,) = —c[(p, + (1= P))(p, — p))A =+ (1= B )e— (1= P)EL) + (1= Py )(p, — Py (0, — p))ECY,

+(Py-PH(1-e+(1-PDe—(1-PDHEd)p, — p)AW, |- B 1-{)eo
—d[1-p,+Py(p,—p)] [(1-P))eS v, + A1 - +(1- P)e—(1-P)ed)p,]

The payoff functions for the external and the internal hackers are respectively
HE(pl’pZ’l//l) = (I_P;)/“//l _(I_P;),BA(Pzipl +(1_P[§)p2)l//1
H,(p, p,,¥,) = 1y, _ﬁ(PI;pl +(1- Pzg )PV,

There are 16 possible pure strategy equilibriums. These are (monitor, monitor, hack, hack),
(monitor, monitor, hack, no hack), (monitor, monitor, no hack, hack), (monitor, monitor, no
hack, no hack), (monitor, no monitor, hack, hack), (monitor, no monitor, no hack, hack),
(monitor, no monitor, hack, no hack), (monitor, no monitor, no hack, no hack), (no monitor,
monitor, hack, hack), (no monitor, monitor, no hack, hack), (no monitor, monitor, hack, no
hack), (no monitor, monitor, no hack, no hack), (no monitor, no monitor, hack, hack), (no
monitor, no monitor, no hack, hack), (no monitor, no monitor, hack, no hack), (no monitor,
no monitor, no hack, no hack).

Among those equilibriums, the ones highlighted in bold are not possible because of the following
reasons. First, (monitor, monitor, no hack, hack), (monitor, no monitor, no hack, hack), (no
monitor, monitor, no hack, hack), (no monitor, no monitor, no hack, hack) cannot be an

E

OH )
>—L Second, (no monitor,
1 2

monitor, hack, hack), (no monitor, monitor, hack, no hack) are not possible because monitoring
probability when there is a signal is always greater than or equal to monitoring probability when

OF

there is no signal because g—F > EP Third, there is no pure strategy equilibrium in (monitor,
Py P

monitor, no hack, no hack), (monitor, no monitor, no hack, no hack), (no monitor, monitor, no
hack, no hack) since if both types of hackers do not hack, then the firm’s dominant strategy is no
monitor both in signal and no signal states. Fourth, (no monitor, no monitor, hack, no hack) and
(no monitor, no monitor, no hack, no hack) are dominated by (no monitor, no monitor, hack,
hack).
First order conditions for the firm are

OF

—= —c(l—s-l—(l—PFF)g—(l—PFF)goP;(l—)\@bz)-l-

op, (C.D)

(d — )Py, (1~ + (1= P e — (1— PD)eQ) + ¢y (1— BY))

oF
—= —c(l—s-l—(l—PFF)g—(l—PFF)go(l—P;)(l—sz)-l—

p, (C.2)

(d—o)1—PHYOY,(1—e+A—PHe—(1—PHe) +eh(1—PL))

et . .0
equilibrium since ¥, always greater than or equal to i, since



First order conditions for the external and internal hacker are respectively
OH

5 wE == P))(u—BAP (o, — py)+ p,)) (C.3)
OH, ,
0, = p— BB, (p, —py)+p,) (C4)

(monitor, monitor, hack, hack) (i.e. p,=1, p,=1, ¢,=1, ¥, =1) is an equilibrium iff
OF 9y
B 0 a,IA m—Lp,

i

>0 and%

_,>0fori=1,2, 8% ‘pﬁl,pz

_, > 0. These conditions are

Y=L,

satisfied when (i) Z< a, (i) — y < k, (iii) E> A (iv) = 5 >1 Since k, is less than a, and A is

less than 1, (ii) and (iv) are sufficient conditions.

(monitor, monitor, hack, no hack) (i.e. p,=1, p,=1, ¥,=1, 1, =0) is an equilibrium iff
OF Oy |
B o 8¢1 nm—Lp,

i

>0 and%

‘ 1.1 < 0. These conditions are
8¢ 0P
2

_o>0fori=1,2,

Y=L,

satisfied when (i) E <a, (1) — y < k, (ii1) E> A (iv) = 3 <1 Since k, is less than q,, (i) (ii1) and

(iv) are sufficient conditions.

(monitor, no monitor, hack, hack) (i.e. p,=1, p,=0, ¥,=1, 1, =1) is an equilibrium iff

oF oF OH
a >0 » P —1,ah, —1 <0 » —E‘pﬁl,pzﬂ
Ip, o,

OH
U1ty —1 (9_,02 0 >0 and —+

-
8¢2 PPy

o, > 0. These conditions

are satisfied when (i) §< a, (i) — y € k, (iii) — 3 LES PIA (iv) B > P!. Since PJA isless than A,

(1) (i1) and (iv) are sufficient conditions.

(monitor, no monitor, hack, no hack) (i.e. p,=1, p,=0, ¢,=1, 1, =0) is an equilibrium iff

OF OF OH,

>0, <0

OH
— |y 1e — 1w — >0 and —-
P —1,0,—0 P —1,4,—0 ’ ‘ p—1,0,—0
op, dp, o,

‘pﬁl, »—o < 0. These conditions
oy,

are satisfied when (i) §< a, (il) — y €S k, (iil) & 3 A PIA (iv) E < P!. Therefore (i) (ii) (iii) and

(iv) are all sufficient conditions.

(no monitor, no monitor, hack, hack) (i.e. p,=0, p, =0, ¢,=1, ¥, =1) is an equilibrium iff

g_FwﬁUz , <Ofori=1,2 %Z ‘pﬁo,pﬁ
Pi 1

l

0 >0 and%

‘ 0.0 > 0. These conditions are
8¢ 141 P2
2

satisfied when (i) §> a, (i) §> k, . Therefore, (1) is the sufficient condition.



Since p, and p, or 7, and 1), cannot be in mixed strategies together in any mixed strategy
equilibrium and p, > p,, v, >, , the mixed strategy equilibriums can be of following forms:
(p,=mixed, p,=0, ¢, =mixed, 1,=0), (p,=1, p,=mixed, ¢j=mixed, 1;,=0), (p,=1, p,=
mixed, ¢,=1, 1, = mixed), and (p,=mixed, p,=0, ¥,=1, ¥, =mixed).

If (p,=mixed, p,=0, 1,=mixed, 1, = 0) is an equilibrium, first order condition for the firm with
respect to p, and first order condition for the external hacker must be satisfied at zero. Equating
C.1 to zero gives the relationship between ), and ), . Plugging the equilibrium value of 1, =0
into that expression and solving for v, gives
_cPl(l1-e+(1-PHe-(1-P))ed)
T R-B)Eld—o)
Equating C.3 to zero gives the relationship between p, and p, . Plugging the equilibrium value

(C.5)

of p, =0 into that expression and solving for p, gives

U
l’ = C.6
! P[;AIB €6)

There are two necessary conditions for this equilibrium. First equilibrium values given in (C.5)
and (C.6) must be between zero and one. Second equilibrium values must make derivative of the

payoff function for the firm with respect to p, and derivative of payoff function for internal
hacker given in C.2 and C.4 negative (since p, =0 and 1), =0). The necessary conditions yield the
following sufficient conditions.

%<PD’A and§<a1

If (p,=1, p,=mixed, ,=mixed, 1, = 0) is an equilibrium, first order condition for the firm with
respect to p, and first order condition for the external hacker must be satisfied at zero. Equating
C.2 to zero gives the relationship between 1), and ), . Plugging the equilibrium value of 1, =0
into that expression and solving for v, gives
_c(1-PHY(1-e+(1-Pe—(1-PHel)
b (1-PH(1-P)el(d —c)
Equating C.3 to zero gives the relationship between p, and p, . Plugging the equilibrium value

(C.7)

of p,= 1 into that expression and solving for p, gives
—P)A

p,=H=h 4 (C.8)

(1-F,)Ap
There are two necessary conditions for this equilibrium. First equilibrium values given in (C.7)
and (C.8) must be between zero and one. Second equilibrium values must make derivative of the
payoff function for the firm with respect to p, given in C.1 positive and derivative of payoff
function for internal hacker given in C.4 negative (since p,=1 and 1), =0). The necessary
conditions yield the following sufficient conditions.



P;A<E<A and £<k1
3 d

If (p,=1, p,=mixed, ¥,=1, 1, = mixed) is an equilibrium, first order condition for the firm with
respect to p, and first order condition for the internal hacker must be satisfied at zero. Equating
C.2 to zero gives the relationship between ), and v, . Plugging the equilibrium value of ¢,=1
into that expression and solving for v, gives
_c(1-PH(1-e+(1-PHe—-(1-P)el)—(1-Py)(1—Py )d—c)el
2 (I-e+(1-PHe—(1-PHEH) A1 - P))+c(P) —Pl))
Equating C.4 to zero gives the relationship between p, and p, . Plugging the equilibrium value

(C.9)

of p,=1 into that expression and solving for p, gives
— P!
P, = 'U—?'B (C.10)
A-P)p
There are two necessary conditions for this equilibrium. First equilibrium values given in (C.9)

and (C.10) must be between zero and one. Second equilibrium values must make derivative of
the payoff function for the firm with respect to p, and derivative of payoff function for external

hacker given in C.1 and C.3 positive (since p,=1 and 1,=1). The necessary conditions yield the
following sufficient conditions.

Pl <2 <1and k << <k,
3 d

If ( p,=mixed, p,=0, ¥,=1, 1, = mixed) is an equilibrium, first order condition for the firm with
respect to p, and first order condition for the internal hacker must be satisfied at zero. Equating
C.1 to zero gives the relationship between ), and v, . Plugging the equilibrium value of ¢,=1
into that expression and solving for v, gives
_c(Pl(-e+(A-PHe-(1-P)Yel)+ Py(1-Py)el)—d(1- Py ) Pyel
2 (1—e+(1-P)He—(1—-P)el)AdP. —c(P! - Pl))
Equating C.4 to zero gives the relationship between p, and p, . Plugging the equilibrium value

(C.11)

of p, =0 into that expression and solving for p, gives

Y7,
- C.12
There are two necessary conditions for this equilibrium. First equilibrium values given in (C.11)
and (C.12) must be between zero and one. Second equilibrium values must make derivative of

the payoff function for the firm with respect to p, given in C.2 negative and derivative of payoff
function for external hacker given in C.3 positive (since p, =0 and ,=1). The necessary
conditions yield the following sufficient conditions.

%<P[§ and a1<§<a2



Corollary 1aC. (Similar to Corollary 1a) The equilibria for the stage 2 of the game when the

firm implements only an IDS are given in the following.

Conditions £<k1* kl*<£<af af<£<k; k;<£<a; £>a;
d d d d d
£>1 plzl’p2:1
v, =Ly, =1 p=1p,=0
<24 p=Lp,=K vi=Ly, =1
] p=1p, =1 w, =Ly, =L
A<£<PDI ! 2 pl_ ’pz_
B p=1p=0 vi=Ly, =1
PA<H <A p=lLp,=F | ¥i=Ly,=0 p=H,p,=0
OB ¥, =G.y, =0 v, =Ly, =J
=D,p,=0
£<PDIA pl ~ p2_
B vi=Ey,=0
where, k' = (1—-P))eC 5 A—=P))eC+A1—-¢€Q))

(A—PDeC+1—PDA—£0) " 2 (1= POECH+ M=) + (- PH(I—A)(1—£0)

S Plel S Pl (e¢ +A1—€0Q))
'R+ P(1-€0) " 7 By(eC+A1—£Q)+ PL1—N(1—eC)

and  D=—H_ E:cPF'(l—sé’)’ F:,u—PD’A,B, :c(l—PF’)(l—eé’), o=t
P,AB Ped(d—c) (1-Py)AB (1-Py)ed(d—c) P,
J:c(P;(l—g§)+P,;e;)—dP,;e§ K_,u—PDI,B _c(1-PHA-€0)-(1-Py)(d—c)

(-e)AdPy—c(Py=PB)) ~ (=P)B "~ (1-e)AMd(1-Py)+c(Py—P)))

Proof of Corollary 1aC.
Security architecture with IDS is a special case of security architecture with IDS plus firewall.

We obtain the results for IDS only case by substituting P =0 and P} =0 into the results of

firewall plus IDS case. All the equilibriums given in firewall plus IDS case converge to
corresponding equilibriums in IDS only case after the substitution. Also separating points on the

x-axis, k;,a,,k,,a,, are replaced by k,,a;,k,,a, .




Corollary 1bC. (Similar to Corollary 1b) The equilibria for the stage 2 of the game when the

firm implements only a firewall are given in the following.

Conditions §<mf m, <§<m; £>m;
U
E>1 p=Ly =Ly, =1
H v =lw =
A<=«<l1 p=Ly, =Ly,=0
B
M p:ﬁ p:o v, =1 /8 =1
p:_ ﬁ > 71 1T 2
AB
U y, =1
<A cd-eF; 1-0)) “A
B = - v,
(1-Fy))d-0)ef
¥, =0
_ pF
where m, = &l-F)

e(1-PH+(0-e+(1-PHe-1-PHel)’

o _&U-P)+ A e+ (1= Pe—(1-P))ef)
el (1-PHY+(-e+(1-Pe—(1-PHel)

A cl—e+(1-PHe—(Pf —PHel)—d(1-P)el
d(l-e+(1-PHe—(1-PHe)A

Proof of Corollary 1bC.

Security architecture with firewall is a special case of security architecture with IDS plus
firewall. We obtain the payoff functions for the firm and hackers in firewall only case by

substituting P} =1, P! =0, p, = p, p, = p into those in firewall plus IDS case. This gives
F(p.y.y,) =—cpll—e(P; (1=8) = (=P, ){y))]-

. . . (C.13)
d(1-p){(—=P))ely, + A1 —e(Pf -y, } - PE (1= O)eo

H, (p.y)=1-P)uy, —(1-PB;) fApy, (C.14)

H,(p,l//2)=,ul//2—,3pl//2 (C.IS)

Possible pure strategy equilibriums are (monitor, hack, hack), (monitor, hack, no hack) and (no
monitor, hack, hack).



First order condition for the firm is
oF

a_p:_c[a—g+(1_p:)g—a—P:>so+<1—P,§)a<wl]+ (C.16)
d[ M, (1= + (1= PDe—(1— PDeC) +(1— PHeC ]

First order conditions for the external and internal hacker are respectively

‘;’Zf — - B}~ B2p) (€.17)

ZZZ’ =p—0Bp (C.18)

(monitor, hack, hack) (i.e. p=1, 9, =1, ¥, =1) is an equilibrium iff 2—1; PERTRRD 0,

OH, ‘ ,—1>0 and OH, ‘ ,—1 > 0. These conditions are satisfied when (i)
o, O,

_ F _ _ F _ _ F
€ U h )t Mmet Ao Fr)em U= P )20) gy 1o A (iiiy 2 1. Hence, (i) and (i)
d e(1-P))+A—e+A-P )e—(1—-PF )eC) 1]
are sufficient conditions.

(monitor, hack, no hack) (i.e. p=1, ¢,=1, 1,=0) is an equilibrium iff Z—F‘ oty 0,
P

%‘ ,-1>0 and %‘ ,—1 <0. These conditions are satisfied when (i)
MYy I,
_ pF
< __s(=h) —— (i) £> A (ii) £ <1. Hence, (i), (ii)
d eCd—(0-FN+1-e+d-F)le—(1-F)e¢) O g

and (iii) are all sufficient conditions.

(no monitor, hack, hack) (i.e. p=0, ¥,=1, 1,=1) is an equilibrium iff Z—F‘ oyl < 0,
0

OH E ‘

a1

o F o o F o o F
< > scd=F F) +Ml-e+d Pff )e—d }:f )0) . Hence, (i) is the sufficient condition.
d e(1-P))+A—e+A-P )e—(1—-P )eC)

0 and L‘ ,—0 > 0. These conditions are satisfied when (i)

Since 1, and 1), cannot be in mixed strategies together in any mixed strategy equilibrium

and 1), > 1), , the mixed strategy equilibriums can be of following forms: ( p =mixed, 1),=mixed,
¥, =0) and ( p=mixed, ¥,=1, ¥, =mixed).

If ( p=mixed, 1),=mixed, 1, = 0) is an equilibrium, first order condition for the firm and first
order condition for the external hacker must be satisfied at zero. Equating C.16 to zero gives the



relationship between ¢, and 1, . Plugging the equilibrium value of 1), = 0 into that expression
and solving for 1), gives

_c(l-eF A=)

= C.19
L A-P)d-0)El 1
Equating C.17 to zero and solving for p gives
Y7,
S ol C.20
P=7 5 (C.20)

There are two necessary conditions for this equilibrium. First equilibrium values given in (C.19)
and (C.20) must be between zero and one. Second equilibrium values must make derivative of
payoff function for internal hacker given in C.18 negative (since 1, =0). The necessary
conditions yield the following sufficient conditions.

KA and 2 <m,

B

If (p=mixed, 1),=1, 1), = mixed) is an equilibrium, first order condition for the firm and first
order condition for the internal hacker must be satisfied at zero. Equating C.16 to zero gives the
relationship between 1), and 1), . Plugging the equilibrium value of 1/,= 1 into that expression

and solving for 1), gives
_c(—e+(-P)Ye—(Py —P))el)—-d(1- Py )&l

C.21
? d(l—e+(1-PHe-1-P e ©21)
Equating C.17 to zero and solving for p gives
Y7,
p== (C.22)
B

There are two necessary conditions for this equilibrium. First equilibrium values given in (C.21)
and (C.22) must be between zero and one. Second equilibrium values must make derivative of
payoff function for the external hacker given in C.17 positive (since v,=1). The necessary

conditions yield the following sufficient conditions.

A< <1 and m, <§< n,



Corollary 1cC. (Similar to Corollary 1b) The equilibria for the stage 2 of the game when the

firm implements no technology are given in the following.

Conditions §<m1 =&l ml<§<m2 =el+A(1-¢&f) §>m2
y7i
5! p=1ly, =Ly, =1
H =y —
A<E<1 p=Ly =Ly,=0
p==
_ M B pP=0.y, =Ly, =1
p_
Ap y, =1
A c(l-£0) T
B Vi (d-c)el”’ P od(1-eH)A
szo

Proof of Corollary 1¢C. Security architecture with neither a firewall nor an IDS is a special case
of security architecture with firewall. We obtain the results for no technology case by

substituting P, =0 and P} =0 into the results of firewall only case. All the equilibriums given in
firewall only case converge to corresponding equilibriums in no technology case after the
substitutions. Also separating points on the x-axis, m, ,m,, are replaced by m,,m, .

Proposition 2C. (Similar to Proposition 2) For the default configuration scenario, given any
set of parameters, there exists a o such that if the cost of dropping an authorized external user

is less than o then the value of firewall to the firm is positive; otherwise, the value is negative.

Proof of Proposition 2C.

We calculate the value of firewall to the firm as (expected cost in no technology case) —
(expected cost in firewall only case). Since different equilibriums exit in different regions of
parameter space, we first overlap equilibriums obtained in both cases. It can be easily shown that
m; <m, . As a result we get three distinct regions in parameter space. Table C1 summarizes the

loss in each region. Table C2 shows value of firewall.

To prove that there is a threshold value for o below which the firm realizes a positive value
from the firewall, all we need to show is the value expressions given in Table C2 is positive as
o goes to zero and those are decreasing in o . Since the coefficient in front of o is negative in
each expression, we only need to show value at ¢ =0 is positive. It is obvious from Table C2 that
when o is zero, the value is positive. The last column of Table C2 shows the threshold value of
the cost of dropping authorized external users in different regions of parameter space.
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Table C1. Equilibriums under No Technology and Firewall Only Cases

Overlapping Equilibriums
Condition No Technology Firewall Only
Equilibrium Exp. Loss Equilibrium Exp. Loss
H_, | ¥ mixed| cdd—e) p.py mixed | cd(1-e+(1-PHe—(1-PHel) N
b = d—c ¥, =0 d-c
PI(1-{)eo
1Koy | PELH=1 p=Li=1 | c((I-e+(1-P)e-(1-P)Hel)+
B P, = Y, = 1-PHYO)+PL(1-O)eo
Lo, | p=li=1c p=Li=1 | c(I-e+(1-P)e-(1-P)el)+
B b, = b, = (1-PHE)+ P (1-)eo

Table C2. The Value of Firewall to the Firm and the Threshold Value for the Dropping Cost

Condition The Value of Firewall The Threshold Value
H s PF(1—-O)e(de—(d —c)o) dc
B d—c d—c
1> Hop | ECE +(Py =B ~F (1-)0) (B +(Py —P)E)
B PI(1-¢)
Hoy e(c(Pf +(P) —PHO) -PF (1-{)o) c(Pf+(Py —PDHY))
F
PF (1 - 5)

Proposition 3C. (Similar to Proposition 3) For the default configuration scenario, the value
of implementing only an IDS is positive iff (1! ) < PIA.

Proof of Proposition 3C.

First we calculate the value of IDS to the firm as (expected cost in no technology case) —

(expected cost in IDS only case). After overlapping equilibriums in these cases, we obtain four
regions in parameter space. Table C3 shows these regions.

11



Table C3. Equilibriums under No Technology and IDS only Cases

Overlapping Equilibriums

Condition No Technology IDS only
Equilibrium | Exp. Loss Equilibrium Exp. Loss
£<PD’A p,1, mixed | cd(1—eQ) Py, mixed chF’ (1—-¢¢)
ﬁ 1/)2:() d—c pz:d)z:() (d—C)PDI
AsHspip | Pt mixed | cd(=2Q) | ppty mixed | c(d(1—Fy) +e(By = P))(1—£0)
B Y, = d—c p =L, =0 (d_c)(l_PDI)
1>£>A p:l,wlzl ¢ plzl’p2:1
B Y, = =Ly, =0
Ay p=Ly¢=1|c p=1p,=1
ﬁ wzzl ¢1:1a¢2:1

Table C.4 shows the value of IDS in each parameter region. When

positive. On the other hand, the value is negative when A >

value of IDS is zero since expected costs in both cases are the same.

Table C4. The Value of IDS to the Firm

Condition The Value of IDS
£<PDIA dC(PDI_PFI)(l_go
B (d —c)P!

Ao by pa | G FHI—20)

B (d—c)1—Ph)
1> # >A 0
b
ﬂ>1 0
b

> PJA . In other two regions the

<P!A , the value of IDS is
ﬁ D
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Proposition 4C. (Similar to Proposition 4)

(1) When A<%§ P!

(1—P)(1—P})eC

e If A< = PYI— P+ (=P (I—2+(—P e —(—P))e0) then IDS and firewall
substitute each other.
e If
(1= Py)(1—=Py)eC < (1-Py)e¢

1 F 1 F F < A< F F F
A-P)A—Py)e(+(A—-P)d—e+A—Pr )e—(1—P. )eQ) A-Py))eC+A—e+A—=P )e—(1—P. )eQ)
then IDS and firewall complement each other.

(1- PR~ Py)e¢

- - ; - - :IDS and
A-=P)A—=P))e¢(+(A=P)1—c+1A—=P )e—(1—P;)e()

(2) When A>ﬁ>PDIA & A<
B

firewall conflict with each other.

where A=c/d

Proof of Proposition 4C.

To show the interaction effect, we first need to overlap equilibriums in all four cases in
parameter space. Although we assume that m, <k, (since no ordering is possible between them)
equilibrium regions do mnot change even if wee assume m >k . Then we
calculate V., — (V. +Max(0,V,,¢))to assess the extent of interaction between security
technologies. Table C5 presents these values in each region.

From Table CS5, it is clear that when Plj A< %<A and §<kl , firewall and IDS conflict with

each other because V. ¢ —(V,+Max(0,V,)) is negative and V, is negative. ~When

A <£<PD’ and k1<§<mf , firewall and IDS complement each other since

Veims — Ve +Max(0,V,s)) 1s positive. When A <%<PI; and §<kl, firewall and IDS

substitute each other since V.., — (V. +Max(0,V,)) is zero.
Table CS. Interaction Effect between Firewall and IDS

ulp cld Vs — Ve +Max(0,V,)) Interaction
Effect
(PoAA) | (Ok) | —c (gl +q) —D(1—c+qie—qiel) Conflict
(d—o)1—q))
(A,P) |(0,k) |0 Substitute
(A P)) | (k,m) | (d—c)A—g Y1—eO(B—p) Complement
5
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