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Appendix for Dynamics of Shared Security in the Cloud
Nan Clement and Daniel Arce
Appendix A: Proofs for Section 2
A.1. Proof of Proposition 1
Proposition 1 Recall
= (1 =p(V5,0))b(yi,e) = ksie — ASj i1
Taking the first derivative with respect to other users’ investment decisions,

8ui’t _ —b(yl t)ap(‘/;’t) (9Vj,t _ )\aSjyt
881'/715 ’ 6‘/]"15 631'/’15 (9Si/,t

In a symmetric MPE equations (1) and (2) become

j t= Z 5t yz’ t Si’,t) + (yi,t - Si,t) — OScspjit

jt_zét cspjt+ _1)Si’,t+8i,t]

First, without switching costs (A =0) the first-order derivative is

£ Ip(Ve) OVj
e W) Ty T T

Without switching costs, users’ security investments are plain complements.
With switching costs, plain complements requires

ap(vj,t) avj,t Aasj,t

asilyt (y ‘t) 8‘/]'7t 381»/7,& 852‘/7,5

Appealing again to the expressions for V;; and S, in a symmetric MPE, it becomes

b(yee) 8’;(; )5t 5 A0t

Without switching costs, a CSP’s security investment is a plain complement for users,

_ Op(Via) OVie _ Ip(Vje) t
ascspj’t - b(y’b,t) a‘/j,t ascsp]’,t - b<yl7t) a‘/;’t [ a(SV] >0

With switching costs, plain complements requires

ou,; @p(V—t) oV, 0S5+ (9p(V—t) 9S4
= —b(y; I LB\ 2 = by ) ——L[—adE ] — A >0
O8cspjt (vie) OV OScapit O8cspjt (v:2) OV [maoy] OScspiit
Given afS-""_ = 0%, this reduces to
cspj,t

op(V;

b(yir) v, )5t > A%

The condition is the same as for other user’s security investments.
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A.2. Proof of Proposition 2
Proposition 2 From the proof of Proposition 1

Ou;y Op(V;+)
({987;/7,5 _b(yl’t) BVM

(dy(n—1)) = Adg(n—1)
The cross derivative is
ouz,  oul, op* (V..
ki )
0840841 4 851 t@s” —b(yie)ov 8V2
A.3. Proof of Proposition 3

(Ov(n—1)) <0

Proposition 8 The first derivative is

Ou,; 4 Op(V;¢) OV 4 85
== —b(yi.) : ~—k—
asz‘,t ’ avj,t aSi,t 651 t
The cross derivative is . )
Uz ¢ 6p (V] t) +
——— = b(Y; 4 )0y ———(—ad 0
IR (Yi,e)Ov v, (—ad") <

Appendix B: Proofs for Section 4
B.1. Proof of Lemma 1

Lemma 1 Following the argument in B-S, differentiating Bellman equation (8) with respect to state V; ;1
OUi(Via1:8ju=1) _ 2 0pWVie) OViu  OU(Vie Si) OV
OVjia Vi Vi Ve OVjia

Given 3‘/3-7,5/8VN_1 = 5\/7

8U (V]t 1751t 1) -5 _ bap(vj,t) +58Ui(vj,tvsj,t)
oV e oV, ov; .

0550 and substituting into the above equation

Solving the best reply for y; , in (10) for 2% (a .

8U( J,t— 17Sj,t—1)
OV

—0y (1 =p(V;)o)b" <0

B.2. Proof of Proposition 4

1 9U;i(Ve—1,5¢-1)
8V_}t 1

results in the Euler equation.

Proposition 4 From lemma 1, (1 —p(V;,)e)b’ = . Substituting this into the first term on

the right-hand side of (10) and solving for W

B.3. Proof of Proposition 5

Proposition 5 Totally differentiating equation (12) with respect to Vi

706,879(‘/}371) 7Cb82p(‘/xt71) avvjft—l — 5o ch 8]9( ) 8V
8Vj*t— 1 0? V'*t— 1 8V]‘Tt v 8Vj’:t a‘/j:kt
Given Bf;(v’ DN o0 ‘(/ > 0, and rearranging terms
it
/8P(V t—1) a? p(V-ft7 )
6VJTt _ cb 8‘/* 11 + cb Bzv%t—ll >0 (21)
OV 0y ey i

All terms in the numerator and the denominator of equation (21) are positive. Hence, V', /OV}, ;| > 0.
This and a positive second derivative of p(-) implies the dp(V*,)/0V}, in the denominator becomes larger.
It is, therefore, possible the denominator is greater than the first term in the numerator. Hence, whether

oV}, /OV, ;> 1 depends on §, dy, and the second term in the numerator.
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B.4. Proof of Proposition 6

Proposition 6 From equations (12), the Euler equation of optimal V¥, ; and V}, is:
* 6p(v* - ) *
[1— p(‘/j,tfl)c}b/(yi,tfl) - b(yi,tfl)ﬁ’tl =doy|[1 _p(Vj,t)C]b/(yz‘,t)
-1
Substituting in the components of V', as a function of V*, |, S;, and v, (with v, =y, in a symmetric
MPE):

* / 8p(v* _ )
[1—p(V},_ )b (yie—1) — b(yl,t,l)ﬁil1

For any given value of the left-hand side of equation (22), if S, increases, y;; must commensurately

=00y [1—p(ov V)1 +nyie — S;.0)elb (vie) (22)

increase, holding all other variables constant:

OYi
=~ >0
08,
B.5. Proof of Proposition 7
Proposition 7 From Proposition 6,
OYi
=~ >0
08,

where S, =nS;; +aSeepjc = Sii+ (n—1)Sir s + @Scepji-
Suppose the increase in S} ; is solely from other users. If Sy ;, ¢’ # 4 increases but S; ; is constant (= s, ; =0)
and Sy, i constant (= Sespjr = 0) , then v; ; =y;, — $;; must increase because y, , increases in S
B.6. Proof of Lemma 2

Lemma 2 The rationale for this lemma and its proof is as follows. By backward induction, given the

optimal y; ,’s, from Bellman equation (8),

OU(Vio-1:Ss01) _y OpVi) 0V, 0Sie s [0U(ViasS5) 0Sus | OU(Vias Si) Vi 051
8Si,t a‘/j,t 8Si,t asi’t 8Sj,t asi,t 8‘/;,t 8Si,t asi,t
Substituting in ggj: =—1and % =1:
OU;(Vj4-1,54.-1) op(V;4) oU;(V;+,S54)  OU;(Viy,S;4)
=125, —cb LA NN gt 94,t) J,t) 93, _ 9
D5, v, T 95, v, 0 (23)

where 0U;(V;;,S;:)/05;+ is unknown. Hence, the need for the lemma.
Once again, characterizing the implicit best reply function for s, , in (23) requires analyzing the Bellman
equation (8) using the B-S procedure with respect to state S; ;. Given the optimal s; , from (23), differentiating

Bellman equation (8) with respect to state S;;_1:
OU(V;4-1,8;4-1) _bcap(vj,t) OV 0S4 k  0S;.

= - — -0
95,41 Vi, 08,08, 1 n 0S; 1 s)
4 <8Ui(V},t,Sj,t) 05,4 OU;(V;4,S;4) OV, 0S;4 )
8Sj’t 8Sj7t_1 a‘/j,t aS]',t 8Sj7t_1
As geto =6, and gt = —1:
U (Vj,e-1,Sj,6-1) -5 bc5p(Vj,t) 4666 OU;i (Vi Sjie) _ OU; (Vje, Sje)
9S4 1 Tov,, 0 95, V.,
Substituting the value for BU’?(gg;*tS.j,t) _ an(g(/vjt’tS“) derived from the implicit best reply function for s, ; in

(23) yields:
an(‘/j,tfla Sj,tfl)

(9Sj7t_1

Thus proving the lemma. Upon iterating one period, it is the unknown term in first-order condition (23).

:6sl€
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Appendix C: Proofs for Section 5
C.1. Proof of Lemma 4

Lemma 4 Given an infinite horizon, the characterizations in lemmas 1 and 2 continue to hold for all

1 € {stay, switch}, where j is the relevant host CSP j € {1,2}:

U, 02U, ap(Vy,)
‘ = 0,1 — . b’ L 52 b/
Vs vl =p(Vj)c] VLT oV,
. 2 . .
oU; PN 0°U; _0 ouU; _0

S 2 )
95511 9554 955,1-10Vj 41
In addition, from lemma 3: Ysuwiten — _ )\ = BU*M =0.
051,41 S1 =1
As Uy, is a function of Vi ;1,51 :—1, and Usyen is a function of Vo, 1,51 and Sy ;_1, we employ the
partial derivatives expressed above in order to generate a second-order Taylor series as approximations of Us;q,
and U,,ien- Such a quadratic approximation is appropriate because two of the second-order partials above

equal zero, as does the cross-partial. Higher-order partial derivatives are equal to zero as well. Furthermore, a

Taylor expansion is around zero, and Us;ay(0,0) =0, Ugypiren (0,0,0) = 0. It follows that the Taylor expansions

are
1 9p(V;
Usta.y(vl,t—17 Sl,t—l) = 5sksl,t—1 - 5V[]~ 7p(vl t) ]b ‘/1 =1 + = 2 ];(‘/1 t) 62 Cb,V12,t—1 + Cstay
1,t
Uswitch(VQ,tflv 52,t717 S1 tfl) = _)\Sl,tfl + 5sk52,t71 - 5V[1 —p(VQ,t)C]b/VQ,tA

1 ap(Vg t)

where (s and Cowicen Tepresent the residuals. From here on we ignore the residuals and focus on the

62 Cb/V22,t—1 + Cswitch

quadratic approximations.
CSP 1 only needs to make a sufficient security investment such that the no-switching constraint is binding.

Call this S7"/" such that Usiay = Uswiten- That is,

; 1 0p(V;
Bk ST — 8y (L — p(Vi ) Vi s + 222 g2 2
2 OV,
i 1 0p(V;
:—)\SfltTl'i-(sskSQ,t—l—5v[1—p(V2 t)] Vzt 1+§ 1;(‘/21&)52 bVQQt 1
2.t

) 1 .
Sir’ltuil = X{(SS]@(SQ,t—l - Sil};gl) - va/{[l _p(VQ,t)C]VQ,t—l - [1 —p(V1,t)C]V1,t—1}

10p(Vay) 10p(Vi4)
2 8‘/2 ot 2 8‘/1 St

this is the expression for S7%™; given in Lemma 4.

0y Cb/‘/22,t71 52 b,V12t 1)

We now turn to the claim that the no-switching condition can hold even when Sy ; 1 < S2 ;1 and Vi ;1 >

Va4—1. Pulling all ST/, terms to the left-hand side of the above equality:

1 . 1 1
(1 i Am) Sy = 3 05kSa i1 — SO B{[L— p(Va)elVasor — (1 p(Va)lVi.r})

1 9p(Vay) o 2
— opcb’
+2A 8‘/215 V2t 1

1 8p(V1 t)

™ av, o0l Ve, (24)
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Since p'(V;;) >0 and p”(V;,) >0 and we assume Vo, 1 < Vi, 1:

_ iﬁp(VQ,t) iap(vl,t)
2)\ 8‘/2yt QA a‘/vl,t

SV, | — Seb' V3,1 <0

If we assume 1 —p'(V;;)dyc<0,®

Syb’
W::‘*‘%%’{[1‘*P(V3¢)4‘3¢—1‘*[1‘*P(Vﬁ¢)4‘ﬁm—1}<10

Then the above expression for S7%", in (27) can be written as:

1 ; 1
1+ —6gk ) SN = Z6kSy,_1 + [T+ (25)
A ! A ——
(=)

For this to hold it must be the case that S{‘,‘tiﬁl <Sa-1

C.2. Proof of Proposition 8
1 . 1 1
<1 + 5sk) STt = XéskSQ,t—l — O {[1 —p(Va, )] Va1 — [1 = p(Vie)eVae1}

X By
+% ag(v?:) S2eb'VE,_y —~ % 82(‘2;) S2eb'VE,_ (26)
gmin — m{asksw,l S b1 p(Va)eVaus — [1— p(Vi)elVie 1}

C.3. Proof of Proposition 9

The no-switching condition in equation (27) can be written as a function of participation constraints (15)
and (16),

3 \ )\5316511)3,1 (28)

By symmetry, if users of CSP 1’s participation constraint is met, it is met for users of CSP 2 as well. It

1 ; 1 1
(1 + (5Sk) STty = ~0skSy, 1+~

follows that S3%_; = S75_;. Substituting into equation (28):
1 min 2 pc
1+X(Ssk S1,t—1:X55k51,t71

min pc 1.
We can see ST, < S7%_ if:

1 2
1+ Xésk > Xésk

which is:

A>0sk

The left hand is the per-unit marginal cost of accumulated security for users because of the lock-in effect.
The right hand is the depreciation speed of security investment times the per-unit cost of security investment

for users. And from lemma 1, it is the marginal benefit of accumulated security for users.

8 Recall 6v,c € (0,1).
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C.4. Proof of Proposition 10

By backward induction, given the optimal y; ; and optimal s, ;:

6H( J,t— 175]#71) aﬁ(v;t) an,t aSCSpj,t

=-CnB - K
8Scspj,t a‘/j,t aScspj,t 8scspj,t
45 O, (Vje:S56) 0S54 + OIL;(Vyi,S54) OV (95'551,3-,,5} -0
6Sj,t 8Scsp] t a‘/j,t aScspj,t 8Scspj,t
. . . Vi 0S¢ Sespjt _ 1.
Substituting in Bt = Y G = and 2 Brerrry = 1:
=151, —CnB it K4S J\VjtsP5,t) i\V4,t» 3, =0 29
8Scspj,t nba 8‘/j,t oo 6Sj,t 8‘/]'7t ( )
where 2L %VSJ'.:;S"’” and 2L (;/‘J/:fs“) are unknowns.
At the optimum the term in brackets takes the value
L (Vs Sje) 0N (Vie, i) — K CnB Op(Vje) (30)

98, oV, T b 5 oV,

i (V1,8

. ., oIl ; .
is an unknown, in actuality Tﬂ) =0 because, as we argue in the
J,t

While it is asserted w
J

text, by the process of backward induction, once the CSP selects it’s s, there are no degrees of freedom left

O (Vie—1,S5.e-1) _ 0

for determining S; ;. Selecting s.,; . is equivalent to selecting S; ; and, at the optimum, Fry—
cspj,t

%25”) = 0. Once this is established, equation (30) is used to
e

along the optimal path.

For purposes of completeness, we prove
Tl s
solve for (Tt”)

Employing the B-S procedure by differentiating (17) with respect to state S, ;_1:

3H( Jyt— 1vsj,t71) 8]5(‘/“) avj',t aSj,t ascsm‘,t aSj,t

=—-CnB -K
8Sj’t_1 6‘/},t 6Sj’t 8Sj’t_1 8Sj7t 8Sj7t_1
45 ML (Vie, Sjie) 08 + OLL;(Vie, S5,6) OV 0S54 ]
8Sj’t BSJ t—1 a‘/j,t 8Sj,t 3Sj7t_1
Directly differentiating, azii’il =dg, gg: =—1 and afsfp : -=aq, which is a constant. Hence, by the inverse
function rule for partial differentiation, 62%”;"5 = 7. The above equation becomes
OIL; (Vje—-1,85,0-1) —5sCn Bap( t) fisK ) OIL; (Vje, Sj) _ OL; (Vje, Sj)
3Sj,t_1 (9V « 3Sj,t 8‘/j,t
Substituting in the value, 2 ((;/;_:;SN) - (;\Zf;Sj’t) =5 - %%\3:), from equation (30),

6Hj(‘/vj',t71) Sj,tfl)

=0
aS] t—1
That is, our intuition with respect to %lf”l) and %tts“) at the optimum holds. A CSP’s
cspj, Js

security investment only impacts its optimal value function by reducing total vulnerability. Substituting this

value into equation (30), ( ) W)

O, (V. S50) 1 op(V;) K

— 2 =~ \CnB L — 31
Ve o " Ve @ 1)

Returning again to the B-S procedure,

a]-_-[ ( Jt— lej,t71> _

op(Vj.) 9V, O (Vj4:S56) OV

=—-CnB +46
OVji Vi OV OV OVji-1
Substituting in a?/YJ;’t = Jy and the value from equation (31),
jt—1
O (Viye—1,5j,6-1) p(Vje) p(Vje) 1K K
: =—-CnB ) 5 B dy —=—0yd =0y —
OV Cn 81/“ vogCn avj,t Visa " Va
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Appendix D: Proof for Section 6
D.1. Proof of Lemma 6
Ui(‘/j,t—la‘s’j,t—l) = maXx {uzt() +6Ui(V7',t75j,t)}

Si,t Yi,t
Given the optimal y; ;, ;Qit =0.
UV Siam1) _  0p(Vad) Vs 08y 95 o [OUVia S3) 0Sus , OU(Vsas S3) V3 98] _
asi,t a‘/j,t 3Si7t 857;’75 gt asi,t 6Sj7t 8Si,t 8‘/j,t 6Si,t asi,t
Substituting in g?: = —1 and Zf—?": =1:
an(Vjt—laSjt—l) ap(vjt) an(ijsz) an(Vj taSjt)
> ’ — 2 — k . 2 2 — 2 2 = 2
88i7t Cb 8‘/}’]5 SJvt + 6 8Sj’t a‘/j‘t 0 (3 )
6Ui(‘/jt71a‘s’jt71) 5P(V't) k 2 8Ui(V'taS‘t) an(V'taS't)
: : =dgb L (28,05 — 0225, ,_ 0g0 ALk LT/ AL
0S8, 1 SYTV,, 3 (253405 = 05255.-1) +0s ds;, V.,

OU; (Vj,6,55,6)  0Ui(Vj+,S;
955 ¢ oV 4

Substituting the value for
(32) yields:

) derived from the implicit best reply function for s;; in

OU;(V;4-1,S;,-1)

=02kS;
8S;4 1 sHget
D.2. Proof of Lemma 7
aU; 0*U; aU;
" =5%kS 1= =0k, ——————— =0
89S TN T a82, a8, 10V,
7861{;1’1’:?1” =-\= 782g%t:h =0 does not change.
The second-order Taylor series as approximations of Uy, changes,
, 1 9p(V3 ,
Ustay(vl,tfla Sl,tfl) = 63ksit,1 + 5s2ksf’t71 - 6V[1 _p(‘/l,t)c]b Vl,tfl + 5 Z(;(‘/Lt) 5\2/Cb ‘/12,1571 + Cstay
1t

Us,witen does not change,

Uswiten(Va,i—1,82,0-1,51,0-1) = =AS1,-1 + 0:kS2 -1 — 0y [1 — p(Va )] Va1
1 310(‘/2,1)
2 OVa,
where (10, and Csuieen represent the residuals. Terms about V' do not change. In the previous proof, since

2 1/ /2
6VCb V27t_1 + Cswitch

P (V;.)>0and p”(V;,) >0 and we assume Vo, 1 < Vi, 1:
_ i@p(Vg,t) i@p(Vl,t)
2\ OVa, 20 OViy
If we assume 1 —p'(V;,)dyvc<0,°

5o’V 4 — 6cb' V3,1 <0

1
V== {0t {[L = p(Vor)eVauo1 = [L = p(Vi)e] Vi1 } <O

Then the S7"¢ can be written as,

202kST "% + AST " =65k Sa 1 + [V + Q)

1 ) ) 1
(1 + 2)\6§kS{’me{> STt = (OskSze + [V + Q)

9 Recall 6v,c € (0,1).

=0





