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Appendix A: Economic Basis for the Spear-Phishing Analysis in Section 3.2

This appendix presents the financial underpinnings of our spear-phishing simulation, using the Return on
Attack (ROA) calculation from Section 3.1 and Cremonini and Martini (2005). ROA measures the profitabil-

ity of an attack as

Gi icit — C ota Mcorrcc - C'xc + Ma ac
ROA — illicit ttl:| Jlap ( fixed T C| tt kD7 (A1)
Ctotal C’ﬁxed + C|Mattack|

where an attack is considered profitable if ROA > 0. In this expression,

o | M. omeet| denotes the number of correctly impersonated social ties,

o «is the conditional monetary payoff per successful complaint/case (given that an impersonated contact

yields compliance),

o p is the probability that a correctly impersonated individual ultimately yields financial losses (i.e., the

attacker’s success probability),
e Chyed captures overhead costs that do not depend on the attack size,
e ¢ is the marginal per-message cost through texts or emails, and

o | Magtack| refers to the number of edge-level impersonation messages in the phishing campaign. Multiple
messages may target the same victim through different impersonated contacts, so this is not necessarily
the number of distinct users.

A central focus in our analysis is that behavioral data leakage can significantly increase |M.orrect|, €ven

for a fixed attack size |Magack|. Formally, if the attacker’s attack precision is given by
_ |Mc0rrcct|
‘Mattack| ’

then better knowledge of the network boosts ), by allowing impersonation of genuine social ties—thus

T M

improving the attacker’s expected profit. When social ties are leaked via behavioral data, 7, increases,
thereby boosting | M orreet| and making large-scale attacks substantially more profitable. These considerations
guide our simulation parameters and underscore why mitigating social network inference is critical to reducing
the overall spear-phishing threat. Consequently, understanding how behavioral data influences | M. orreet| 18

essential for evaluating the economic feasibility of large-scale spear-phishing.
A.1. Parameter Estimates

Conditional Illicit Payoff @« and Compliance Probability p. From Table 1, we use a = $581.29, the
unweighted average of the six annual loss-per-case entries; conditional on a successful, monetized imperson-
ation, this is the per-case payoff to the attacker. Rows 2018-2020 use victim counts from the 2020 IC3 report’s
three-year comparison for “Phishing/Vishing/Smishing/Pharming,” whereas rows 2021-2023 use complaint
counts from the 2023 IC3 report’s three-year comparison for “Phishing/Spoofing.” The corresponding count-
weighted average for the same six rows is $346.07; using that alternative calibration would proportionally
lower the expected gross-gain term and lower ROA according to Eqn. (4). We further assume a phishing
success probability p = 0.1, indicating that 10% of correctly targeted attack cases yield a financial return
when the attacker’s impersonation is accurate.

Fixed Costs Chgyeq- Cybercriminals often outsource phishing operations to freelance markets, incurring

costs in:
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1. Data Collection: $20-$50/hour for ~ 40 hours (e.g., web scraping, data purchasing).
2. Computational Labor: $10-$100/hour for ~ 40 hours (e.g., training inference algorithms).

3. Phishing Message Writing: $15-840/hour for ~ 16 hours (e.g., crafting emails to impersonate trusted
connections).

Based on these rates, we consider three fixed-cost levels:
Chxea € {$1,440, $4,040, $6,640 }.

These figures capture a range of plausible expenses, reflecting typical offers on freelance platforms. Data
collection costs were obtained from Upwork’s reported rates for data analysts: $20-$50 per hour (https:
//www.upwork.com/hire/data-analysts/cost/). Computational labor costs were extracted from Upwork’s
software developer rates: $10-$100 per hour (https://www.upwork.com/hire/software-developers/
cost/). Message writing costs were estimated from Upwork content writing rates: $15-$40 per hour (https:
//www.upwork.com/hire/content-writers/cost/).

Variable (Per-Message) Cost c. We treat delivery-related expenses as scenario assumptions: $0.01-$0.05
per SMS message and $0.10-$0.50 per email message. Though modest, these fees significantly affect ROA as

| Mastack| grows large, particularly when attack precision is high.
A.2. Minimum Attack Precision for Profitability
From Eqn. (A.1), the break-even condition ROA =0 implies

‘Mattack| c—+ Cﬁxed
b« |Mattack‘

™M 2

(A.2)

In practical terms, a high attack precision implies that the attacker accurately identifies a large fraction of
genuine social ties, enabling more convincing impersonations. Conversely, platforms can reduce attack preci-
sion by obscuring user—user connections (e.g., via privacy-protection mechanisms), thus lowering adversaries’
chances of successfully matching real edges.

Figures la—1c show how this minimum attack precision for profitability varies with the per-message cost
¢ and the conditional illicit payoff per successful case «, holding the attack size fixed at |Mgpack| = 5,000.
When adversaries can accurately identify real social ties, attack precision rises; platforms can push it lower
by obscuring user—user relationships through privacy-preserving mechanisms.

Figures 1d-1f illustrate how ROA changes across different cost structures and attack-precision levels, fur-
ther underscoring that high-precision attacks are significantly more profitable and therefore warrant stronger

privacy measures.
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Appendix B: Robustness Checks for Financial Incentive of Spear-Phishing Attacks
for Attackers

This appendix extends the analysis of spear-phishing economics to different campaign sizes beyond 5,000

impersonation messages, examining how changes in attack precision drive ROA (return on attack). The

scenarios include 1,000, 10,000, and 50,000 messages, each evaluated under varying levels of unit cost per

phishing attempt and the same illicit-gain calibration used in the main text.

For an attack of 1,000 impersonation messages, the upper panel of Figures B.1 shows that minimum
attack-precision thresholds decline sharply as per-message costs fall or illicit gains rise, ranging from 0.8%
to 31.0% for lower-end costs, 2.2% to 72.5% on average, and 3.6% to 113.9% at higher-end costs; values
above 100% are infeasible for a precision and should be read as indicating that no feasible attack precision
can make the attack profitable under that parameter combination. The lower panel demonstrates that once
attack precision surpasses approximately 4% at lower-end costs, 8% at average costs, and 12% at higher
costs, ROA becomes positive and continues growing with further increases in attack precision. At attack
precision values near 20%, ROA can reach 702%, 187%, and 75% for low, average, and high labor costs,
respectively.

When the attack size is increased to 10,000 impersonation messages, the upper panel of Figures B.2
confirms the same trend: attack-precision thresholds needed for breakeven reduce considerably as costs drop
or gains climb, varying from 0.1% to 10.3% under lower-end costs, 0.2% to 14.4% at average levels, and 0.4%
to 18.6% at higher-end costs. The lower panel reveals that ROA remains below zero if attack precision is
too low or if per-message costs are high, but it grows rapidly once attack precision exceeds about 1% at
lower-end costs and 2% at upper-end costs. At an attack precision of 20%, ROA can rise to 7,449%, 2,708%,
and 1,625% across low, average, and high labor-cost conditions.

For large-scale attacks of 50,000 messages, the upper panel of Figures B.3 again shows a sharp decline in
break-even attack-precision thresholds as gains increase or unit costs drop, with values ranging from 0.02% to
8.4% for lower-end costs, 0.05% to 9.3% on average, and 0.08% to 10.1% at higher-end costs. The lower panel
indicates that ROA is already positive at an attack precision of around 1% if the cost per message and labor
rates remain low, and it continues to expand at higher attack-precision values. When attack precision reaches
20%, ROA escalates to 29,863%, 12,704%, and 8,041% for low, average, and high labor costs, respectively.

These findings consistently underscore how modest rises in attack precision can translate into steep gains
in ROA, especially at larger attack scales where economies of scale increase overall profits. Even at smaller
scales, ROA becomes positive at relatively low attack precision when labor costs are minimal or when per-
case illicit gains are sufficiently high. The results confirm that mitigating adversarial attack precision—Dby
limiting the ability to accurately identify social-network links—remains critical for reducing attackers’ ROA

and, by extension, deterring large-scale spear-phishing attempts.
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Figure B.1

Figure B.2
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Figure B.3
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Appendix C: Proofs
C.1. Proofs for Network Identification

C.1.1. Proof of Theorem 1. The proof is conditional on a fixed nonzero hyperparameter 3, so the
coefficients ﬂagk) in the linear systems below are treated as fixed once the observed actions and the hyper-
parameter value are given. (Necessity) First suppose that it is possible to uniquely determine G from the
K observed Nash equilibria. Without loss of generality, let P ={1,2,---,p}. We now proceed to prove the
“only if ” part of the statement.

Denote the first p rows of G by G” and the last N —p rows of G by GV~

For the nodes i € P, we stack the agk) and bfk) into vectors 5,) [a(k) . ,a;’“)]T and b(k) =
[b(k) 7bz(j’“)]T. Similarly, for the nodes i € V—"P, we stack the agk) and bgk) into vectors a§,)7, =
[a E’;lw caP)T and b, = [bE’;lw -, b]7. Furthermore, we stack the entries {Gy;|G,; € GP and i <
j} in rows on top of one another into vec(G7) := [G12,Gi13, - ,Gin,Ga3, - ,Gay, -+ ,Gpn]T. Simi-
larly, we stack the entries G;|G;; € GY~F and i < j in rows on top of one another into vec(GY~7) :=
[Gor1)42): Gty or3),+ Gv-nn] "

Let Q7™ be defined by Q7®) = {¢/™} where

Ba, G=(t—1)N =" 4 and {t:teN,t < i}
qZP(k) _ Ba(k) N1 (2N712)(171) <j< (2N72171)z (C.1)
J (i+j——"—%)
0, otherwise.

Since the full behavioral-inclination rows B;. for all ¢ € P are publicly known, the part of equations in Eqn.

(8) related to the nodes in i € P is represented by APx” = c” where x” = vec(G7), and

QW —bg,l) —l—ag)
@ el
QP () b(K) +al
Each Q7™ has dimension p x M, so A” has dimension pK x (21\u+1)19 Note that the elements in A"

and in c¢” are known. Because the observed equilibria are assumed to be generated by a true graph satisfying
Eqn. (8), there exists a true vector vec(G”) such that A”vec(G”) = c”. Hence c” lies in the column space of
A7 sorank(A”) =rank(A” | c”). Therefore, vec(G”) can be uniquely solved when rank(A”) = |[vec(G7)|.

Let us now for the sake of the argument assume that vec(G?) is indeed uniquely recoverable, and for the
sake of a contradiction argument assume that |P| < N —1. We then focus on the solvability of the entries in

vec(GV~P). Define QV-PI*) as QV-PIK) = ("M} where

Ba?}rﬁ), j:(t—l)(N—p)—@—i—iand {t:teNt<i}
k) 2N—2p—i)(i—1 - 2N —2p—1—1i)i
g0 = {1 e, enomnaon,, SRR <G < BEE (C2)
0, otherwise
k k k (k) (k
and ¢V=P)k) be defined by cV"P)*) = [q Epll) — 6G(p+1)1a§ - Te. (p+1)pQp *), Eplz)

/BG(p-l-Q)lCLgk) —_ . — ﬁG(p-{-Z)paék)a s ,a/N - ﬁGNlagk) — ﬂGNpap ]
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Provided that the intrinsic behavioral inclinations b; for all i € V' \ P are unknown and
vec(G?) is uniquely solved, the remaining equations involve both the unknown edges inside
V\ P and the unknown behavioral-inclination rows for nodes in V\ P. The dimension count
already indicates underdetermination, but non-identification of the graph entries can be
shown directly. Because p < N — 1, the set U :=V \ P contains at least two nodes. Pick two
distinct nodes r, s € U. For any sufficiently small nonzero scalar n such that G, +n >0 and

the model stability condition remains satisfied, define
G =G +17(ee +ee).
Now define B by leaving all rows unchanged except rows r and s:
B, =B,. — 1A, B, =B, — 8nA,., B, =B, forig¢{rs}.

Then
(I- BG)A =(I-5G)A —pn(e.As +eA,) = B.

Thus the same observed equilibria A are generated by two different graphs, G and G, while
all revealed behavioral-inclination rows B;. for ¢ € P remain unchanged. Therefore G cannot
be uniquely determined when p < N — 1. This establishes the necessity statement of the
theorem.

(Sufficiency) Next, we establish the “if ” part of the statement. To this end, suppose that
|P| > N — 1. In this case vec(G”) = vec(G). Because the observed data are generated by
the model, the system is consistent; hence G is uniquely determined whenever rank(A”) =
[vec(GT)|. |
C.1.2. Proof of Theorem 2. As in Theorem 1, the proof is conditional on a fixed nonzero
hyperparameter 3, so the coefficients involving 5a£k) are fixed by the observed actions and
the selected hyperparameter value.

We introduce some useful notation in the subsequent proofs. Denote V\ P = {i:i €
Vandi¢ P}, S\P={i:iecSandi¢ P}, V\(PUS)={i:ieVandi¢ (PUS)}, and
m=|PNS|. (We use i as the node index throughout to avoid conflict with the behavior
index k €{1,..., K} used elsewhere.)

(Sufficiency) First suppose that PUS = V. Without loss of generality, let P = {1,2,--- ,p}
and S ={t,--- ,N} where t=p—m+1 and 0 <m < p since m = |[PNS|. We proceed to
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prove the “if” part of the statement. We show that each entry in G can be uniquely deter-
mined when |P|K > |%”| and rank(A?) = |X”|, where APX” =& is the matrix form of
the part of equations related to the nodes i € P given that the subgraph G[S] is publicly
known. The row-count condition is necessary for full column rank, and model consistency
gives existence of the true solution. The edges that have endpoints in {¢,---, N} are publicly
known. As a result, [Gyi1), Grera) - > Ginys Guanye+2), Garnyeds) - s Gagryn, -+ Gv-1)n]
are uniquely determined. We then focus on the part of Eqn. (8) related to the nodes
i € P. Since the edges {Git1), Griv2)- - Giny s Gppi1), Gppr2) -+ s Gpn } are publicly
known, the unknowns of the part of Eqn. (8) related to the nodes i € P become X” =
(G2, ,Gins -+, Ge—1yt, - -+, G—1yn) whose cardinality is W(Uﬂ —m). Thus, the
part of Eqn. (8) related to the nodes i € P can be written as APX” = &7, where each entry

of A” is either zero or ﬁagk), fori e V,k=1,2,---, K. Equivalently, for each i € P and

k=1,...,K, the corresponding entry of ¢” is
ieP\S,

“ T a0 -3 "G, iePns.
JjES
J#

P is stacked, each

Note that AP and &” depend on how x” is stacked. However, once x
entry of AP and &” is fully determined according to Eqn. (8). Because the observed equilibria
and the revealed subgraph are generated by the model, ¢” lies in the column space of A7,
Therefore, if rank(AP) = |X”|, the reduced system has a unique solution for the remaining
unknown edges, and all other edges are already known from the revealed induced subgraph.

(Necessity) Next, we proceed to the “only if” part of the statement. To this end, suppose
that it is possible to determine G from the K observed Nash equilibria in the nontriv-
ial case p < N — 1 . Suppose that (P US) # V, i.e., the combination of P and S does
not include all nodes in the network. Without loss of generality, let P = {1,2,---,p} and
S={t, - ,s} wheret=p—m+1and 0 <m <p. It is obvious to see S—P ={p+1,p+
2,---,stand V—(PUS)={s+1,s+2,--- , N} #(. Before we prove G cannot be uniquely
determined, we first discuss the edges that are possible to be uniquely identified by either
partially known graph structure or by uniquely solving A”%” = &”. Since the induced sub-
graph G[S] is revealed, [Gyii1), ,Gisy , Gppr1), -+ s Gg1)s, -+ s Gs—1)s) are publicly

known. We then focus on AP%? = &” related to the nodes i € P. The unknowns become
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[G127G137 Gy 7G(t—1)N7Gt(s+1)>Gt(s+2)7 o Gy 7Gp(s+1)7 T 7GpN]7 whose cardi-

nality is W(t -4+ p—t+1)(N—-s)= W(t — 1)+ m(N — s). Further, each entry
of A” is either zero or Bagk), forti e V,k=1,2,---, K. Equivalently, for each ¢ € P and
k=1,...,K, the corresponding entry of ¢ is
alF) — ), ieP\S,
& =3 0 _,m ()
: a0 =b" =B " Gyal, iePnS.
jes
J#i

Therefore, unique recovery of the subsystem AP%” = &” for the nodes i € P would require

A” to have full column rank equal to this number of unknown columns.
We then show that the edge set

N-—s N-—s N—s—1 1
out __ P
EN ={Gpr1)s+1)  Gor)Ns 5 Gos(sr1)s Gss42)s 5 GsNy Gsg1ys+2),  Gs4)n, -, Gv—1)n }

cannot be uniquely identified. The unknowns X” =7 of the part of Eqn. (8) related to i € V\ P
consist of £°"* and the unknown behavioural inclination bgczp,k: =1,2,---,K. Thus, the
remaining part of Eqn. (8) related to i € V\ P can be written as AY~"P%Y~P =&"-P, where
each entry of AV~7 is either one or zero or ﬁaz(»k), forieV,k=1,2,---, K, and each entry of
¢V~7 is either az(»k) — Z‘;Zl 5Gija§-k) or agk) — ?:1 ﬂGija§k). The preceding dimension count
suggests underdetermination, but the non-identification of the unrevealed graph entries can
be shown directly. Let

R:=V\ (PUS).

Under the maintained necessity argument, R # (). Since this theorem concerns the nontrivial
case p < N — 1, the set U :=V \ P contains at least two nodes. Choose r € R and choose
q € U with ¢ # r. The edge (r,q) is not incident to any node in P and is not contained in the
revealed induced subgraph GI[S], because r ¢ S. For any sufficiently small nonzero scalar n

such that G, +n >0 and the model stability condition remains satisfied, define
G=G+n(ee, +ee,).
This perturbation leaves all publicly revealed edges in G[S] unchanged. Now define B by

B, =B, — nA,, B, =B, — A, B, =B, fori¢{rq}.
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Because r,q ¢ P, all revealed behavioral-inclination rows B;. for i € P remain unchanged.
Moreover,

(I-BG)A =(1-BG)A - Bn(e, A, +e,A,)=B.

Thus the same observed equilibria A, the same revealed behavioral-inclination rows on P,
and the same revealed subgraph G[S] are consistent with two different graphs, G and G.
Therefore, when p < N —1 and PUS # V, the full graph G cannot be uniquely determined.
This establishes the necessity of the coverage condition in the nontrivial case. [

C.2. Privacy Protection Mechanism

C.2.1. Necessary Assumptions

ASSUMPTION 1. For each player i €V in each game k € IC, the intrinsic behavioral incli-

nation bgk) is uniformly upper bounded, i.e., |b§k)| < bpnax-
ASSUMPTION 2. The spectral radius of BG is upper bounded, i.e., p(BG) < pmax < 1.
ASSUMPTION 3. The intensity of peer effects between users is limited, i.e., 0 < G; < Grax.

REMARK 3. Assumption 1 assumes that each player’s intrinsic behavioral inclination is
constrained in each game. Assumption 2 guarantees the existence and stability of the Nash
equilibrium actions. Assumption 3 assumes that each player has a limited impact on other

players.

C.2.2. Necessary Lemmas We denote the i-th eigenvalue of a square matrix Q by eig;(Q).

We also denote the column stack of an arbitrary matrix P € RP**P2 hy P, € RPIP2 as the

vector obtained by stacking each column of P. We further denote k£ = max(2bax, Grmax) -
LEMMA 1. Let Assumption 2 hold. Then the eigenvalues of (I — B8G)™! satisfy

1

< eig, (1~ 8G) ™) < 7 —

_ . VieV.
1+pmax

Proof. Since G is symmetric, SG is also symmetric, so all eigenvalues of SG are real. By

Assumption 2, p(8G) < pmax < 1, hence every eigenvalue \;(5G) satisfies

|)\2(6G)| S Pmax-

Therefore, the eigenvalues of I — G are

)\Z(I_/BG) =1- Az<6G> € [1 — Pmax; 1 +pmax]a
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so I — BG is invertible. Taking reciprocals gives

1 1

. o -1
M(I=FG)T) € | — 7 —

The proof is now completed. ([l

LEMMA 2. Let Assumptions 1 and 2 hold. The Frobenius norm of Nash equilibrium actions

is upper bounded as |Al|lr < —Vlj\il;i?"”‘, where A is the matriz of Nash equilibrium actions
and || - ||F denotes the Frobenius norm.

Proof. Since A = (I — $G)~'B, by submultiplicativity,
[A[lr =T~ BG)"'B|r < [(I-BG)"[2|B]r
For any matrix P, the matrix 2-norm is ||P||z = \/Amax(PTP). By Assumption 1,
IBllr < VNK bay.

By the previous lemma,

_ _ 1
I(I=B8G) 2= Anax (I-BG) ™) < T o’
Therefore,
\% NK bHIaX
[Allp < —.
The proof is now completed. 0

C.2.3. Proof of Theorem 3 We stack the columns of A = (I —3G) !B into A... For any
two Ay, -adjacent databases Dy = (G1,B1) and Dy = (Go,By), let

Alz(I—ﬁGl)ilBl, AQZ(I—ﬂGQ)ilBQ.

By Lemma 2,
Il < Y s Y
Therefore,
1A — Asllr < [ Aulr + [ Asllr < @ —A,

Hence the #5-sensitivity As of the column-stacked Nash-equilibrium query satisfies

Ay < As.
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By the Gaussian mechanism (e.g., Han and Pappas 2018, Theorem 6), adding Gaussian noise

V2In(1.25/8) ©

€

with standard deviation

oq > 2

to each coordinate of A yields (e,d)-DP. Rearranging the resulting noise vector into an

N x K matrix W gives the mechanism
Mp:(G,B)— (I-5G) 'B+W.

Thus, Mp satisfies (e,6)-DP. O

C.2.4. Proofof Theorem 4 Let h be the vector obtained by stacking all entries of B together
with the upper-triangular (i.e., ¢ < j) entries of G. Under Definition 2, adjacent learned
databases differ in exactly one coordinate of h by at most A, , so the ¢;-sensitivity of the
identity query is Ag4, .. . In our implementation, Ay . = k with kK = max{2byax, Gmax }- By the
Laplace mechanism (e.g., Han and Pappas 2018, Theorem 5), adding i.i.d. Lap(0,A,,.. /€)
noise to each coordinate yields e-DP for the noisy h. Mapping this noisy vector back to
(G + ng,B + mp) by mirroring the i < j entries to enforce symmetry is deterministic post-

processing and therefore preserves e-DP. 0

C.2.5. Proof of Theorem 5 By Theorem 4, the mechanism M;p is e-DP. The map ¢ in
Eqn. (15) is deterministic and depends only on the output of M p, not directly on the under-
lying database. Therefore, by the post-processing property of differential privacy (Dwork
et al. 2014, p. 18), the composition go Mp is also e-DP. O
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Appendix D: Illustrative examples for Theorem 1 and 2
We present the following example to illustrate the insights behind Theorem 1.

EXAMPLE 1. We consider a platform consisting of three users indexed in V = {1,2,3},
whose decisions arise from the proposed quadratic game over a social interaction network
G. The K observed Nash equilibria a® k =1,..., K as actions of the users lead to the

following linear equation in the form of (8):

— BGpal? — BGzal” = btV
—5G21a1 + CL2 ﬁGgga5 = b(1
—BG3alY — BGalt) +al = b
: (D.1)
- 6G12a§K) - BGlsa:(),K) = bgK)
—BGaai™ +af) — 5G23agK> = by
| —BG13a") — BGaral” + af) = ("

In each case we identify the unknowns explicitly in the accompanying matrix expressions
and investigate two cases.
i) Suppose P = {1}, e.g., the intrinsic behavioral inclinations b(l),b@), e ,b(K) for user 1
g 101 1

are publicly known (or known to a malicious eavesdropper).

;

(1)
(D) _ G (1 GQ 1) _ b(l) —5G21G1 —i—a2 — BGos a3 = b,
BGrzas BGh3as 1 " '
@ (2) _ p(2 —BGizai” — BGsal” +af) = b,
— BGr2ay — BGizas’ = by .

and :
o ' é B () —BGy 1a1K)—|—a ﬁG aK) —bK)
- 12a2 -8 a —1 —3G.a'® _ ¢ (K) _ pK)
| —8G13a; B 32CL2 —|—a3 = 03
(D.2)
Denote A and A*'& by
[ —Bay? —BafV ] [ —Ba” —Bal’ b —al" ]
(2 (2) (2) 2) 32 (2)
—Pay’ —pa —Bay’ —pa —a
5. 2 Ba and B. 2 Bag 1 1 (D.3)
| —Bay”) —Bay" [ —Bag"™) —Bay) b — i

There is a unique solution for G5 and G35 when rank(A) = rank(A?*"¢) = 2. However, it

is always the case that the number of unknowns is larger than the number of equations
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for the second part of Eq. (D.2), which means there are infinitely many solutions for
the second part. Under the information set considered in Theorem 1, which excludes
the HNL volume normalization as a public side equation, it is impossible to uniquely
determine G regardless of the number of independent games played. This illustrates the
non-identifiability result even in the presence of a user with known intrinsic behavioral
inclinations.

Suppose P = {1,2}, so b\, 62 b and bV 5 b5 are publicly known. Let K = 3. Eq.
(D.1) can be written as

(

a” = BGoay” — BGrzay” =0

( 1 1 1 1
,BG a(l) + a(l) ,BG a(l) . b(l) _BG13G§ ) BGgQCLg ) + aé ) = bi(% )
o 214 2 233~ = 0y

] PG - BGsal +ai? = b

af - BG1za” — BG3af = b
| —8G2a?Y + Y — BGasal’ = b5

| —8G50tY — G0l +afY = b

(D.4)
It is straightforward to see that when the first part of Eq. (D.4) is uniquely solvable,
which is certainly possible for a particular set of a® k=1,2,3, G is uniquely deter-
mined. As a result, the fundamental privacy of the network influence structure for the
platform has been lost when facing two users whose intrinsic behavioral inclinations are

known publicly or to malicious eavesdroppers.

The impossibility and possibility for uniquely reconstructing G in the above two cases, are

certainly consistent with Theorem 1. O

We present the following example to demonstrate the significance of Theorem 2.

ExaAMPLE 2. Consider a platform consisting of 6 users whose decisions form the pro-

posed quadratic network game over a social interaction network G = (V,€) with V =

{1,2,3,4,5,6}.

We investigate two cases.

(i)

Let P={1,2} and § ={2,3,4,5,6}. Then the social interaction links with endpoints
in {2,3,4,5,6} are publicly known , accounting for a set of links with cardinality 10.
We then focus on all possible edges that are incident to nodes 1 and 2, for which the

unknown social interaction links form the following vector

x” = [G12,G13, G114, G15,Gr6)
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(a) P={1,2} and S=1{2,3,4,5,6} (b) P={1,2} and §={2,3,4}
Figure D.1 Learning the social interaction network G with prior knowledge of intrinsic behavioral inclinations of

individuals in P and influence structure of individuals in S. The edges in solid blue lines are publicly
known, the edges in solid red lines can be uniquely reconstructed, and the edges in dashed black

lines cannot be uniquely identified.

whose dimension is 5. Define

Bay’ pag? ol Bag’ pag
gl 0 0 0 0

6@&[() Ba:(),K) 6@4(}1{) 6aéK) Ba((sK)
Ba™ 0 0 0 0

J ok xs
and - ]
agl) . bgl)
as” — by — Bag) Gy — - — Baf Gag
. | (D.6)
agK) _ bgK)
a8 — 5 — Bal Gos — - — Baf™) G| 2 x1

From the identity A”x” =c”, x” can be uniquely solved when rank(A”) =5. It can
also be deduced that K > 3 since the number of unknowns and equations are 5 and 2K,
respectively. Therefore, in the setting that P = {1,2} and S ={2,3,4,5,6}, it is possible
to uniquely determine G in Figure D.1 through the unique recovery of the full unknown

vector
P _ T
X = [G12a0137G147G15;G16]

when rank(A”) =5.
Let P ={1,2} and S ={2,3,4}. In this setting, P US C V. First, let us focus on the

edges that are possible to be uniquely identified. Since the social interaction weights for
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links in the induced subgraph G[S] are revealed, £(S) = {Gas, Ga4, G4} are publicly

known. Among the links associated with nodes 1 and 2, the unknown edges are contained

in the vector

ip = [G127 G137 G147 G157 G167 G257 GQG]Ta

whose dimension is 7. Define

and

_Bagl) ﬂagl) Bag) Baél) ﬂaél) 0
Bl 0 0 0 o0

agn B b§1)
agl) - bgl) - Ba:(;l)sts - 5(14(;1)@24

agK) . bgK)

ﬁagl) Baél)

Bay" Bal Bal ol Bag™ 0 0

Ba™ 0 0 0 0 Bal gay®

a5 — ) — Bal) Gay — Bal) G

0

= 2KxT7

2K x1

(D.8)

The part of Eqn. (8) related to nodes 1 and 2 is in the form of AP%” = &P, which can
be uniquely solved when rank(AP) = 7. It can also be deduced in this case that K >4

since the number of unknowns and equations are 7 and 2K, respectively.

We now show that the links in "' = {G35, G, Gus, Gus, Gs6} cannot be uniquely
identified. Let iV—"P = [G35, Ggﬁ, G45, G46, G56, bél), ce 7bé1); te :bi(?,K)7 e

(809 8™ 0 0 0
0 0 5@21) Baél) 0
Bay’ 0 Baf’ 0 Bay
0 Ba’ 0 Baf Baf’

Ba a0 0 0
0 0 BaéK) BaéK) 0
0 B 0 pall)
0 BCLE;K) 5aéK)

Bag®
K
0 ﬁag)

4K X (4K +5)

, béK)]T collect

the corresponding unknown edges and intrinsic behavioral inclinations. Then



Leng et al.: Diagnosing and Protecting Against Social-Interaction Leakage
A-18 Article published in Information Systems Research

_ aél) - 5G13ag1) - 5G23a§1) - BG34a§1) ]
%(11) - 5G14(1§1) - 5G24a§1) - BG34G§1)
aél) - 5G15a§1) - 50256151)
aél) - BG16Q§1) - BGzﬁaél)
¢ = : . (D.10)
a:(;K) - 5G136L§K) - 5G23agK) - 5G34a4(1K)
aiK) - BGMCLEK) - 5G24aéK) - ﬂG34a;(),K)
afr,K) - 5G15G§K) - 5G25aéK)

| aéK) - 5G16G§K) - BG%aéK) k1

The remaining part of Eqn. (8) related to nodes i € {3,4,5,6} is in the form of

AV-PgV-P _ gV-P

It is obvious that the number of equations (4K) is less than the number of unknowns
(4K +5 ). Thus, it is impossible to uniquely determine the edge set £"°*. Therefore,
in the setting that PUS C V, it is impossible to uniquely determine G from the K
observed Nash equilibria.

The impossibility and possibility for uniquely determining G in these two cases are certainly

consistent with Theorem 2.
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Appendix E: Data Statistics

In this appendix, we present the summary statistics of the review length data (A) and social
network (G) for Pennsylvania (PA) and Louisiana (LA).

We first describe the distribution of review lengths among users who have contributed
reviews on the platform (Table E.1 and Figure E.1). We observe that a significant portion
of entries in A are zero, indicating a user-business pair without a review. The percentage of
nonzero entries is 0.3% in PA and 0.4% in LA.

The following statistics are computed only for the subset of nonzero entries, capturing the
characteristics of review lengths among active users. The mean review length is 135.1 words
in PA and 131.2 words in LA, with median values of 108 words and 104 words, respectively.
The standard deviation is 103.8 in PA and 102.0 in LA, indicating considerable variation
in review lengths. The minimum observed review length is 4 words in PA and 1 word in
LA, while the longest reviews extend to 1,021 words in PA and 1,005 words in LA. The
interquartile range (IQR) reveals that 50% of reviews fall between 64 and 174.5 words in
PA and between 60 and 171 words in LA. To further assess variability, we report the 95%
central interval for review length, with lower bounds of 22 words in PA and 21 words in LA,

and upper bounds of 407 words in PA and 399 words in LA.

Table E.1  Descriptive Statistics of Nonzero Review Length Data (A) for PA and LA

PA LA
Percentage Nonzero (%) 0.28 0.39
Mean 135.05 131.20
Median 108.00 104.00
Std Dev 103.80 101.97
Min 4.00 1.00
Max 1021.00  1005.00
Count 98921.00 48889.00
25% Quantile 64.00 60.00
75% Quantile 174.50 171.00

95% Central Interval Lower 22.00 21.00
95% Central Interval Upper 407.00 399.00

Table E.2 summarizes the structural properties of the social networks, based on standard
network metrics. These metrics provide insights into the networks’ connectivity, clustering,
and overall efficiency. The PA network contains 2,234 nodes and 20,332 edges, whereas the
LA network is slightly smaller, with 2,065 nodes and 14,257 edges. The larger edge count

in PA suggests denser social interactions, which is further supported by a higher density
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Distribution of Review Lengths for PA Distribution of Review Lengths for LA
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Figure E.1 Distribution of the Nonzero Review Length for PA and LA

value (0.008 in PA vs. 0.007 in LA). This indicates that a greater fraction of potential
connections is realized in the PA network. In terms of node connectivity, the maximum
degree—representing the highest number of connections held by any individual—is notably
larger in PA (1,288) than in LA (860). This suggests the presence of more pronounced hubs
or central influencers within PA’s social structure. The network diameter, defined as the
longest of all shortest paths in the graph, is smaller in PA (7) than in LA (8), implying that
information can propagate more efficiently in PA.

Overall, while both networks exhibit similar properties, the PA network is more intercon-
nected, with higher clustering, greater density, and a stronger core of highly connected nodes
than the LA network. The fact that our method performs effectively across both networks—
despite their structural differences—demonstrates its robustness with respect to network

structures.

Table E.2 Summary Statistics of the Yelp Social Networks in PA and LA

LA PA
Num Nodes 2,065 2,234
Num Edges 14,257 20,332
Largest Degree 860 1,288
Diameter 8 7
Density 0.0067 0.0082

Average Clustering Coefficient 0.2970 0.3835

E.1. Implementation Details for the Yelp Benchmark

HNL configuration. We set the target peer-effect parameter 5y = 0.9 and the regularization
parameters 0; = 0, = 10~7. The realized coefficient used by HNL for each Yelp state is
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B =—PL0/p(Gret), where Gyer denotes the friendship reference graph for that state; the same
specification is reused in the indirect-mechanism re-synthesis. Algorithm 1 is run with 7'= 20
outer iterations and Kj,,.; = 50 inner mirror-descent steps, and HNL and the correlation-
based baselines are fit to log(A + 1073).

Graphical-Lasso baseline. GL is computed from the empirical covariance after Ledoit—Wolf-
style shrinkage (parameter 0.9) with graphical-lasso penalty a =0.1.

Mapping empirical T to raw noise scales. The DM adds i.i.d. Gaussian noise with standard
deviation s4 = (7¢/2) Gmax, Where ayax := max; ;. A;. The IDM adds Laplace noise to G and

B with scales bg = (71,/3) max;, ; |Gi;| and bg = (11./3) 5% Sk | By
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Appendix F: Sensitivity Analysis of ROA and Attack Precision under Varying Labor
Costs and Privacy Mechanisms on the Yelp Platform

Figure F.1 presents a detailed sensitivity analysis evaluating how variations in labor costs
(minimum versus maximum estimates obtained from Upwork) impact the ROA and attack
precision for spear-phishing attacks across two datasets (PA and LA). We compare two
privacy-protection mechanisms—direct mechanism and indirect mechanism—against a base-
line scenario with no privacy protection. As in Figure 6, these appendix curves are con-
structed from single saved ranked-edge outputs rather than seed averages; only the labor-cost
assumptions vary across panels.

Under the scenario with no protection, attackers experience the highest experiment-specific
baseline profitability because attack precision remains high while fixed costs are spread over
a growing campaign. The large ROA values reported in Appendix B, such as 702% for 1,000
messages and 7,449% for 10,000 messages under the low-labor-cost, 20%-precision calibra-
tion, are generic calibration benchmarks. Figure F.1 reports the corresponding Yelp-specific
no-protection baselines under the PA /LA attack-precision and labor-cost assumptions.

In the Yelp experiments, both the DM and the IDM reduce attack precision by disrupting
the attacker’s ability to infer social connections, thereby reducing realized ROA relative to
the no-protection baseline. Under maximum labor costs, privacy protections become even
more effective: the IDM yields negative ROA at smaller scales, making attacks economically
infeasible, while the DM also provides substantial protection. The superior performance of
the IDM over the DM across these scenarios indicates that, in our experiments, perturbing
the learned interaction structure more strongly disrupts the attacker’s inference pipeline.
Hence, for platforms prioritizing stronger empirical privacy protection at comparable utility

levels, the IDM is more effective in this setting.
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Figure F.1 Sensitivity analysis of ROA and attack precision under minimum and maximum labor cost estimates

for PA and LA. Both the direct and indirect mechanisms effectively mitigate attackers’ financial

incentives, with the indirect mechanism providing stronger protection across all scenarios.



