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1 Proofs

1.1 Constraint on g, ..

Consider the constraifias, . > 0. We know thatSiM is always greater than zero. TherefoBgis,; > 0

would be the case so long as
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Consider the constraimtes, . < 1. That would be the case so long as
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If we refer to the left hand term asand the right hand term a@sfor this explanation, we are interested in
showinga < b for valid M andé. a < b holds good ifac < b for ¢ > 1. ¢, in our case, corresponds to

2
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This constraint holds good for the CERT-type mechanism. This impliesiiiat., < 1 for valid M andd.

Therefore as long a6 < 4M andf < v27M,0 < gek .. < 1.

1.2 Multiplicative Form for Identifier Efforts

In our model, we assume that the benign identifier and the attacker exert an efioanolf3 respectively.
Their efforts increase their respective probabilities of finding the vulnerabilidytoy and3 + . Note that

the effort exerted « or 3 —is added to the probability of discovering the vulnerability without exerting any
effort, v. This additive form is adopted only for the sake of simplicity. In this Appendix, we show that our

results are robust even when we assume multiplicative form.

Let the benign identifier's and the attacker’s effort respectivelyl@nd . Let this effort increase

the probability of discovering the vulnerability tey and5~. Following the same procedures as in Section



3, we obtain the following probabilities epores K frovemed I povenied@Nd Knacker Those functional forms, which
have not been shown explicitly, are found to satisfy all the intuitive criteria discussed in Setion 3. Based
on these functional forms, we compute the optimal effort levels for the benigin identifier and the hacker:

o = %‘JQ% andg* = 83;”];;7_””’9 Note thato* increases i, while 3* decreases ipy.
- b

Using these expressmns we also solve for optimal pripingndp under the unregulated market-
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based mechanism. We hap?_ ”’eve”‘e andpy = ——=>="—""——;
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These optimal levels of efforts and prices are then substituted in the expressiohs éod 7 L. We
observe the same results as in the additive form. We omit the details concerning welfare metrics for the

similarity in the derivation and results obtained.

1.3 Oligopoly Benign Identifiers

Note that in the model we implicitly assumed the existence of only one benign identifier who optimizes the
effort of discovering the vulnerability to maximize her profit. In this Appendix, we demonstrate that even

when competition arises among benign identifiers, results presented in the paper would continue to hold.

Let there be: identical benign identifiers each of which exerts the same level of effgrin equilib-
rium. Hence, each identifier increases its probability of finding the vulnerabiliytax,. We also assume

that each identifier's corresponding cosfisv ), which is convex imy.

We denote the probability that at least one benign identifier finds the vulnerability withiritibye
P. We have:
P=1-(1-ay—7)" (1)

Therefore, collectively, alk identifiers increase their probability of finding the vulnerability te (1 — o —
~)™. In other words, the collective efforts of all oligopoly identifiers has the equal effect as a monopolist
benign identifier (one bening identifier) exerting effart= 1— (1 —ay—~)"™ —~. Further, if each individual

identifier's discovery is uniformly distributed, so is the collective probability

The total cost of all identifiers’ effort is as follows:

Cla)=nflag) =n f(1— (1 —a—)") -y 2)

It is easy to show thaf'(«) is convex inc. Recall that we only assume in 3 that monopolist identifier

exerts an effortv and the corresponding cost function is convex. In the oligopoly case, the collective effort



is equivalent tax exerted by one identifier and the total cost of this effort is convexaecordingly. Hence,
as long as we may consider the collective level of efforts and costs of oligopoly identifiers as the effort and
cost of a monopolist identifier, all the results we have reached in the monopolist model should follow in the

oligopoly case.

1.4 Monotonic Change: CERT versus Regulated Market

First note that the binding constraint fereven in this case is same as previous case] is€./27M. To see
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Since this is increasing inif the constraint holds foy = 1 it will hold for all v < 1. Substitutingy = 1 and

this note that we require + v < 1. Substituting the value far and simplifying leads

solving leads t@ < +/27M. Since CERT mechanism imposes restrictio of 4/, all our constraints

described in the manuscript hold.

Also note that since\’ is a quadratic function of,, demonstrating tha@% > 0 is the same as

showingagél > 0 for all v and%—f > 0 aty = 0.

We compute the second derivative Ahas
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For 8;7%' to be positive, it is sufficient enough to show that the term in the square brackets is positive

for all feasible values o/ andd. ConsiderR H S, to obtain its maximum value. The denominator is lowest
whend = 0, therefore, if we show the result by substitutifig= 0 in the denominator, then it holds good
for all higherd
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Let us characteriz& H S’ with respect td.
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Since the first derivative is negativeét= 0 and the second order derivative is positive for all posifiye



is clear that there is one minima fé&H S} occurring a# > 0. This also means that the maximum value of
RH S can occur only at the extremes — eithefl at 0 or depending on the binding constraintat /27 M
oratf = 4M.

First consider the case whefd > 2%

16, the corresponding binding constraintfis< +/27M. To

determine the maximum value @tH S}, we computeRH S} atf = 0 to be equal t&b6M and atd =
V27M, to be equal tal12)M. From this,RH S} is maximized af) = /27M. But the term,RHS; is
clearly minimum a#) = +/27M. If at & = +/27M, the difference betweeRH S; and RH S} is positive,
thenRH S, — RH S, must be positive at all values 6f Substitutingf = v/27M in RHS; — RHSé and
simplifying, we get320M — 162v/3M. This is clearly positive for all/ > and therefore,d 2 > 0 for
all M > 2%,

Next consider the case whéd < % when the binding constraint ahis 0 < § < 4M. RHS;
is always minimized af = 4M and the value i216M. RHS) atf = 0 is 56 M while atd = 4M is
42M + 896M2 + %. Note that since both these expressions are increasing functiddswe compute

RH S}, for both combinationgd = 0, M = ) and(f = 4M, M = ) It is easy to observe that under

both case216 M — RH S, > 0 for all M < 2L . Therefore 24 > 0 for all M and@.
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Next we show that first derivative is positive at= 0. Taking the first derivative and substituting

~ =0 leads to
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It is very easy to see that the term in square brackets is positive for allMakehdd. The first expression
minus the second expression is always positive fof all /270 and M > andH <4M andM < 27
Similarly, the third expression minus the fourth expression is positive fa all\/27M for M > % and

0 <4M andM < 2 Thus,%ﬁ > 0. QED



