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Online Appendix A: Mechanics of Example DeFi Breaches 

 

A.1. A Flash Loan Attack 

 

One common type of exploit takes advantage of flash loans, which are uncollateralized loans taken and 

repaid on the same cryptographic transaction. These so-called “flash loan attacks” start with borrowing an 

asset (asset A) on one lending protocol (protocol A) and then exchanging that asset for another asset (asset 

B) on a decentralized exchange (DEX) (protocol B). Depending on the liquidity present on the exchange, 

this transaction can have the effect of deflating (inflating) the price of asset A (B) on that exchange. These 

price movements can have downstream implications for DeFi protocols that rely on the DEX for exchange 

rate information on the A-B asset pairing (i.e., rely on the DEX as a price “oracle”).1 Once the exchange 

rate for the A-B asset pairing has been manipulated, the hacker can find a lending protocol (protocol C) that 

relies on the exchange for pricing information. When asset B is posted as collateral to obtain asset A on this 

protocol (protocol C), the hacker is allowed to borrow more of asset A than would typically be allowed 

under normal market conditions. The hackers use a portion of the new loan obtained to pay off the original 

loan on protocol A and keep the remainder as profit. Inevitably, when exchange rates between assets A and 

B adjust back to normal market conditions, the loan taken on protocol C will be liquidated leaving the 

lending pools in protocol C with less total value than when the initial loan was taken. In the end, despite 

the technological complexity of these transactions, the fundamental manipulation is undertaken to create a 

classic arbitrage opportunity for specific market participants. 

 

A.2. A Reentrancy Attack 

 

Another common type of exploit is known as a reentrancy attack. In this case, a malicious actor calls a 

function in the vulnerable smart contract of the protocol (contract A) to withdraw crypto assets to a contract 

managed by the attacker (contract B). Contract B is designed to, upon receipt of the crypto assets, “re-enter” 

contract A with another call before the initial transaction is completed (resulting in an update of the balances 

of contract A). This process can be repeated multiple times so that the attacker can drain funds (greater than 

what were initially deposited) from contract A. 

 

For more information on these and other exploits, refer to Crypto.com’s whitepaper entitled, “Attacks and 

Exploits in DeFi” (Crypto.com 2021).  

 
1 Price oracles are third-party services allowing smart contracts to obtain external price data from outside of their 

ecosystem. Protocols instruct the smart contract to query the oracle which returns the current value of a token quoted 

in a specified currency (e.g., USD or ETH). If protocols only rely on a single DEX, changes in that DEX’s price 

information are assumed to be true and accurate by the protocols’ smart contracts. As such, if hackers can manipulate 

the asset price (so-called price oracle manipulation) on that single DEX, all protocols relying on that DEX as a price 

oracle become vulnerable to exploitation (Crypto.com 2021).  
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Online Appendix B: Audit Report Examples  

 

B.1. Peckshield Audit Report for AAVE-V3 

 

B.1.1. Introduction and Assessment Methodology 

 
 

  

Number of Auditors / 
Reviewers = 5 

Number of Pages = 
31 

Auditor Effort (Days) 
Not Disclosed 
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B.1. Peckshield Audit Report for AAVE-V3 (Continued) 

 

B.1.1. Introduction and Assessment Methodology (Continued) 

 
  

Number of Items 
Examined = 36 
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B.1. Peckshield Audit Report for AAVE-V3 (Continued) 

 

B.1.2. Findings 

 

 
 

 

 

Number of High or 
Greater Findings =  

2 

Number of Total 
Findings =  

9 

# of Info. Items / 
Recommendations = 

2 
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B.2. Example of Audit Report with Audit Effort Reported (Trail of Bits Audit for Frax) 

 

 
 

 

  

Number of Auditors / 
Reviewers = 3 

Auditor Effort (Days) 
= 4 person-weeks  
= 20 person-days 
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Online Appendix C: Identification of Breaches and Definition of Breach Spillover Analysis Sample 

 

We hand-collect a list of DeFi breaches from two sources. First, we identify breaches on CryptoSec’s DeFi 

Hacks list, which has aggregated a list of over 100 breaches (and the associated loss from each breach) 

dating back to the beginning of 2020. Second, we review the list of breaches reported by DeFiYield’s REKT 

database. We identify 267 breaches since January 2020.2 After removing duplicates, limiting to those related 

to protocols covered by DefiLlama or DefiSafety, limiting to those having the breach size $1 million or 

more, and limiting to those for which TVL change around the breach date can be calculated, we have data 

on 28 breaches for our breach spillover analysis (H2). Table C.1 below outlines our sample selection 

procedure for breaches.  

 

Table C.1: Breaches Sample 

Filter N 

Breaches reported on either DefiYield’s REKT Database or CryptoSec’s Defi Exploits list from 

January 2020 to June 2022 (i.e., the final month covered by our sample of SCAs) 

267 

Less: Those related to protocols not covered by DefiLlama or DefiSafety (208) 

Less: Breaches of less than $1 million in value (22) 

  

Breaches Used to Define Breach Variable in Protocol-Month Sample (H1) 37 

  

Less: Breaches for which DefiLlama TVL data is not available to calculate TVL change around the 

breach for the breached protocol 

(9) 

  

Breach Events for Breach Spillover Analysis (H2) 28 

Distinct Breach Dates for Spillover Analysis (H2) 25 

 

  

 
2 Within DeFiYield’s REKT database, we focus on breaches coded as exploits, flash loan attacks, access control issues, 

and oracle issues. Other scams tracked by DeFiYield (e.g., exit scams, phishing scams, etc.) do not involve 

vulnerabilities in smart contracts, and therefore, are not considered for analysis. We also identify and remove two 

cases from consideration, which upon further inspection, reflected liquidations primarily driven by coin price 

volatility. 
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Table C.2 below provides some descriptive statistics along with the amount of the breach and the change 

in TVL in the seven days following the breach. As specific breach dates and amounts are sometimes 

inconsistently reported in the two lists of breaches from which our sample is drawn, we validate and 

augment information in these lists with web searches and online articles related to each breach to identify 

(to the best of our ability) the breach date and estimated breach size for each breach. 

 

Table C.2: Breaches in Breach Spillover Analysis 

Breached Protocol  Date Breach Amount  TVL Change  

(Day -1 to 7) 

TVL % Change  

(Day -1 to 7) 

Uniswap 4/18/2020 1.1M 5.2M 10.7% 

Pickle 11/21/2020 19.7M -80.4M -73.1% 

Cover Protocol 12/28/2020 9.4M -20.7M -74.4% 

Yearn Finance 2/4/2021 11.0M 85.8M 9.4% 

Growth DeFi 2/8/2021 1.3M -29.1M -77.9% 

CREAM Finance 2/13/2021 

 

37.0M 

 

-613.8M -72.6% 

Homora -12.2M -1.4% 

DODO 3/8/2021 3.8M 1.4M 2.7% 

ValueDefi 5/5/2021 10.0M -909.0M -93.1% 

Rari Capital 5/8/2021 15.0M -12.8M -19.7% 

ValueDefi 5/8/2021 11.0M -806.1M -93.3% 

Pancake Bunny 5/19/2021 200.0M -2,526.5M -63.2% 

Belt Finance 5/29/2021 50.0M -755.6M -50.2% 

Pancake Bunny 7/16/2021 2.4M -39.4M -5.9% 

Popsicle Finance 8/3/2021 20.7M -10.9M -62.9% 

CREAM Finance 8/30/2021 18.8M 98.0M 5.9% 

SushiSwap 9/16/2021 3.0M -687.9M -11.3% 

Compound 9/29/2021 80.0M -2,744.9M -15.2% 

Hunny Finance 10/20/2021 2.0M -21.2M -61.7% 

CREAM Finance 10/27/2021 130.0M -226.0M -13.2% 

Vesper 11/2/2021 3.0M 38.0M 13.1% 

Badger DAO 12/1/2021 120.0M -251.7M -20.2% 

Grim Finance 12/19/2021 30.0M -93.6M -94.6% 

Inverse Finance 4/2/2022 15.6M -43.5M -64.3% 

Rari Capital 4/30/2022 80.0M 130.0M 14.8% 

Saddle Finance 4/30/2022 10.0M -134.6M -48.1% 

Venus 5/13/2022 1.4M -650.6M -35.3% 

Inverse Finance 6/16/2022 1.2M -0.8M -6.4% 

Total 28 Breaches 887.4M -10,313.1M -23.8% 
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Online Appendix D: Twitter Activity for Auditors Around Sampled Breaches 

 

We model activity for the Auditor Twitter handles in our sample around the 28 breaches identified above to 

understand whether there is evidence of increased market attention on an auditor connected to a breached 

protocol in the days following the breach. Specifically, we estimate the following model in an auditor-date 

sample over the period covered by our main analyses (January 1, 2020, to June 30, 2022).   

 

 

ln(1+Posts)a,d or ln(1+Mentions)a,d = β1*Br_Auditora,d + Auditor F.E. + 

Date F.E. + ε  

 

 

 

(D1) 

 

In the above model, the subscript a denotes the auditor and the subscript d denotes the date. The dependent 

variables (ln(1+Posts) and ln(1+Mentions)) reflect the logged counts of the daily posts by the auditor’s 

Twitter handle and daily mentions of the auditor’s Twitter handle, respectively. Br_Auditor is coded one if 

a protocol recently audited by the auditor was breached in the previous 7 days. With the inclusion of auditor 

and date fixed effects, the coefficient on Br_Auditor identifies the average increase in Twitter activity for 

the auditor in days d+1 through d+7 following a breach of one of its recently audited protocols. 

 

We present the results of estimating this model in Table D.1 below. We find that mentions of the auditors 

recently conducting audits for breached protocols are significantly higher in the seven days following a 

given breach (column 2) while the posting activity of the auditor remains unchanged (column 1). 

 

Table D.1: Auditor Twitter Activity Around DeFi Breaches 
 (1) (2) 

Dependent Variable ln(1+Posts) ln(1+Mentions) 

Br_Auditor -0.019 0.260* 

 (0.053) (0.133) 

   

Observations 53,505 53,505 

Controls Included Included 

Date F.E. Yes Yes 

Auditor F.E. Yes Yes 

(Within Auditor) Adjusted R2 0.046 0.069 
 

Note: Standard errors are reported based on protocol-clustered standard errors. Significance levels are presented as follows based 

on two-tailed tests: *** p<0.01, ** p<0.05, * p<0.10. 
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Online Appendix E: Effects on Native Coin Prices 

 

We report the results of our primary models when using native token price as the proxy for protocol value 

in place of TVL.  

 

Table E.1: Audits and Native Token Prices Baseline (Compare to Table 4, Panel A) 

 (1) (2) (3) (4) 

Dependent Variable ln(Token_Price)(t) ln(Token_Price)(t) ln(Token_Price)(t) ln(Token_Price)(t) 

     

Audit(t-3 to t-1) 0.177***  0.183***  

 (0.053)  (0.052)  

Audit(t-1)  0.161***  0.162*** 

  (0.045)  (0.045) 

Audit(t-2)  0.164***  0.165*** 

  (0.042)  (0.041) 

Audit(t-3)  0.095**  0.098*** 

  (0.039)  (0.037) 

Audit(t+1 to t+3)   0.039 0.026 

   (0.068) (0.069) 

Q_Rating(t-1) 0.014 0.013 0.013 0.013 

 (0.011) (0.011) (0.011) (0.011) 

Breach(t-1) 0.093 0.050 0.088 0.047 

 (0.158) (0.161) (0.158) (0.160) 

ln(TVL_Month)(t-1) 0.225*** 0.222*** 0.224*** 0.222*** 

 (0.039) (0.039) (0.039) (0.039) 

     

Observations 1,646 1,646 1,646 1,646 

Year-Month F.E. Yes Yes Yes Yes 

Protocol F.E. Yes Yes Yes Yes 

(Within Protocol) Adj. R2 0.495 0.499 0.495 0.498 
 

Note: Standard errors are reported based on protocol-clustered standard errors. Significance levels are presented as follows based 

on two-tailed tests: *** p<0.01, ** p<0.05, * p<0.10. 
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Table E.2: Individual Effects of Advertising and Audit Quality (Compare to Table 5, Panel A) 

 (1) (2) (3) (4) 

Dependent Variable ln(Token_Price)(t) ln(Token_Price)(t) ln(Token_Price)(t) ln(Token_Price)(t) 

Twitter Engagement Proxy Twitter Posts Twitter Mentions -- -- 

Audit Quality Proxy -- -- Page Length Items Examined 

     

Aud_HighAdv(t-3 to t-1) 0.195*** 0.261***   

 (0.060) (0.063)   

Aud_LowAdv(t-3 to t-1) 0.136* 0.040   

 (0.079) (0.080)   

Aud_HighQ(t-3 to t-1)   0.254*** 0.262*** 

   (0.063) (0.082) 

Aud_LowQ(t-3 to t-1)    0.106 0.122** 

   (0.066) (0.061) 

Q_Rating(t-1) 0.014 0.014 0.014 0.013 

 (0.011) (0.011) (0.011) (0.011) 

Breach(t-1) 0.096 0.121 0.078 0.093 

 (0.158) (0.162) (0.157) (0.160) 

ln(TVL_Month)(t-1) 0.223*** 0.221*** 0.224*** 0.223*** 

 (0.039) (0.039) (0.039) (0.039) 

     

Observations 1,646 1,646 1,646 1,646 

Year-Month F.E. Yes Yes Yes Yes 

Protocol F.E. Yes Yes Yes Yes 

(Within Protocol) Adj. R2 0.495 0.500 0.497 0.496 

     

Aud_HighAdv(t-3 to t-1) –  0.059 0.222**   

Aud_LowAdv(t-3 to t-1) (0.088) (0.095)   

     

Aud_HighQ(t-3 to t-1) –    0.148** 0.140 

Aud_LowQ(t-3 to t-1)   (0.074) (0.094) 
 

Note: Standard errors are reported based on protocol-clustered standard errors. Significance levels are presented as follows based 

on two-tailed tests: *** p<0.01, ** p<0.05, * p<0.10. 
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Table E.3: Event Study Model around Breach Events (Compare to Table 7, Panel B) 

 (1) (2) (3) (4) 

Dependent Variable TokenPrice_Chg TokenPrice_Chg TokenPrice_Chg TokenPrice_Chg 

     

Breach -0.204*** -0.212*** -0.202*** -0.210*** 

 (0.052) (0.051) (0.052) (0.051) 

Br_Auditor  -0.013 -0.021 -0.013 -0.021 

 (0.018) (0.020) (0.018) (0.020) 

NonBr_Auditor   -0.015  -0.014 

  (0.013)  (0.013) 

Q_Rating -0.000 -0.000 -0.000 -0.000 

 (0.000) (0.000) (0.000) (0.000) 

ln(Age) 0.003 0.001 0.003 0.001 

 (0.007) (0.008) (0.007) (0.008) 

ln(TVL_tm1) -0.001 -0.000 -0.001 -0.000 

 (0.002) (0.002) (0.002) (0.002) 

Crypto_Chg 0.242*** 0.244*** 0.245*** 0.247*** 

 (0.064) (0.064) (0.065) (0.065) 

Br_Category   0.013 0.013 

   (0.015) (0.015) 

     

Observations 2,381 2,381 2,381 2,381 

Adjusted R2 0.016 0.016 0.016 0.016 

     

Breach –  -0.191*** -0.191*** -0.188*** -0.188*** 

Br_Auditor (0.054) (0.054) (0.054) (0.054) 

     

Br_Auditor –    -0.007  -0.007 

NonBr_Auditor  (0.019)  (0.019) 
 

Note: Standard errors are reported based on protocol-clustered standard errors. Significance levels are presented as follows based 

on two-tailed tests: *** p<0.01, ** p<0.05, * p<0.10.  



13 

 

Online Appendix F: Sensitivity Tests for Model (2) 

 

We report the results of additional tests to evaluate the robustness of our results reported in Table 7, Panel B. We report the test coefficients (columns 

1 and 2) and differences in test coefficients (columns 3 and 4) after making each adjustment to our model. These results are equivalent to column 2 

in Table 7, Panel B. First, we use 360 days, rather than 180 days, as the window for which to identify protocols that shared an auditor with the 

breached protocol. Second, we alter the window for which we identify changes in TVL (running models in which we end the period at either t+5 or 

t+9). Third, as alternative approaches to handle outliers in our TVL change variable, we run both a robust regression and a quantile regression with 

the unwinsorized TVL change as our dependent variable and find consistent results. Lastly, we entropy balance our sample between Br_Auditor = 1 

and Br_Auditor = 0 protocol-breach date observations on the first three moments of the protocol attributes used as controls: Q_Rating, ln(Age), and 

ln(TVL_tm1). We re-estimate model (2) using the weights generated from this balancing approach. In all cases, our results are consistent with our 

primary analysis. 

 

Sensitivity Test (1) (2) (3) (4) 

 Breach Br_Auditor Breach – Br_Auditor Br_Auditor – NonBr_Auditor 

Changing the Lookback Period    

Audit lookback period  -0.291*** -0.090*** -0.201*** -0.038** 

set to 360 days (0.056) (0.020) (0.053) (0.019) 

Changing the TVL_Chg Interval 

TVL_Chg defined from -0.229*** -0.054*** -0.175*** -0.035** 

t-1 to t+5 (0.044) (0.015) (0.043) (0.014) 

TVL_Chg defined from -0.284*** -0.084*** -0.200*** -0.060** 

t-1 to t+9 (0.067) (0.024) (0.068) (0.028) 

Alternative Approaches to Handle Outliers in TVL_Chg 

Use robust regression -0.345*** -0.058*** -0.287** -0.035** 

 (0.116) (0.014) (0.116) (0.014) 

Use quantile regression -0.336*** -0.044*** -0.292*** -0.026** 

 (0.053) (0.013) (0.055) (0.013) 

Balancing Sample 

Entropy balancing on  -0.315*** -0.075*** -0.241*** -0.048** 

Br_Auditor (0.047) (0.020) (0.046) (0.019) 

 
Note: Standard errors are reported based on protocol-clustered standard errors. Significance levels are presented as follows based on two-tailed tests: *** p<0.01, ** p<0.05, * 

p<0.10.
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